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A System-Theoretic Process Analysis (STPA) of the U.S. Diagnostic Laboratory Data Ecosystem 
 
Summary 

 
Many studies have found large numbers of preventable medical errors in the U.S., despite significant efforts to 

reduce them. This project, a collaboration between Synensys and MIT, studied how the laboratory data ecosystem 
works today, identified weaknesses and sources of adverse events, and recommends changes to eliminate or reduce 
such events. We used System-Theoretic Process Analysis (STPA), a technique based on system theory that allows 
analysis and understanding of very complex, adaptive systems.  
 

Using STPA we created a model of the healthcare laboratory data ecosystem by interviewing fifty stakeholder 
who represent components of the U.S. healthcare system. These components included departments across the U.S. 
Health and Human Services (FDA, CDC, National Library of Medicine, ONC, and CMS), standards development 
organizations, Health IT (HIT) vendors, regulators, public health agencies, clinical practitioners, device 
manufacturers, administrators, payors, accreditors, policymakers, patients, informaticists, and laboratorians.  

 
The goal for the system model was to try to assist in understanding how the system works as a whole, that is, 

how the components work together to provide—or to not provide—needed diagnostic laboratory data. While we 
found that nobody seems to understand the entire U.S. laboratory data ecosystem in detail, we were able to combine 
the information elicited in the interviews to create a useful model to satisfy our analysis goals. We then used this 
model to identify the causal factors in common types of adverse events related to healthcare laboratory data. In this 
study, we concentrated on two hazards: (1) patients receiving less than acceptable care and (2) loss of reputation or 
trust in the laboratory data ecosystem. 

 
Using the  model, we identified unsafe actions and decision making in the system such as the healthcare provider 

ordering the wrong test, receiving incorrect test results, not receiving the test results at all, receiving test results 
after delays, or receiving test results for a different patient. Causal scenarios were then created for the identified 
unsafe events. We identified several hundred potential unsafe actions across the system and multiple causal 
scenarios/factors for each of those. The identified unsafe actions and scenarios were reviewed by participants in the 
system for their reasonableness and importance in the real-world operation of the system. 
 

Based on our analysis of the system and the potential unsafe actions, we identified the following systemic flaws 
and  propose recommendations to address them: 

 
(1) Systemic factors and recommendations addressable by the SHIELD initiative 

 
• Decentralized and missing oversight. The system is characterized by strong regulation in some parts of the 

system while the system as a whole is weakly regulated. There are very few regulations that address 
interactions between system components in a meaningful way. Gaps may arise partly because 
decentralization makes it unclear who has the ultimate jurisdiction over interactions. Each agency may have 
different goals and directives based on the responsibilities they were assigned by Congress or HHS 
leadership that limit what they can or cannot add to regulations.   
      Another consequence of decentralized oversight is that regulatory agencies may not have access to the 
information they need to perform their regulatory duties. For example, an agency may need particular data 
elements to be shared in a certain format that is unobtainable if data requirements are not under their 
regulatory scope.  
       In addition, financial incentives for adopting safer practices may differ among various groups. For 
example, there are no requirements for laboratory HIT to use more advanced standards like FHIR for 
communication with EHRs. The lack of requirements hinders adoption of new standards that might address 
problems arising from new and complex diagnostic tests being shared in unstructured formats.  

   Furthermore, in some cases, information is not being collected about potential regulatory gaps, or no 
controller has any authority to ensure that a problem gets addressed. For example, there are insufficient 
mechanisms to ensure that providers adequately receive laboratory data, or to ensure that specimens 
collected outside of a laboratory are collected and transported appropriately. Insufficient studies are being 
conducted on identification of regulatory gaps in the ecosystem.  
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Recommendation 1: Assign responsibility for addressing gaps in the regulatory oversight of laboratory 
data exchanges between system components that are regulated by different agencies. 
 

Recommendation 2: Identify the data and standards needs of regulatory agencies and ensure they have 
the ability to use them appropriately. 
 

Recommendation 3: Encourage the identification of regulatory gaps in other areas of the laboratory 
ecosystem through additional systems-theory-based analyses. 
 

• Inadequacies and gaps in laboratory data standards, including standards that are loosely constrained, 
ambiguous, and outdated. Laboratory data standards may not be tightly constrained because each 
implementer may possess their own set of requirements for each use of the standards and may thus want it 
to be implementable in different ways. Even if stakeholders’ implementation goals are aligned, ambiguity 
in laboratory data standards may make different implementations still appear reasonable and fully compliant 
with regulation. The use of outdated or obsolete laboratory data standards may similarly raise challenges 
for patient safety and data interoperability.  

 
Recommendation 4: Reference libraries must develop a knowledge base that establishes a ground truth 
for naming, coding, and mapping of reference terminologies to particular laboratory tests, and 
stakeholders must be incentivized to use it. 
 

Recommendation 5: Appropriate groups must be assigned responsibility for identifying gaps and 
weaknesses in laboratory data standards and for establishing a reporting channel for problems related to 
them. 
 

Recommendation 6: SDOs must continuously support users by identifying and eliminating ambiguities 
in implementation guides for HIT standards. 
 

(2) Systemic factors and recommendations addressable by the other components of the laboratory data 
ecosystem 
 

• Inaccurate perceptions of risks with respect to both laboratory data and the use of health information 
technology (HIT). A common theme observed in multiple scenarios is a flawed perception of risk in 
diagnostic healthcare. Many stakeholders in the ecosystem hold assumptions about the low safety-criticality 
of laboratory data and HIT that lead to flawed decision making across the system. An example is the effect 
on clinical decision making when there are data presentation problems or missing data: Errors are often 
blamed on the medical practitioners using HIT even if the software is counterintuitive or misleading.  
      Causes of misperceived risk include beliefs that HIT is low risk in comparison with its potential benefits 
leading to less than rigorous oversight; limited proactive and reactive laboratory safety efforts, including 
investigating sources of diagnostic error; and a limited reporting system with no regulatory body keeping 
records on IVD (in vitro device) and lab errors. There also exist false assumptions about the ease of 
installing and maintaining HIT. 
       One result of misperceived risk is that laboratory data and HIT problems are not prioritized when 
designing and implementing responses to adverse events. In general, misperceived risk is a common cause 
of accidents in all industries. 

     
Recommendation 7: Proactively and retroactively investigate systemic sources of diagnostic error. 
 

Recommendation 8: Create a consolidated national database for HIT safety reporting that can be used to 
identify trends and opportunities for improving patient safety outcomes. It should include information 
about HIT not behaving as users intended and allow understanding how features of HIT design may have 
contributed to “user errors.” 

 
• Lack of a systems view by participants in the system. Nearly all stakeholders in the U.S. healthcare system 

are trying to make locally optimal changes to reduce adverse events. However, without taking a systems’ 
view, many changes made at the local level do not make the system significantly safer. Local or limited 
“fixes” may just shift the problem to a different part of the system or even make it worse. It may also cancel 
an improvement or change made by others.  
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After dozens of interviews, it became clear that no stakeholder holds a complete view of the entire 
ecosystem.  

 
Recommendation 9: Educate the healthcare community on systems engineering and systemic 
approaches for solving problems, including tools to accomplish this goal. 

 
One particular area in which customized “local solutions” were prevalent was in the design and maintenance 
of HIT systems and standards. Designing a new HIT or updating it without sufficient consideration of the 
system’s connections to other systems can lead to broken connections. The difficulty of installing or 
maintaining HIT is often underestimated. 

 
Recommendation 10: Establish appropriate control loops for updates to standards and HIT.  

 
• Inadequate regulatory emphasis on the safety involved in health system information technology. Regulatory 

directives to the ONC have historically been driven by increasing the usage and capabilities of HIT without 
emphasizing safety.  Designs that meet ONC certification requirements frequently have significant safety 
risks. Furthermore, no one is currently required to use certified HIT, as incentives for using certified IT are 
only available to facilities that are eligible for certain government programs. 
 

Recommendation 11: Assign regulatory oversight of HIT safety to ONC or another appropriate group. 
Include the explicit directive to develop and include safety-related certification criteria for HIT and the 
ability to limit the inclusion of “hold harmless” clauses in HIT contracts. 
 

Recommendation 12:  Establish incentives for using certified HIT throughout the entire healthcare 
ecosystem. 

 
• Flawed communication and coordination. A common causal factor identified is the lack of formal 

communication and coordination channels between those attempting to control diagnostic data safety. Many 
regulators do not have the information they need to change or update regulatory standards. Medical 
practitioners may also not be incentivized to report problems if previous reports have not been appropriately 
addressed. Following standards is often voluntary. While some requirements do exist to follow standards, 
they often refer to outdated standards without a strong process to change the standards to recognize best 
practices. 

Additionally, inadequate communication and coordination channels between data users may also 
contribute to patient harm. For example, medical practitioners are responsible for ordering tests to monitor 
and diagnose patients, but at the same time have a huge range of responsibilities and could benefit from 
better communication with laboratories. Laboratorians have up-to-date information on changes to the 
diagnostic testing environment, including new test options or how tests results should be interpreted. 
However, due to the way many interfaces are set up, laboratorians may not receive sufficient data to fully 
support practitioners. For example, a laboratory may not be able identify if a test result is critical and time-
sensitive if they don’t appropriately receive the patient’s relevant clinical context.  

 
Recommendation 13: Develop formal processes for inclusion of laboratorians in the multidisciplinary 
teams responsible for decisions about laboratory data needs, representations, and interfaces at care 
facilities. 

 
See recommendations 5 and 8 as well. 

 
Conclusions 

Our goal in this study was not to focus on what individuals or even individual components of the system are 
doing wrong, but instead on why their actions make sense within the system as it exists today. Our recommendations 
are about how to change the overall system design to allow and encourage safe behavior by everyone.  The causal 
scenarios for adverse events identified by STPA point clearly to actionable recommendations that can be linked to 
the related flaws in the system. A rationale for all the recommended changes to the system is provided by the links 
to the identified adverse event scenarios.  
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The problems we identified are not unknown within the healthcare community. What is not understood widely 
is how to get past the problems and effect changes to greatly increase healthcare safety. By formally analyzing the 
system and identifying why the problems are occurring, we were able to generate recommendations that have the 
potential to greatly decrease adverse events.  

Perhaps the biggest takeaway from our effort and from the application of system theory is that the difficult 
problems in U.S. healthcare safety cannot be solved without applying a systems-theoretic approach: major 
improvements will require redesign of the system as a whole, not just small tweaks to parts of it. The problems are 
not so much in the individual system components, where everyone is trying to provide safe and effective care. The 
most serious and persistent problems are instead occurring in the interactions and interdependences between the 
system components. Only by redesigning the system to control these interactions will significant progress be made.  

While the recommendations in this report represent large changes for the healthcare community, they are 
standard features in other industries that have highly successful safety records. For example, the U.S. has an 
incredibly safe aviation system, which is unparalleled compared to other types of transportation systems. One of 
the reasons is that aviation in the U.S. long ago instituted the systems approach to safety recommended for 
healthcare in this report.   

Finally, changing the current system, as difficult as it will be, is not enough. There also needs to be action to 
control the foreseeable changes in the healthcare industry. One of these is the rapidly growing use of software and 
information technology. We can wait until the inevitable adverse events start to occur widely, or we can take action 
to ensure that new software and advanced automation is introduced from the beginning with acceptable controls 
over patient safety.  

The types of structural changes recommended in this report may take some time to introduce into the U.S. 
healthcare system. In the meantime, near-term solutions will be required to provide adequate control over hazards. 
All the changes will require the participation of everyone in the healthcare community to ensure that the most 
effective controls are successfully created and used. Local optimization may in some cases have to be sacrificed for 
increases in overall healthcare safety, quality, and efficiency.  
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A System-Theoretic Process Analysis (STPA) of the U.S. Diagnostic Laboratory Data Ecosystem 
 
Abstract 

 
This report presents the results of research conducted for the FDA by Synensys and researchers at MIT to 

investigate the causes of adverse events in the U.S. diagnostic laboratory data ecosystem. A relatively new approach 
to modeling and analyzing complex, adaptive systems was used to identify scenarios in the current laboratory 
system design that can lead to adverse events. The new approach is based on system theory and uses an analysis 
technique called System-Theoretic Process Analysis (STPA). The study identified many systemic flaws in the 
system design that can lead to adverse events. The causal factors identified were used to create recommendations 
for eliminating the causal factors and thus reducing adverse events. 

 
1. The Problem and Research Goals 

 
Preventable medical errors are now the third leading cause of death in the U.S. even though significant resources 

have been expended to improve patient safety [2]. Diagnostic errors account for 6-17% of all adverse patient events 
occurring in hospitals while at the same time resulting in most of the paid medical malpractice claims [3]. An 
estimated 800,000 Americans are seriously injured or die each year across multiple care settings due to misdiagnosis 
of dangerous diseases [4]. Another study of closed claim malpractice data found that 92% of diagnostic errors within 
the EHR occurred during laboratory testing [5]. 

During the recent COVID-19 pandemic, existing data deficiencies, including the lack of data interoperability, 
paralyzed the national pandemic response due to the inability to share data across public health agencies (State and 
Federal), health facilities, regulators, and laboratories. This inability to share and use real-world data hampered 
testing, prevention, regulation, resource management, and ultimately, led to preventable patient deaths. The U.S. 
was forced to use COVID response data from other countries to address testing efficacy, masking, virus 
characteristics, and treatment options. 

To determine how to reduce diagnostic errors and increase safety, the FDA Center for Devices and Radiologic 
Health (CDRH) and the FDA Systemic Harmonization and Interoperability Enhancement for Laboratory Data 
(SHIELD) program office sponsored the research presented in this report. The goal was to conduct a system safety 
assessment across the laboratory data ecosystem in order to:  

• understand how the system works today,  
• identify weaknesses and sources of adverse events, and  
• recommend changes to eliminate or reduce such events.  

The research reported here was conducted by researchers at MIT (Prof. Nancy Leveson, Dr. John Thomas, Polly 
Harrington, and Rodrigo Lopes Rose) and Synensys (Dr. Stephen Powell and Alana Keller) over a period of a year, 
starting in September 2022. Interviews were conducted with 50 people from 9 groups within the laboratory data 
ecosystem in order to understand how the system works today. STPA (System Theoretic Process Analysis) [6] was 
used to model the results of the interviews and to analyze the model to identify scenarios that can lead to adverse 
events due to problems with laboratory data. Adverse events are defined here as any patient injury caused by medical 
care. STPA is a relatively new and powerful technique being used today to improve safety in some of the most 
complex, socio-technical systems [7]. 

This report presents the results of the research. The next section presents a short overview of the laboratory data 
ecosystem today followed by an introduction to system theory and the modeling and analysis method used to obtain 
the results.  

Two basic categories of results are included: (1) specific scenarios that could lead to adverse events and (2) 
general systemic flaws in the overall laboratory system leading to adverse events. Section 4 presents final 
recommendations to improve the safety of the laboratory data system in the U.S. 

Research planned for the next year includes expanding the boundary of the system to include point-of-care 
testing, over-the-counter test kits, and demonstration of a system-theoretic approach to the analysis of laboratory 
data adverse events called CAST (Causal Analysis based on System Theory).
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2. Background 
 
2.1 The Laboratory Data Ecosystem Today 

The U.S. clinical laboratory data ecosystem is a highly complex network of people, organizations, processes, 
regulations, equipment, devices, policies, technology, and standards developed to collect, analyze, manage, report, 
and share test results. Laboratory test results are used to diagnose and treat patient conditions, manage public health 
responses during disease outbreaks such as COVID-19, support population health for chronic conditions such as 
diabetes, and conduct health research to improve patient outcomes. Additional laboratory ecosystem data is used 
for financial reimbursement, regulatory compliance, safety, efficacy, quality, privacy, and security.  

Over 12 billion clinical laboratory tests are analyzed in the U.S. each year making laboratory tests the highest 
volume health service. Most laboratory testing performed on humans in the U.S. (except research) is regulated by 
the Centers for Medicare and Medicaid Services (CMS) through CLIA (Clinical Laboratory Improvement 
Amendments). CLIA covers about 320,000 laboratory entities. The objective of the CLIA program is to ensure 
quality laboratory testing. CMS is a division of the U.S. Health and Human Services (HHS) agency.  

Most laboratory tests are ordered by medical providers using an electronic health record (EHR) that connects 
the order to a Laboratory Information System (LIS) via middleware or interface and ultimately to the test analyzer 
or in vitro diagnostic (IVD) device where the specimen is tested by a lab technician.  

The test results are electronically returned to the LIS and the EHR using a variety of coded message standards. 
When a lab test is unavailable within a local hospital laboratory, the order will be transmitted to an outside or third-
party laboratory. Point of care lab tests usually take place outside the hospital in an outpatient setting.  

Additional laboratory ecosystem performance data is collected and shared with laboratory quality organizations 
such the College of American Pathologists (CAP) to assess ongoing laboratory testing proficiency against 
benchmark standards to support CLIA certification and quality assurance. The U.S. Food and Drug Administration 
(FDA) collects IVD device data as part of their post-market IVD surveillance to ensure devices are safe and 
effective. Laboratory test data is also reported to state and federal public health agencies such as the Centers for 
Disease Control and Prevention (CDC), disease registries, and health research agencies such as the National 
Institutes of Health (NIH) to enable tracking infectious diseases, guiding pandemic responses, supporting health 
equity, and developing medical innovations for better population health outcomes. 

 
2.2 General Limitations and Problems in the Laboratory Data System 

The current laboratory data ecosystem has many acknowledged drawbacks and limitations. As laboratory data 
is exchanged with outside organizations and aggregated with other data sources, laboratory data quality deficiencies 
and variation can cause preventable patient harm. In addition, slow policymaking creates health disparities, impedes 
research, and results in a lack of trust in the laboratory data ecosystem [8]. 

One of the major problems is interoperability. The system was designed for an individual patient undergoing 
laboratory tests within a single hospital or health system. Mobility of patients and the use of mobile data devices 
were not envisioned within the original system design [9]. The sharing of patient laboratory data or other electronic 
health information with other health facilities or public health agencies was considered to be secondary at the time.  

As a result, HIT vendors and hospital customers created local (customized) HIT configurations that did not 
prioritize interoperability between non-affiliated systems or outside organizations. While standards development 
organizations (SDOs) have produced terminology, messaging, and naming standards aimed at increasing health 
data interoperability, implementation of these standards is mostly voluntary, incomplete, and difficult to maintain 
over time [10]. The naming and coding of laboratory tests is unique to each laboratory, requiring significant curation 
including complex mapping to minimize the loss of meaning when the data is exchanged with outside organizations.  

Another set of problems arose because health policy and regulatory efforts of the laboratory data ecosystem 
prioritized health information digitization for primarily billing purposes over patient safety, data quality, and system 
interoperability. Laboratory test data is not standardized. For example, a positive result can be described as 
confirmed, detected, screen positive, and immunized. Other variation among common lab tests can include test 
names, test units, test ranges, and test codes leading to secondary data usability challenges and safety issues when 
data is transferred [11]. 
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3. Research Method 
 

Much of engineering involves building models of the system being created or studied and analyzing those 
models. When the system is a physical or natural system, the models often are composed of mathematical equations, 
primarily using differential calculus. The modeling and analysis of human or social systems, such as the diagnostic 
laboratory data system in this report, uses a very different type of engineering model and analysis method based on 
systems theory or systems thinking. The goal is to identify how the system could operate in a way that leads to 
adverse events. This information is then used to design or redesign the system to eliminate such events. 

 
3.1 A Brief Introduction to Systems Theory 

Systems theory can be traced back about 60 years ago to researchers studying biological systems [1], the 
designed aspects of social systems [12], and the relationship between man and machines [13]. The concepts in 
systems theory quickly spread to management [14], the social sciences, and system engineering. As one example, 
Margaret Mead is often credited with introducing systems theory in anthropology.  

System engineers have learned that considering the aircraft or nuclear power plant as a whole or as an integrated 
system is necessary to ensure the safety of these systems. The same is true for any complex system, including 
healthcare.  

Systems theory provides the scientific foundation for the study and design of complex systems, which have the 
following basic properties: 
 
Goal-Oriented (Teleological) 

Engineered (designed) systems, including social systems, are not just a set of connected components that 
interact with one another but have an overall purpose or goal.1 The highest-level system purpose—providing 
healthcare, in this case—is achieved through the operation of the system as a whole. The overall system purpose or 
goal, in turn, is achieved through the operation of individual pieces of the system, each designed with a subgoal or 
purpose in mind that is part of the overall goal. A subgoal of the diagnostic lab subsystem is to provide accurate 
and timely laboratory test information for overall healthcare decisions in the larger healthcare system. The 
successful achievement of the subgoals is necessary to achieve the overall system purpose.  
 
Interdependent and Interconnected 

The world and the systems in it are interconnected and interdependent. Science and engineering have 
traditionally handled complexity by decomposing complex systems into components, analyzing the components 
separately for some property, and then combining the results. For example, problems in taking samples, data transfer 
between components, diagnostic problems within individual laboratories, and so on are solved in isolation from 
each other. An assumption is made that this combining process provides an accurate result for the system as a whole.  

While useful to some extent, this focus on individual components of a complex system can lead to missing 
important problems that occur in the interactions among the components, such as the sharing of electronic data with 
other laboratories or healthcare facilities. The connections are usually not simple in a complex system because the 
components mutually interact with each other, with one impacting the behavior of the other(s). For example, a 
laboratory test order is initiated by a medical provider within an electronic health record (EHR), a uniquely coded 
message is sent to a laboratory information system (LIS) which in turn sends a uniquely coded message to an in 
vitro diagnostic (IVD) device where the test is performed by a lab technician. Once the test is complete, the lab 
results are returned to the LIS and EHR using a series of system interfaces and ultimately, to the provider, shared 
with the patient and sent to the billing system.  

Interdependencies are common in the designed aspects of the healthcare system, which includes diagnostic data 
laboratory and healthcare facility operations and policies, diagnostic data formats, oversight by government 
agencies, policies and procedures, electronic health record systems, medical and diagnostic equipment, and so on. 
Interdependencies can lead to undesired effects when the design of one component is changed in isolation from the 
others. This phenomenon is called the Law of Unintended Consequences. As an example, changing data formats in 
one part of the system may have unintended consequences throughout the entire system. 
  

 
1 In contrast, complexity theory, created a few years after system theory, is most applicable to systems that do not necessarily 
have a purpose, such as weather.  
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Holistic 
If we want to fix something or intentionally change the behavior of a complex system, we must first understand 

the system as a whole or we are very likely to not achieve our goals. In the worst case, we may increase the number 
or type of adverse events.  

In addition, some system properties, such as safety, emerge, that is, are created, through the operation of the 
system as a whole. Diagnostic laboratory data safety emerges from the interaction and properties of multiple system 
components such as the way that samples are taken from patients, the mode of the transfer of required information 
to the laboratory facility and back, the calibration of instruments in the laboratory, the knowledge of laboratory 
workers, the consistent interpretation of data among the various groups involved, the implementation of accepted 
data standards, etc. 

 A common way of expressing this idea is by saying that the whole is greater than the sum of the parts, an idea 
that can be traced to Aristotle. For example, individual laboratory tests (i.e., serum glucose, hemoglobin AIC, oral 
glucose tolerance test) provide clinicians and patients with important information, but the combined results of a 
series of laboratory tests are required to diagnose diabetes. Laboratory data safety may depend on the way that 
diagnosis is performed in different laboratories, the expectations of those receiving the data, timing, adverse event 
reporting and handling, technological changes affecting different parts of the system, etc.  

The concept of emergence means that properties of complex systems may “emerge” when the parts operate 
together that may not be visible when looking at the separate components in isolation. Understanding a system 
property such as safety requires looking at all the components as an integrated system, that is, as a whole.  

 
Contextual 

All behavior is affected by the context in which it occurs. We cannot understand, predict, or change the behavior 
of something without looking at the context in which that thing (or person) is operating. For example, the process 
of healthcare personnel taking a sample involves not only the ability of the individuals involved but also features 
of their environment such as the equipment available, patient compliance (i.e., “needle-phobia”), distractions,  time 
stresses, etc. Leveson has suggested that human error is a symptom of a system design that needs to be changed 
[15]. 

Human behavior is not only driven by the context in which it occurs, but also indirectly by our mental models 
of that context. Our mental models impose a structure that allows us to deal with a “messy” world. For example, 
physicians believe that the data they receive has been processed in specific ways and will act on that belief. 
Perception is also affected by expectation, that is, we often interpret what we see through the lens of what we expect 
to see. If we expect to see the results from a diagnostic lab expressed in micrograms, we might not notice that the 
units reported differ from what we expected, even if the units used are noted somewhere on the lab results report.  

 
Dynamically Complex and Adaptive 

In dynamically complex systems, such as healthcare, cause and effect are not related in a simple way. 
Understanding and changing such systems is challenging as they are continually changing and adapting to the 
current conditions, both within the system and in its environment. As an example, a payor may try to reduce the 
number of potentially dangerous incidents of a particular type by creating financial incentives for hospitals having 
a low number of them. Hospital administrators may in turn create incentives for employees to reduce those types of 
incidents. The result may not be what the payors expected: Instead of reducing the incidents, the incentives may 
lead only to reduced reporting of them. As a result, adverse events may not decrease and may even increase. Or the 
attempts to reduce that particular type of incident may lead to increases in other types of incidents, perhaps leading 
to even worse adverse events. In general, attempts to reduce adverse events may not have the intended result because 
the system reacts and adapts in unexpected ways. 

Constraints can be imposed in system design and operation to control the dynamics that prevent the system 
goals from being achieved but they are not simple to devise. 

 
Non-Linear 

Causality is sometimes simplified to assist in understanding and preventing adverse events. The most common 
simplification is to assume causality is linear. Linear causality means that each event is the cause of an event that 
directly preceded it. A common analogy used to understand linear causality is to think of adverse events as holes in 
Swiss cheese, with the holes lining up in a linear fashion to lead to the actual adverse event.  

While this model can be imposed on any set of events preceding an adverse event, it omits important information 
such as the reasons why the events occurred—which are usually much more complicated than just the existence of 
a single preceding event. Looking only at the events leading to the final loss (i.e., the holes in the Swiss cheese and 
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the failure of protection systems) does not provide enough information to prevent large categories of adverse events 
most effectively.  

In addition, in systems theory causality can be circular. Doing something successfully, that is, without an 
adverse event occurring, leads to complacency and an assumption that the process is and will always be safe. Doing 
A leads to success which leads to doing ‘A’ the same way again and again, reinforcing the appearance of the safety 
of doing A. This circular loop may continue until some feature of or change in the system or its environment is 
encountered where A leads to an adverse event. Another example of circular causality is the one mentioned above 
where financial incentives to reduce incidents and therefore adverse events lead to the same number of incidents or 
maybe an increased number. 

To deal effectively with complex systems, our understanding of causality has to use models that include non-
linear (non-sequential) behavior and identification of why the events occurred. Non-linear causality may include 
feedback and other types of communication between components and events. In general, goal-seeking behavior 
includes feedback and monitoring of information about the state of the system and the components in it. An example 
is provided in the next section. 

 
3.2 The System-Theoretic Approach used in this Research 

Engineers analyze a system for a particular property, such as safety, by building models and analyzing the 
models for the properties of interest. We use a model in this research that includes the properties of complex systems 
described in the previous section [7]. 

 
A Basic Feedback-Control Model 

 
 

 
 
Consider the model in Figure 1. In this model, the physician is treating a patient (shown by the downward arrow 

from the physician to the patient). 
 
 
 
 
 
 
 
 
 
 
 

Figure 1. A basic Engineering Feedback Control Loop 
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To decide about what treatment to prescribe, physicians use information in their mental models of the situation, 
such as basic healthcare knowledge, the patient’s reported symptoms, diagnostic test and examination results, and 
the physician’s current diagnosis (which may stem from the other information in the physician’s mental model).  

After treating the patient, the physician gets feedback about the effect of the treatment through perhaps an 
examination, test results, patient feedback about current symptoms after the treatment, etc. The physician then 
decides whether further treatment is necessary and, if so, what that might entail. This general type of model is called 
a feedback-control loop, where the downward arrow are the controls provided by the controller (in this case a 
physician) on the patient’s health which is labeled “treatment” here. In more general terms, the label on the 
downward arrow is called a control action.  

The physician may get additional information to be used in decision making about control actions from sources 
other than the patient, such as an EHR, consultation from other physicians, information about the current 
environment such as the existence of an epidemic, and so on.  

Direct feedback and any additional information from other sources are used to update the physician’s mental 
model. The current mental model is used in the decision-making process to identify a necessary control action. 

In general, the controlled process may be a physical object such as IVD equipment, as well as processes that 
adapt and change over time. Note that the model is an adaptive model as the physician’s behavior will change over 
time as well, in the simple case it will change as the physician learns from the response of this particular patient but 
in general by learning from overall experience and new information. Note that learning does not always imply 
improvement. For many reasons, learning may involve worse behavior or maladaptation.  

The inclusion of adaptation and learning over time is an important difference between a systems approach and 
more simple conceptions using linear causality. Of course, the events resulting from the control loop process can 
be strung out on a timeline. The events are linear because time is linear. But the causality of the events may be 
circular or reflect complex causal relationships. Modeling causality as linear has limited use for complex systems.  

Instead, in systems-theoretic modeling and analysis, the process of how the events are generated—why they 
occur—is the cause of the events on the timeline. Causality is thus a process rather than a chain of failure events. A 
new model of accident causality, called STAMP, is based on these concepts [7].2 The analysis method to learn from 
(analyze) the models is called STPA (System-Theoretic Process Analysis) [6]. STPA is described later in the next 
section of this report. 

 
Creating More Complex Models 

The model in Figure 1 is too simple to provide much understanding of how the system works and what is 
involved when adverse events occur. Instead, more components put together into a hierarchical control structure 
are needed. Figure 2 shows an example with more system components included.  

In Figure 2, a diagnostic lab is included along with administrative controls on physician behavior in a healthcare 
facility. Again, the model is too limited to handle many important causes related to adverse events in the diagnostic 
data arena. Where the boundaries are set for the model will affect the types of information that can be obtained by 
the model. In general, those creating and analyzing the model must decide where the boundaries of the model will 
be set and thus the extent of the information they want to obtain from the model.  

 
 
 
 
 
 
 
 
 
 

 
2 Another modeling language claimed to be based on systems theory is called FRAM. It was not used for this research because 
it is not a systems-theoretic model: Instead, it is a model of the linear sequence of events over time, like a flow chart. FRAM 
itself shows some aspects of control flow between the events (on a line called a control line) but there are no control loops (that 
is, no feedback control) and there are no mental models or decision-making processes described or used in an analysis of the 
model. Control flow models have been used for several decades in computer science for specifying the behavior of software, 
but do not allow identifying emergent behavior and analyzing the safety of a complex system like the U.S. laboratory data 
system. 
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       Figure 2. A model of the system more inclusive of laboratory data 
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3.3 The Process for Analyzing the Model: STPA 
STPA is a technique used to analyze these control models. It has four steps:  

 
        Figure 3. The four steps in STPA  

First, the basic purpose of the analysis and the boundary of the system being analyzed are determined. Next, a 
control structure model of the system is created. In the third step, Unsafe Control Actions (UCAs) are identified by 
determining how each control action that is available to a controller in the system may become unsafe if performed 
under certain contexts. Finally, the fourth step identifies situations in which these UCAs resulting in hazards or 
adverse events can occur, called the loss scenarios. These loss scenarios can be used to determine how to redesign 
the system as a whole to eliminate them from the design or to minimize their impact if elimination is not feasible. 
Each step may cause the researchers to go back and add more to previous stages as the process continues. Results 
remain traceable through all four levels of analysis. 

To create the models used in this research, interviews were conducted with 50 key stakeholders across the 
system. Interviewees or “key informants” were from regulatory agencies, medical practitioners, laboratory 
technicians, standard developers, payors, HIT professionals, health informaticists, and beyond. A list of key 
informants is included in Appendix A.  

The laboratory data system in the United States is highly sociotechnical. Therefore, the interdisciplinary range 
of experts on the interview team was critical for the project’s success. The interview team included STPA experts, 
informaticists, patient safety professionals, and other healthcare subject matter experts. 

The STPA process in this research started with discussions with project stakeholders to identify the losses and 
hazards important to the project. Interviews then began to develop the control structure. Initially, the control 
structure modeling mapped the relationship between the FDA and IVD manufacturers. However, as we interviewed 
new stakeholders, our view of the system quickly expanded. It became quite clear that the laboratory data ecosystem 
was impacted by a broad range of controllers, and we had to expand the boundary of our model 

Interviews revealed an ecosystem consisting of patients that undergo testing, practitioners who order and 
conduct the tests, data consumers who use the data for clinical decision-making and reimbursement, secondary 
users including data registries, public health agencies, regulators, accreditors, payors as well as information 
technology vendors, data standards professionals, and IT system support-personnel. Each interview was used to 
expand understanding of the system and to correct errors where needed. Each change to the control structure was 
informed by subsequent interviews in addition to literature analyses. As the process continued, a model that captured 
the critical relationships between controllers and that was generally agreed upon emerged. 

With the losses, hazards, and control structure established, the research team began creating the list of unsafe 
control actions (UCAs). This stage of the project was meant to identify in what specific contexts the control actions 
available to each controller may become unsafe and lead to losses and hazards. Subsequent interviews were used 
both to identify new UCAs and to refine or edit already uncovered UCAs . 

Finally, scenarios were generated from the list of UCAs. First, concrete examples of unsafe events (i.e., real 
accidents/incidents) from our interview recordings and literature were gathered. Then ways that UCAs could 
plausibly occur based on credible information were identified. Each scenario was constructed from discussions with 
the subject matter expert interviewees, as well as review of relevant literature. After being generated, scenarios were 
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validated by the subject matter experts. Some were augmented with real-world examples uncovered through parallel 
efforts of the SHIELD team.  

The steps are explained further in the next section of this report, which presents the results of the laboratory 
data system research performed for this contract. 
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4. Research Results 
 

This section presents the results of the analysis of the laboratory data ecosystem using the four steps of STPA 
described above. 

 
4.1 Losses and Hazards 

The first step of STPA involves defining the purpose of the analysis, which is done by identifying the losses 
and hazards of interest to the stakeholders of the system. The laboratory data ecosystem has a wide range of 
stakeholders including patients, providers, payors, and regulators, among others. Anything of value to any of these 
stakeholders may be treated as a loss in STPA. Preventing or mitigating losses is the ultimate goal of the 
recommendations generated in STPA. For practical reasons, this study is limited to two main losses: 

L-1: Loss of life or injury to patient 
L-2: Loss of reputation or trust in the laboratory data ecosystem 

To explain how either of these losses may occur, the STPA analyst also generates a set of hazards, which are 
system states or sequences of actions that, together with a particular set of worst-case conditions, will lead to the 
loss. For example, one of the hazards related to L-1 might be that a patient receives less than the acceptable standard 
of care. That might not always lead to the patient being injured or losing their life, but in a worst-case environment 
(e.g., the patient has a particular pre-condition or allergy), it might. A complete list of the hazards identified, along 
with the losses they trace to, is shown in Table 1.  

 
        Table 1. Losses and Hazards for the Laboratory Data Ecosystem 

Losses Hazards 
L-1: Loss of life or injury 
to patient 

 

H-1: Patients receive less than acceptable standard of care (Associated 
with Loss-1) 

L-2: Loss of reputation or 
trust in the laboratory 
ecosystem 

 

H-2: Laboratory ecosystem stakeholders including patients (public) lose 
trust in the laboratory data being collected, shared, analyzed, and reported 
(Associated with Loss-2) 

 
      Several additional losses could be considered for the analysis, including financial losses or efficiency losses. 
Additional hazards related to L-1 and L-2 could also be considered. However, a deeper exploration of losses and 
hazards beyond those identified in Table 1 (such as a person being exposed to harm during the testing process or 
the specimen collection process itself) is outside the scope of this work and may be considered in future studies. 
The rest of the STPA results presented in sections 4.2, 4.3, and 4.4 are guided and prioritized based on the losses 
L-1 and L-2, and hazards H-1 through H-3. 

 
4.2 Boundary of the System Considered 

For practical considerations, the boundary of the system considered in the research, while extensive, needed to 
be limited simply to ensure finishing the work within the time constraints of the research contract period of 
performance. We included laboratory operations within hospitals, health systems, public health laboratories, 
specialty laboratories, and reference laboratories for specialized laboratory tests.  

Laboratory data in these settings are initially generated from the in vitro diagnostic (IVD) device used for the 
test, the test result data is transferred to a laboratory information system (LIS) and then to an electronic health record 
(EHR) for clinical decision-making. The test results are sent to a portal for patient viewing. Laboratory test results 
that must be sent to outside organizations (public health agencies, health registries, non-affiliated health systems, 
payors, etc.) use health information exchanges (HIEs). All of these are included in our study. Other aspects of the 
system are also included but given less priority. 

 At this time, we have excluded laboratory data from point-of-care (POC) lab testing and over-the-counter 
(OTC) test kits in our research. Expansion of the analysis is planned for the next phase of this research study.  

 
4.3 Modeling the Control Structure 

Two models of the laboratory data system in the United States were generated. The first model, shown in Figure 
4, uses a high level of abstraction in order to identify systemic factors leading to adverse events. The second model, 
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shown in Figure 5 uses a lower level of abstraction, which expands upon Figure 4. The more detailed model 
highlights the specific interactions that occur between components of the diagnostic data ecosystem in order to 
capture more nuances and identify places where responsibilities and control overlap. However, no model captures 
everything. The second model, while detailed, is not a complete representation of the system; it only explicitly 
includes the interactions that are relevant for the defined scope of the analysis. 

Complete descriptions of all controllers listed in Figure 4 and Figure 5 are located in Appendix B. Table 2 
below contains descriptions and clarifications regarding certain terms used in the control structure. 

 

 

 
 

 

 

 

 

Figure 4. Abstract control structure for diagnostic laboratory ecosystem  
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        Figure 5. Detailed control structure for diagnostic laboratory data ecosystem 
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Table 2. Table. Clarifications on Key Terms Used in Figures 4 and 5 

Term Explanation 

Medical 
Practitioner 

The professionals (e.g., clinicians or nurses) who interact directly with patients in 
the form of consultations, ordering and interpreting diagnostic tests, collecting test 
samples, and providing treatment/care.  

 
Care Facility The institutions (e.g., hospitals or clinics) where patients go to receive medical care. 

Most of the interactions with care facilities modeled in the control structure involve 
the facilities’ administrations or IT departments. 

 
Laboratory/ 
Personnel 
Accreditation 
Organizations 

Independent organizations that act on behalf of government agencies to provide 
certification and accreditation to different components of the laboratory data 
ecosystem. Examples include the College of American Pathologists (CAP), 
American Society for Clinical Pathology (ASCP), among others.  

 
Naming, Coding 
and Messaging 
(NCM) Standards 
Development 
Organizations 
(SDOs) 

Organizations that develop, release and update reference terminologies such as 
Logical Observation Identifiers Names and Codes (LOINC) and Systemized 
Nomenclature of Medicine – Clinical Terms (SNOMED CT), as well as messaging 
standards such Health Level 7 (HL7). 

Reference 
Libraries 

Agencies like the National Library of Medicine (NLM) or the National Cancer 
Institute (NCI), both under the National Institutes of Health (NIH), who curate and 
release compendia of healthcare terminology like the United Medical Language 
System (UMLS). 

 
Department of 
Health and Human 
Services (HHS) 
Administration 

The leadership structure within HHS determines, assigns, and enforces the 
responsibilities of the different operating divisions and offices within the 
department. 

HIT Certification 
Organizations 

Independent organizations that act on behalf of the Office of the National 
Coordinator for Health Information Technology (ONC) to provide certification of 
HIT systems. Officially known as ONC Authorized Certification Bodies (ONC-
ACBs). 

 
PHAs Public health agencies at the state or county level 

 
 
An important abstraction that appears in both models is the distinction between the data layer (represented at 

the bottom of the models in red) and the control layers (represented at the top of the models in blue). The data layer 
includes the physical devices and infrastructure used to send, transmit, and receive laboratory data. This includes 
IVD devices, which exchange test order and test result data with laboratory information systems (LISs), as well as 
electronic health record (EHR) systems managed by hospitals or clinics. When applying STPA to the laboratory 
data ecosystem, the data layer and the patient are the controlled processes.  

The safety of the system emerges from interactions between the controllers in the layers above the data that use, 
share, and regulate it. For example, a potential loss scenario may occur because a test result transmitted from an 
LIS to an EHR in the data layer might be incomplete, which may result in a medical practitioner making an unsafe 
treatment decision. The data may, in turn, be incomplete because of configuration decisions made by various 
controllers, such as the care facility that manages the EHR system, the laboratory that manages the LIS, the vendors 
that implement these systems, or the regulatory authorities that oversee them. These types of loss scenarios are the 
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output from the STPA process. To emphasize the emergence of unsafe behavior from the control layer, the data and 
control layers are distinguished in both versions of the models.  

In addition, the configuration of the laboratory data ecosystem is not static nor is it consistent across the entire 
country. For example, larger care facilities may possess their own laboratories, while smaller hospitals and clinics 
rely on external laboratories. Even in laboratories belonging to large care facilities, the LIS may be a module of 
their EHR system, or it may be a separate piece of software provided by a different vendor. Representing every 
possible configuration while maintaining the readability and usefulness of the models would be impossible, so 
Figure 4 and Figure 5 depict the most common configuration of the system and the one in which interoperability 
poses the greatest challenge. In the configuration selected, the laboratory and the care facility are different 
organizations and the laboratory’s LIS was developed by a different vendor than the facility’s EHR. 

  
4.4 Identifying Controller Behaviors That May Lead to Adverse Events 

The next step of STPA is to examine the control actions available to the controllers to determine the contexts 
in which those control actions could be unsafe. A control action becomes an unsafe control action (UCA) when it 
is used in a context that can lead to a hazard. For example, providing treatment to a patient may be unsafe if the 
patient does not need that treatment (the context). A complete list of all UCAs developed during this step is included 
in Appendix C. 

Each UCA consists of four components: the controller performing the action, the control action itself, the type 
of UCA, and the context in which the action can be unsafe. Figure 6 shows a simple control loop between a medical 
practitioner and a patient, with four generic UCAs that may be derived from it. The example where the medical 
practitioner provides treatment that the patient does not need is highlighted in yellow. UCAs do not include the 
contributing factors that may have led to the UCA. The contributing factors are instead identified in the next step 
of STPA: causal scenario generation. For example, why might the medical practitioner provide treatment that the 
patient does not need? These causal scenarios are then used to identify the changes in the system design that can 
eliminate or mitigate the loss scenarios. 

 

For each controller and identified control action, the 4 UCA types were analyzed to identify the contexts in which 
the control actions became unsafe. 

Several hundred UCAs were identified across the system. All are included in Appendix C. Table 3 lists the 42 
UCAs that provided the widest range of analytical results in the form of scenarios. In this study, it was found that 
many of the UCAs identified in step 3 of STPA share contributing factors and originate from the same (or very 
similar) scenarios identified in step 4. For instance, a medical practitioner might provide excessive treatment that a 
patient does not need for many of the same reasons that they might provide incorrect treatment for that patient. A 
detailed discussion of all UCAs is not included to limit the size of this report. The most important and representative 
ones are shown, however. 

The 42 UCAs listed in Table 3 were selected based on those leading to the most distinct, unique, and helpful 
scenarios. These UCAs either came up frequently or were otherwise emphasized as important or urgent during a 
broad number of key informant interviews. UCAs that generated scenarios or recommendations that were already 
generated by other UCAs were excluded to reduce redundancy. The sharing of causal factors across multiple UCAs 
means that analysis of one UCA can generate recommendations that preclude or mitigate the risk of several others. 

   Figure 6. Example UCA for the medical practitioner 
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Each UCA is traceable to one or both of the hazards identified in Table 1. Some UCAs, like the example of the 
medical practitioner providing excessive treatment, are directly traceable to the hazard of a patient receiving less 
than the acceptable standard of care. Other UCAs, like a care facility not updating their EHR system, are further 
removed from the patient but are still traceable to the same hazard. Though the point of care is where patient harm 
primarily takes place, decisions made at the point of care are the result of unsafe decisions made throughout the 
system.  

Note that neither this list nor the complete list available in Appendix C can be considered an exhaustive set of 
unsafe actions that may lead to the aforementioned hazards. Additional analysis within and beyond the scope of this 
work is required to generate a more exhaustive list. However, the ones shown do provide insight into the most 
important design problems in the laboratory data ecosystem. 
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Table 3. Consolidated List of Unsafe Control Actions 
 
ID Controller Control Action UCA Hazard 
1 Medical 

Practitioner 
Provide treatment to 
patient 

Medical practitioner provides treatment that does not match the patient’s 
condition 

 

H-1 

2 Medical 
Practitioner 

Provide treatment to 
patient 

Medical practitioner provides treatment too late to avoid patient harm 
 

H-1 

3 Medical 
Practitioner 

Order laboratory test Medical practitioner orders laboratory test that is not the best/most appropriate 
test to diagnose a disorder/disease  
 

H-1 

4 Medical 
Practitioner 

Order laboratory test Medical practitioner orders laboratory test for patient that is not covered by 
patient’s health insurance 

 

H-1 

5 Medical 
Practitioner 

Order laboratory test Medical practitioner orders laboratory test for patient that has already been 
done 

 

H-1 

6 Laboratory/ 
Care Facility 

Update HIT system Laboratory/care facility does not update HIT system when safety-critical HIT 
system update is released 

 

H-1 

7 Laboratory/ 
Care Facility 

Update HIT system Laboratory/care facility updates HIT system to version that is incompatible 
with other systems 

 

H-1 

8 Laboratory/ 
Care Facility 

Update reference 
terminology in HIT 
system 

 

Laboratory/care facility does not update reference terminology in HIT system 
when safety-critical reference terminology update is released 

H-1 

9 Laboratory/ 
Care Facility 

Map local codes to 
reference terminology 

Laboratory/care facility does not map local codes to reference terminology 
when safety-critical reference terminology update is released 

 

H-1 

10 Laboratory/ 
Care Facility 

Map local codes to 
reference terminology 

Laboratory/care facility maps local codes to reference terminology 
incorrectly/inconsistently 

 

H-1 
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Table 3. Consolidated List of Unsafe Control Actions (continued) 
 
ID Controller Control Action UCA Hazard 
11 Laboratory/ 

Care Facility 
Enable software feature 
in HIT system 

Laboratory/care facility does not enable safety-critical software feature in HIT 
system 

H-1 

12 Care facility Acquire an EHR system Care facility does not acquire an EHR system when patient data needs to be 
shared electronically from other facilities or laboratories  

H-1 

13 HIT Company Release HIT system 
update 

HIT company does not release HIT system update following safety-critical 
reports from customers 

 H-1 

14 HIT Company Release HIT system 
update 

HIT company releases HIT system update that has been insufficiently tested  H-1 

15 HIT Company Roll back HIT system 
update 

HIT company rolls back HIT system update with safety-critical flaws too late 
after update is released 

 H-1 

16 HIT Company Provide build support 
and maintenance for HIT 
customers  

HIT company does not provide build support or maintenance when customer 
does not have the resources to build or maintain HIT system 

 H-1 

17 HIT Company Select data standards to 
implement in HIT 
system  

HIT company selects data standard that is not compatible with data standards 
used in HIT systems from competitors 

 H-1 

18 CMS Change requirements for 
“Promoting 
Interoperability” 
participants to avoid a 
negative payment 
adjustment 

CMS changes requirements for “Promoting Interoperability” participants in a 
way that negatively impacts safety outcomes for program participants 

 H-1 

19 CMS Provide hardship 
exception for 
“Promoting 
Interoperability” 
program participant 

CMS provides a hardship exception to a requirement that allows hospitals to 
operate EHRs with known safety risks [99]. 
 

 H-1 

20 CMS Provide negative 
payment adjustment to 
care facility  
 

CMS does not provide negative payment adjustment to care facility that did 
not meet funding requirements and is using systems that do not meet 
minimum safety requirements 
 

 H-1 
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Table 3. Consolidated List of Unsafe Control Actions (continued) 
 
ID Controller Control Action UCA Hazard 
21 ONC Adopt technical 

standards in HIT 
certification criteria 

ONC adopts technical standards in HIT certification criteria that are 
insufficient to create interoperable HIT systems  
 

 H-1 

22 ONC Adopt technical 
standards in HIT 
certification criteria 

ONC adopts technical standards in HIT certification criteria too late after HIT 
systems are already deployed  

 H-1 

23 ONC Certify EHR as meeting 
current certification 
requirements 

ONC certifies EHR that does not meet current certification requirements. H-1, H-2 

24 FDA Approve IVD device FDA approves an IVD device that does not perform to expected performance 
levels  

H-1, H-2 

25 FDA Issue corrective action to 
IVD manufacturer 

FDA issues corrective action to IVD manufacturer too late following a series of 
inappropriate results from IVD device  

 H-1 

26 IVD 
Manufacturer 

Associate IVD device 
output to reference 
terminology codes 

IVD manufacturer does not associate device output to reference terminology 
codes when device output needs to be shared with external facilities 

 

H-1 

27 Payor Provide 
coverage/reimbursement 
for laboratory test 

Payor does not provide coverage/reimbursement for a laboratory test that may 
provide value to an individual patient’s case  

H-1 

28 Payor Provide additional 
preventative 
healthcare/well-being 
services to patients 

Payor stops providing additional preventative healthcare/well-being services 
that patients are actively utilizing 

H-1 

29 NCM SDOs 
and Ref. 
Libraries 

Create/release new 
reference terminology 

SDO creates/releases new reference terminology too late after a new type of 
diagnostic test is developed or disease/condition is identified 

 

H-1 

30 NCM SDOs 
and Ref. 
Libraries 

Create/release new 
reference terminology 

SDO creates/releases reference terminology or messaging standard that does 
not sufficiently standardize communication between users 
 

H-1 

31 NCM SDOs 
and Ref. 
Libraries 

Provide reference 
terminology mapping 
guidelines 

SDO provides conflicting or ambiguous reference terminology mapping 
guidelines following safety-critical terminology release 
 

H-1, H-2 
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     Table 3. Consolidated List of Unsafe Control Actions (continued) 
 

ID Controller Control Action UCA Hazard 
32 NCM SDOs 

and Ref. 
Libraries 

Provide messaging 
standard implementation 
guides 

SDO provides conflicting or ambiguous implementation guides following 
safety-critical messaging standards update 

 

H-1, H-2 

33 Patient Follow laboratory pre-
test instructions or test 
procedures 

Patient does not follow laboratory pre-test instructions or test procedures 
when procedures are necessary for validity of test results (e.g., does not fast, 
etc.) 

H-1 

34 Patient Make/attend laboratory 
appointment 

Patient does not make/attend lab appointment when lab results are necessary 
to inform care plan 

H-1 

35 CDC/PHAs Set standards for 
reporting of diagnostic 
data from laboratories 

CDC/PHAs set standards for reporting of diagnostic data that laboratories are 
unable to comply with 

H-1 

36 CDC/PHAs Provide healthcare 
guidance 

CDC/PHAs provide healthcare guidance that conflicts with current/previous 
guidance 

H-1, H-2 

37 Laboratory/ 
Personnel 
Accreditation 
Organizations 

Provide accreditation to 
laboratory 

Laboratory accreditation organization provides accreditation to laboratory 
without being able to enforce minimum interoperability requirements 

H-1 

38 HHS 
Administration 

Determine 
responsibilities of 
component agencies 

HHS does not assign any agency responsibility over safety-critical component 
of laboratory data ecosystem 

H-1, H-2 

39 HHS 
Administration 

Determine 
responsibilities of 
component agencies 

HHS assigns agencies overlapping responsibilities H-1, H-2 

40 Congress/ 
White House 

Update Federal 
regulatory authority’s 
statutory boundary 

Congress/White House updates a Federal regulatory authority’s statutory 
boundary in a way that removes components that were critical for safe control 
loop design  

H-1, H-2 

41 Congress/ 
White House 

Expand Federal 
regulatory authorities’ 
statutory boundaries 

Congress/White House do not expand federal regulatory agencies’ statutory 
boundary to cover technologies that have emerged or undergone significant 
changes since previous statutory boundaries were enacted 

H-1, H-2 

42 Congress/ 
White House 

Expand Federal 
regulatory authority’s 
statutory boundaries 

Congress/White House expand regulatory authority’s statutory boundaries in a 
way that diminishes the safety of the regulated industry  

H-1, H-2 



 
System Safety within Laboratory Data Exchanges Report 

 

 Page 20 

4.5 Causal Scenarios and Analysis 
From the 42 UCAs listed in section 4.2, we generated approximately 200 causal scenarios. Scenarios describe 

the causal factors that can lead to the UCAs and to hazards. Assigning blame is not the goal of STPA. Instead, the 
goal is to understand why a controller might reasonably choose an action that was not safe. Frequently in complex 
systems, even when nobody is purposely trying to cause harm, well-trained individuals make decisions that are later 
identified to have been unsafe. For example, medical practitioners who receive an incorrect laboratory report and 
assume that they have received correct information may make an unsafe treatment decision.  

Rather than trying to identify individuals who are doing the wrong thing, this approach instead tries to 
understand why people trying to do the right thing (which is the vast majority of people in the system) might be 
influenced by the design of the system in which they are working and do something that is unsafe. Using this 
framework, it becomes possible to identify ways to change the overall system that will increase safety and minimize 
hazards without blaming or punishing individuals trying their best while working in an imperfect system. 

A complete list of generated scenarios is available in Appendix D. Similar to the list of UCAs, this list includes 
causal scenarios from the broader diagnostic healthcare ecosystem that were discovered during the interview 
process, even if they do not reflect problems specific to laboratory data quality and interoperability. Though these 
scenarios are outside the scope of this work and are not discussed in detail, they are included in the list for 
completeness. They may be used in further studies to improve the safety of the system even further. 

To aid with scoping and clarity, the causal scenarios have been subdivided into three categories, denoted A, B, 
and C, based on how closely related they are to the direct scope of this study. These categories are outlined in Table 
4 below. 

 
Table 4. Scenario Categorization Scheme 

Category Description 

A In scope, directly related to issues of laboratory data, high explanatory power, worth a deep dive  

B 
Generally in scope, contain data-related contributions but are primarily driven by out-of-scope 
elements, data-related components likely addressed in recommendations for mitigating A-level 
scenarios 

C Out of research scope, do not contain data-related contributions, but worth a mention for research 
completeness 

 
A-level scenarios are directly related to problems in laboratory data. Furthermore, A-level scenarios have high 

explanatory power with respect to uncovering and describing the systemic flaws that lead to the UCAs. Although 
these scenarios involve the data layer shown at the bottom of the control structures in Figures 4 and 5, the systemic 
factors in the scenarios stem from interactions between the controllers that oversee the data layer. For example, 
problems regarding medical practitioners not receiving test results due to inappropriate mapping of reference 
terminologies in LIS and EHR systems would be a component of an A-level scenario. 

B-level scenarios contain data-related contributions and are thus generally within the scope of this study but are 
primarily driven by out-of-scope elements. An example scenario at the B-level could include a patient sample not 
being collected or stored appropriately because additional requirements were not communicated to the collecting 
nurse as part of a test order. Addressing the systemic factors that influence A-level scenarios is likely to address the 
data-related components of B-level scenarios as well.  

C-level scenarios do not contain data-related contributions but were mentioned and emphasized by the subject 
matter expert interviewees and are worth including in the list of scenarios for completeness. An example at the C 
level might include a test result being skewed by a patient not having fasted before a test.  

The following section of this report presents three example A-level scenarios from different controllers at 
different hierarchical levels of the control structure. These three scenarios were selected because of their high 
explanatory power, and because they highlight the kind of analysis that was performed for the other scenarios seen 
in Appendix D. Additionally, the systemic recommendations generated from these scenarios may preclude or 
mitigate not only them, but several other scenarios as well. Alongside some A-level scenarios is a visualization that 
traces the path of the scenario through the control structure and highlights the contributions of several controllers.  
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4.5.1 Scenario 1-14 
 

Table 5. Scenario 1-14 

Category Scenario Information 
Related UCA UCA 1-14: Medical practitioner provides treatment that does not match the patient’s 

condition 
 

Controllers 
involved 

• Medical practitioner 
• Laboratory 
• Care facility 
• SDOs 
• CMS 
• ONC 

 
Scenario A medical practitioner may provide treatment that does not match the patient’s condition 

(UCA). One contributing factor may be that their mental model of the patient’s condition 
was informed by diagnostic information presented in a misleading way. That may occur if 
the EHR aggregated (e.g., placed in the same field) noncomparable test results that were 
derived using different methodologies that have not been harmonized to give comparable 
results. 

That may occur if two different tests that use the same or similar approaches for different 
conditions are mapped to the same reference terminology (i.e., LOINC code, etc.). It may 
also occur if two tests that use different methodologies for the same condition are mapped 
to the same reference terminology. 

This could happen because mapping different formats is a manual process, subject to the 
interpretation of the individual mapper, who may be an IT professional rather than a medical 
professional. It may also be the other way around, where a medical professional without 
reference terminology experience is tasked with mapping codes following an update.  

Tests using different methodologies and producing noncomparable results may also be 
appropriately mapped to the same reference terminology, as the terminology structure may 
not support sufficient granularity to distinguish results performed on different 
noncomparable instrumentation. On the other hand, there can be multiple appropriate codes 
for a given test, so different users may not always select the same code.  

Implementation/mapping guidelines cannot anticipate every system and source data 
upon which the terminology or messaging standards would be implemented. Therefore, 
guidelines cannot provide specific mapping of proprietary data to standards. Inconsistent 
mapping is more likely to occur if implementers are unable to access support resources to 
clarify ambiguities in implementation/mapping guidelines or standards themselves. 

 
Causal Factors • Decentralized oversight 

• Inadequacies and gaps in laboratory data standards (ambiguous standards) 
• Inaccurate perceptions of the risk of HIT 
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Figure 7. Visualization of Scenario 1-14 
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4.5.2. Scenario 6-2 
 

Table 6. Scenario 6-2 

Category Scenario Information 
Related UCA UCA 6-2: Laboratory/care facility does not update HIT system when safety-critical HIT 

system update is released 
 

Controllers 
involved 

• Laboratory 
• Care facility 
• HIT Company 
• Regulatory Authorities 

 
Scenario A laboratory/care facility may not have updated their HIT system because they believed 

the update would interfere with other IT systems the laboratory/care facility uses. The 
laboratory/care facility may have this belief if prior system updates resulted in other IT 
systems encountering problems. They may also have received information from other 
facilities with the same software system that may have already taken the update and 
experienced problems.  

Some HIT system updates may have an impact on 3rd party HIT systems as well as 
downstream instruments. Software code changes may not be implemented successfully 
without thorough validation testing and coordination between HIT system vendors and users.  

Currently, regulatory or statutory incentives ensuring safety-critical updates do not affect 
other safety-critical functionality are inadequate. Maintaining up to date LIS systems 
depends on vendors working in partnership with users when new code releases are coming, 
which may not occur without dedicated maintenance contracts.  

 
Causal Factors • Decentralized oversight 

• Missing/inadequate feedback 
• Inaccurate perceptions of the risk of HIT 
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Figure 8. Visualization of Scenario 6-2 
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4.5.3. Scenario 30-1 
 
Table 7. Scenario 30-1 

Category Scenario Information 
Related UCA UCA 30-1: SDO creates/releases reference terminology or messaging standard that does not 

sufficiently standardize communication between users. 
 

Controllers 
involved 

• SDO 
• Regulatory bodies 
• All other controllers in the system 

 
Scenario The SDO may release reference terminology that does not sufficiently standardize 

communication between users because their terminology does not capture enough 
information to adequately identify a test/disease. That may occur because the individual 
codes do not capture contextual information regarding a specific instance of a test/disease, 
such as the specific test kit used to perform one instance of a test, or the body site at which 
a condition has manifested.  

This may occur because reference terminology SDOs are not tasked with capturing all 
contextual information regarding a specific instance of a test/disease, as they operate under 
the assumption that HIT systems and their associated messaging standards will include 
additional fields for contextual information about a specific instance of a test/disease.  

SDOs are typically consensus organizations and ideally, clinical information is modeled 
in a manner that is most efficient for use by implementers for many different use cases with 
a wide range of requirements. Therefore, there is not a single model that is used, and clinical 
information may need to be available in multiple forms. Each member of the consensus 
organization may thus have goals that conflict with those of other members, and standards 
may be written loosely to compromise to each member’s goals. 
 

Causal Factors • Missing/inadequate feedback 
• Decentralized oversight 
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The next section of this report consolidates the analysis of the A-level scenarios presented above and in Appendix 
D into a set of systemic factors that permeate the laboratory data ecosystem.  
 
  

    Figure 9. Visualization of Scenario 30-1 
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5. Discussion and Recommendations 
 
The scenarios outlined above highlight several key patterns and systemic flaws. These systemic causal factors 

are discussed here in detail, with examples and references to scenarios in Appendix D. Below each systemic factor 
are one or more recommendations to address that systemic factor, generated from analysis of the scenarios. 
5.1. Decentralized Oversight 

Another key causal factor observed across multiple scenarios is decentralized oversight of different components 
of the laboratory data ecosystem. Laboratories, IVD devices, laboratory HIT systems, and care facility HIT systems 
are each primarily regulated by different agencies within HHS and are regulated to different degrees. Some 
regulatory control loops are individually quite strong. For example, the oversight of laboratories provided by CMS 
and its approved accreditation organizations, or the approval of new IVD devices by the FDA. On the other hand, 
responsibility for oversight of HIT systems has been diluted across a multitude of HHS agencies based on each 
agency’s original responsibilities and capabilities.  

The branches of HHS are in constant communication with each other. and they attempt to collaborate to 
minimize regulatory burdens on healthcare providers, IVD manufacturers, HIT companies, and others. However, 
the decentralization of regulatory authority means that even solutions developed through partnerships across 
agencies are typically unable to affect the ecosystem beyond the jurisdiction of those particular agencies.  

The result is a system in which individual regulatory control loops (like those on laboratories or devices) may 
be strongly enforced, while collectively the system is weakly regulated. There are very few regulations that address 
interactions among system components in a meaningful way, partly because decentralization makes it unclear who 
has the ultimate jurisdiction over interactions. Furthermore, agencies within HHS must receive direction from 
Congress before they can enact regulations on industry, especially industries commonly regulated by other agencies. 

One example of inadequate coordination when regulating interactions appears in Scenario 1-13. As a reminder, 
this scenario deals with EHRs incorrectly trending laboratory data containing different units, reference ranges or 
test methodologies. CLIA does offer protections against missing units or reference ranges by requiring that a test 
result report indicate “if applicable, the units of measurement or interpretation, or both” [42 CFR 493.1291(c)(6)] 
as well as requiring that “pertinent ‘reference intervals’ or ‘normal’ values … be available to the authorized person 
who ordered the tests” [42 CFR 493.1291(d)]. However, upon arrival at the care facility EHR, test result data are 
no longer under the purview of CLIA’s interface regulations, other than the requirement that data remain available 
to the laboratory or CMS upon request [42 CFR 493.1291(b)]. EHR systems are subject to the ONC’s certification 
criteria, but how a certified EHR is implemented or used at individual care facilities is not. 

 In the EHR certification criteria from the ONC, there are no strong controls over the methods through which 
test result data are aggregated and shown to the medical practitioner. The ONC final rule only mandates the 
inclusion of “laboratory test(s)” and “laboratory value(s)/result(s)” as part of the “common clinical data set” 
required for several types of data exchanges. ONC’s certification criteria require that clinical decision support 
interventions can be triggered based on laboratory test results [45 CFR 170.315(a)(9)], but they do not control how 
laboratory test data is presented within or outside of clinical decision support functionality. The decentralization of 
authority thus means that even a control that is strongly enforced on the laboratory side (CLIA) does not ensure that 
information actually makes it to the person that will use it (the medical practitioner) on the care facility side.  

Ultimately, the different authorities enacting regulations on different components of the system often have 
different goals they have been assigned by Congress or the HHS leadership structure. For instance, CLIA and CAP 
certification of laboratories is designed to maintain and improve safety, while the ONC’s EHR certification criteria 
included in the final rule of the 21st Century Cures Act is primarily concerned with ensuring that HIT systems 
possess certain capabilities in order to increase their usage. Without proper coordination, differing goals may lead 
some regulatory agencies to enact strong controls on certain elements of the system, then hand those elements off 
to other agencies that will not strongly control them, rendering the prior controls less effective. 

Decentralization not only affects regulatory controls, but also the financial incentives that care facilities and 
others are offered to adopt safer practices. We see financial incentives coming up in scenarios like 1-1. Scenario 1-
1 deals with data being shared between facilities in unstructured formats. The 21st Century Cures Act (Cures Act) 
regulates data sharing between care facilities. The Cures Act requires that certified HIT products adopt particular 
data standards for communicating laboratory data in order for their customers to receive financial incentives through 
CMS’s Promoting Interoperability Program [23]. While laboratory HIT companies could certify their software to 
ONC standards and meet the requirements of the Cures Act, laboratories are not eligible for any financial incentives 
through the Promoting Interoperability Program [23]. As a result, there are no requirements for laboratory HIT 
systems to use more advanced standards like FHIR for communication with EHRs [24].  



 
System Safety within Laboratory Data Exchanges Report 

 

 Page 28 

Decentralization creates environments where strong regulatory controls are not consistent among all 
components of a system. This ultimately hinders the adoption of new standards that might help address the problems 
stemming from the results of new and complex diagnostic tests results being shared in unstructured formats. 

Another consequence of decentralized oversight is that regulatory agencies may not have access to critical 
information. An agency may need information from system components that affect their mission but do not fall 
under their regulatory scope. For example, in scenario 36-1 the CDC cannot provide appropriate guidance because 
they do not have access to the data necessary to perform a complete analysis. During the COVID-19 pandemic, 
HHS imposed regulatory requirements under the CARES Act that mandated reporting of COVID-19 laboratory test 
data to the federal government, including a particular set of data elements [25]. However, these provisions expired 
as of May 2023 and never included diseases outside of COVID-19.  

While the Cures Act included standards for reporting to public health agencies, requirements for what data 
elements need to be shared for each particular test or condition are still lacking. The CDC does not have the 
regulatory authority to require particular data elements, so they must collaborate with CMS and ONC to establish 
new requirements and provide financial incentives for vendors and facilities to comply with them. However, each 
agency often possesses different goals and directives based on the responsibilities they were assigned by Congress 
or HHS leadership, and the agencies have their own limitations on what they can or cannot add to regulations. 

Besides decentralized oversight of the laboratory data ecosystem, there are also a number of control loops that 
are missing entirely (i.e., there is no formal oversight occurring). A missing control loop is different from a weak 
or broken control loop, in that it is not just one component of the loop that is weakly enforced or missing, but the 
entire loop itself. Non-existent control loops can be identified when: 

- No controller is collecting any information on a problem (missing feedback).  
- No controller has any authority to ensure that a problem gets addressed (missing controls).  

An example of a missing control loop involves ensuring that medical practitioners have properly received the 
information provided by laboratories. CLIA offers protections to ensure that data transmitted by the laboratory 
reaches the EHR system of the end user in the same format it was shared. However, that does not necessarily ensure 
that the medical practitioner themselves will know about and be able to access that data. As is seen in scenario [1-
14], the data may reach the EHR and be placed in a different field than where the medical practitioner expects it to 
be and thus the data is likely to be missed.  

Some scenarios in Appendix D highlight similar situations, in which test results get placed in a queue for manual 
review or end up in the wrong patient’s medical record and are thus inaccessible to the practitioner. These situations 
can occur because there are no formal control mechanisms to ensure medical practitioners actually view test results 
that are shared with them. Furthermore, there are no feedback channels to the laboratory or care facility 
administration to inform them that test results were not seen. This control loop may exist as a matter of policy in 
individual care facilities and laboratories, but without any formal requirement that it exist, many facilities may not 
have such a control loop.  

Another missing control loop exists between the laboratory and the medical practitioner or care facility 
collecting and storing patient specimens. CLIA requires that laboratories establish and follow written procedures for 
specimen collection, labeling, storage, preservation, transportation, processing, acceptability, and rejection. 
However, when specimens are collected and stored at facilities outside the laboratory, such as a physician’s office, 
the laboratory may receive the specimen with no additional data about how it was collected or stored. Data 
representations associated with collected specimens may not have sufficient fields to record necessary information 
for making decisions about specimen quality. Without appropriate data on specimen collection, storage and 
transportation, the laboratory may not take the necessary control actions to ensure that test results are meaningful. 
Without any feedback or control, laboratories (and regulatory bodies overseeing them) may not even have a model 
of how often specimens are collected or stored inappropriately, which would help them in determining what 
requirements need to be changed. 

Because centralizing oversight of the entire healthcare ecosystem into one agency is infeasible, recommendation 
1 addresses the problem of decentralized oversight through increased coordination between existing regulatory 
agencies. This recommendation also helps address problems of flawed communication and coordination channels, 
discussed in section 5.6. Recommendation 2 addresses the problem of regulatory agencies not having access to 
information that is critical to performing their regulatory duties. Recommendation 3 encourages additional studies 
to be conducted to identify more instances of missing oversight. 

 
Recommendation 1: Assign responsibility for addressing gaps in the regulatory oversight of laboratory data 
exchanges between system components that are regulated by different agencies. 
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A central entity must be assigned the responsibility of ensuring (or at least verifying) that the full set of data 
elements shared from a laboratory are received and seen by their end users. That central entity may not need to 
create additional regulations but must ensure that regulations on each end of any laboratory data handoff (e.g., data 
regulations on laboratories and data regulations on EHRs) are compatible.   

As data travels through different organizations and HIT systems that are overseen by different regulatory 
authorities, any data elements that an end user needs must be preserved. Regulatory agencies that oversee part of 
the process for transmitting laboratory orders and results to and from medical practitioners and laboratory devices 
must ensure that the controls enacted on each component of the system complement and do not negate other 
controls.  

For instance, in order to meet the CLIA requirement that a laboratory immediately notify the ordering physician 
of an abnormal test result, the laboratory may need additional contextual information about the patient to be shared 
by the physician. Thus, the EHR system used by the physician must be required to prompt them for contextual 
information when a test that requires it is ordered. Similarly, CLIA ensures that data is sent to the EHR with 
particular data elements that physicians need, but to ensure that physicians actually see those data elements, there 
must be additional data and display requirements on the EHR system.  

Before regulations on components of the laboratory data pipeline are updated, the central entity must ensure 
that the regulatory agency proposing new regulations coordinates with other agencies to ensure the changes are 
compatible with their regulations. Such coordination is also meant to ensure that regulatory agencies are aware of 
other agencies’ planned updates so that regulations stay compatible not only with current rules, but future ones as 
well.  

 
Recommendation 2: Identify the data and standards needs of regulatory agencies and ensure the agencies have the 
ability to use them appropriately. 

 
Ensuring that agencies like the FDA and CDC can perform their assigned tasks involves ensuring that they 

receive the appropriate data they need. Thus, one agency must be assigned the task of coordinating to ensure that 
all regulatory authorities overseeing the laboratory data ecosystem have access to the data elements needed to 
perform their regulatory duties. 

To provide more effective regulatory guidance, different regulatory agencies must receive data in formats that 
are useful and actionable. For example, if the FDA is to leverage laboratory data to assess the post-market 
performance of IVD devices used across a wide range of laboratories, data from each facility must be transmitted 
with device identifiers so that they can be appropriately aggregated. Similarly, if CDC is utilizing laboratory results 
to track disease outbreaks, they may need particular contextual information about each patient to be shared with 
them in order to examine trends and provide appropriate guidance.  

A single authority must be tasked with assessing the various data needs of regulatory agencies and establishing 
a set of data sharing requirements that laboratories (and their associated HIT systems) must comply with. This 
regulatory authority must also ensure requirements contain data elements that are necessary to appropriately send 
data from lab to physician and to aggregate data in EHRs. If each stakeholder continues requesting pieces of data 
in different formats, no single stakeholder will consistently receive the high-quality data they need. 

Continuing to develop the USCDI standards (through the ONC) may help achieve this goal. However, if USCDI 
is to be truly effective, it must be used by more stakeholders in the healthcare ecosystem, and thus must capture 
more of the data elements that are relevant to each stakeholder. For example, USCDI requirements for laboratory 
test reporting must include at least the data elements required by CLIA, but should also include additional elements, 
such as IVD device identifiers. While USCDI is required for certified HIT, not everyone in the ecosystem is required 
or incentivized to use certified HIT. Even if they do not use certified HIT, incentivizing other agencies to adopt 
USCDI may help ensure that data is shareable in the format that each stakeholder needs. Appropriate groups such 
as ONC must incentivize or require broader usage of USCDI and other relevant standards. 

 
Recommendation 3: Encourage the identification of regulatory gaps in other areas of the laboratory ecosystem 
through additional systems-theory-based analyses 
 

Identifying instances of missing oversight like the examples provided above requires a systemic analysis of the 
laboratory ecosystem. While this study uncovered several critical gaps regarding the safety of laboratory data in 
particular, the scope did not cover the entire laboratory ecosystem and it is likely that additional gaps exist. To 
improve the safety of the laboratory data ecosystem, other stakeholders in the broader laboratory ecosystem must 
also work to identify and address existing gaps. 



 
System Safety within Laboratory Data Exchanges Report 

 

 Page 30 

For the recommendations provided in this report to be most impactful, agencies responsible for the oversight 
of other components of the ecosystem should use systems-theory-based methodologies like the one utilized here to 
identify what changes not identified here must also be implemented. Laboratory data can only ever be as safe as the 
systems and processes that create and utilize it. 

 
5.2. Inadequacies and gaps in laboratory data standards 

Another set of systemic causal factors observed throughout the scenarios is the presence of laboratory data 
standards that are not tightly constrained, can be interpreted and implemented ambiguously by different users, or 
are not kept up to date. These standards represent controls over laboratory data. If these controls are enforced 
inconsistently across the system, data may be shared in ways that appear reasonable to the sender but are in fact 
difficult for the receiver to use appropriately in making treatment decisions. 

 
5.2.1 Loosely constrained standards 

One particularly clear example of loosely constrained standards affecting the safety of laboratory data is in 
scenario 1-A. New diagnostic tests may address gaps or challenges that medical practitioners face in diagnosing 
and treating patients. Therefore, laboratories and IVD manufacturers want to release tests for use as soon as possible, 
regardless of whether or not data sharing standards have caught up. In order to use new tests before tightly 
constrained standards are released and adopted, laboratories often share test results in unstructured formats. One 
popular unstructured format is PDF. 

Rich text representations like PDF have some benefits, like the ability to format text and include hyperlinks[24]. 
However, data within such textual reports is difficult to consistently extract and map into a patient electronic record. 
Without appropriate association to fields in an EHR, such static data may not trigger clinical decision support 
resources [34]–[37]. As is shown in the scenario, practitioners providing treatment to the patients long after 
unstructured results were obtained may not be aware of additional information outside the mapped fields in an EHR 
[38].  

Even after standards have begun being developed for reporting new laboratory tests, gaps may arise as a result 
of the development process itself, as is seen in scenario 30-1. Many SDOs are consensus organizations that contain 
representatives from different controllers within the control structures in Figures 4 and 5. Ideally, clinical 
information should be modeled in a manner that is most efficient for use by implementers for many different use 
cases. Each implementer may possess their own set of requirements for each use case of the standard. Therefore, 
clinical information may need to be available in multiple forms. Messaging standards and reference terminology 
codes may thus not be highly constrained due to pressures from various controllers, each of whom may have 
different uses for a specific laboratory test and may want it represented differently. When standards are not tightly 
constrained, this leaves room for ambiguity in the implementation of the standard.  

Standards for reporting real-world data from IVD devices may also be loosely constrained and result in biases 
when aggregating data and studying trends in device performance, as seen in scenario 25-1. Though unique device 
identifiers (UDIs) have been implemented for IVD devices, they are unlikely to be included in databases that 
aggregate test result data nor required by the U.S. Core Data for Inoperability (USCDI). Reference terminologies 
are also often not designed to capture information about what manufacturer produced a device or assay, and whether 
laboratories have modified it for any particular use case [39], [40]. Test result data may have been aggregated at a 
care facility or laboratory for reimbursement purposes, and may not be coded to capture particular data elements 
that could make the data otherwise useful for clinical research or regulatory oversight [39], [41]. Though standards 
and implementation specifications for sharing IVD device data do exist, they are not federally mandated beyond 
COVID-19 result reporting and their adoption is not widespread [40], [42]. 

 
5.2.2. Ambiguous standards 

Ambiguity in laboratory data standards allows controllers to implement them differently in ways that still appear 
reasonable and fully compliant with any regulation that might exist. One example of ambiguous standards 
potentially affecting patient safety involves the mapping of reference terminologies to local codes, which plays a 
crucial role in Scenario 1-14. 

Before the inception of standardized reference terminologies for laboratory test orders and results, each 
laboratory possessed a set of local codes used to share information with other facilities, and interfaces had to be 
built to translate between each facility’s codes [23], [43]–[45]. The introduction of reference terminologies allowed 
for smoother sharing of results across facilities, but still requires a lengthy and cumbersome process of mapping 
existing local codes to new reference terminologies. Furthermore, local codes may be necessary even in the presence 
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of adequate reference terminology if tests need to be differentiated based on managerial or logistical factors, such 
as whether they were performed at a laboratory’s main facility or a subsidiary [23]. 

Individual laboratories and care facilities typically map local codes to reference terminologies according to their 
own best judgment, along with implementation guides and resources provided by the SDOs developing the 
terminology. Reference terminology mapping is often a manual process that requires expertise in the complexities 
of both laboratory testing and the underlying structure of the terminology [23], [45].  

The task of mapping is often assigned to laboratorians without extensive knowledge of the terminology, or to 
IT professionals without a clinical background. This practice frequently results in different tests being assigned to 
the same code or equivalent tests being assigned to different codes.  

However, even those with both IT and clinical experience do not always agree on mapping decisions, because 
inconsistent mappings may make logical sense in certain contexts. For example, because terminology codes are 
composed of multiple components like the property being measured, the specimen type and the test method, 
multiple codes might exist for the same test, some of which specify a particular component and others that generalize 
it [23], [46]. These ambiguities may ultimately lead reference terminology to be mapped inappropriately and 
medical practitioners to misinterpret test results.  

In examining the regulatory authority of each controller, it becomes clear that there is no formal control loop 
when it comes to verifying that reference terminologies have been appropriately mapped. The 2015 final rule on 
HIT certification criteria issued by the ONC requires the use of at least version 2.52 of the LOINC standard for 
representing laboratory test orders and results [23], [45 CFR 170.207(c)], but there are no federal regulations 
pertaining to reference terminology mapping.  

The main control that does exist comes in the form of implementation and mapping guidelines shared by SDOs, 
which are often complex and require a nontrivial amount of effort to process [47]. Developers of implementation 
and mapping guidelines cannot anticipate the nuances of every system that may adopt the standards. Therefore, 
guidelines must cater to all potential users of the standard and cannot provide individual users with detailed and 
unique mapping support. As a result, guides may contain ambiguities based on assumptions about what a “normal” 
implementation may look like [48]. Such ambiguities could allow different users to reasonably implement standards 
in vastly different ways. Furthermore, when guidelines are shared with laboratories and care facilities without 
explicit two-way communication channels, there may be a real (or perceived) difficulty in obtaining clarification or 
support to follow the guidance.  
 
5.2.3. Outdated standards 

Beyond the overall subjectivity of reference terminology mapping, the use of outdated or obsolete laboratory 
data standards may similarly raise challenges [23], [46], [49]–[51] that ultimately affect patient safety.  

Addressing ambiguities within the standards will still not fully prevent patient harm if such standards are not 
widely implemented and used across the entire diagnostic healthcare ecosystem, or not constantly kept up to date. 
Laboratories often have a business incentive for adopting reporting standards, as care facilities are likely to want to 
use laboratories that can more seamlessly communicate with their own EHR systems. However, without regulatory 
guidelines coupled with financial incentives for implementing such standards, the high cost of implementation may 
not lead laboratories to see enough of a return on their investment to be worth updating their systems [52] 

The consequence of standards being out of date can be seen in scenario 1-14. If an SDO releases a reference 
terminology update that changes an existing code or introduces a new code, and a facility does not update their HIT 
system, diagnostic data shared to or from other facilities may not be appropriately aggregated in either facility’s 
system. Additionally, if facilities do not retroactively map historical data to updated reference terminologies, 
patients’ clinical history may be obscured from practitioners. Outdated terminology may also not trigger clinical 
decision support resources as expected.  

Several studies have proposed auditing schemes for both laboratories and SDOs in order to ensure consistency 
of reference terminology mapping and usage [23], [53], [54]. An additional control on reference terminology 
mapping was enforced by the FDA on IVD manufacturers as part of SHIELD’s LOINC to IVD (LIVD) program, 
which aimed to ensure that all laboratories using the same IVD device detecting for SARS-CoV-2 describe the test 
and its result using the same reference terminology codes [55]. By having IVD manufacturers themselves map 
device outputs to reference terminologies under the supervision of the FDA, an additional layer of control is 
enforced by removing some of the burden and uncertainty of mapping from individual laboratories. 

As with terminology mapping, there is no formal control loop when it comes to verifying that laboratory data 
standards are up-to-date at every facility. Laboratories typically rely on pressure from clients to adopt specific 
standards, which may not always provide particularly strong or consistent control. 
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Recommendations 4, 5, and 6 address the problems of loosely constrained, ambiguous and outdated standards 
by enforcing additional controls on how standards (and the HIT systems they rely on) are developed, implemented 
and maintained. The problem of outdated standards would also benefit from a stronger control loop as described 
later in recommendation 10. 

 
Recommendation 4: Reference libraries must develop a knowledge base that establishes a ground truth for naming, 
coding, and mapping of reference terminologies to particular laboratory tests, and stakeholders must be incentivized 
to use it.  
 

One component of eliminating ambiguities and more tightly constraining laboratory data standards is having 
an agreed-upon baseline with which to compare different implementations of a standard. Reference libraries must 
coordinate with standards development organizations to establish a universal and integrated knowledge 
management system that documents a set of ground truths when it comes to naming laboratory tests, assigning them 
codes, and mapping between different terminologies for test result reporting.  

At a minimum this knowledge base should document the established mapping of test type to LOINC code. 
However, it would be most valuable for this knowledge base to establish the ground truth for mapping decisions for 
each data element in the standard as described in recommendation 2. For example, if a care facility receives a test 
result without a code or with an inappropriate or outdated code, the facility should be able to use a unique device 
identifier to consult the knowledge management system and identify the appropriate code for that test and device. 

To further streamline the consolidation of reference terminology usage and ensure the database stays up to date, 
devices approved by the FDA should include pre-approved LOINC codes. Requiring that devices include LOINC 
codes that adhere to the established “ground truth” could help reduce mapping disagreements between the hundreds 
of laboratories across the country that utilize the same device to perform a particular test. This process was pioneered 
through the LIVD program and could be expanded beyond the program’s original scope. 

Incentivizing stakeholders to use the knowledge base could be done by first incentivizing IVD manufacturers 
to associate appropriate codes with their devices, which should be done in collaboration with the knowledge base 
developers. Once the program has matured, it should be included as a requirement in the device approval process. 
The approval for new devices should involve coordination between the IVD manufacturer, the FDA and reference 
libraries to determine what the most appropriate terminology code for the device would be, based on previously 
approved devices. Care facilities and laboratories must also be incentivized to use this knowledge base. Financial 
incentives could be used initially to increase usership and strengthen the program. However, once the program is 
well established, stakeholders should be required to use the knowledge base when mapping terminologies.  

If efforts to improve mapping via a national knowledge base are successful, this tool could also be used to 
facilitate the normalization of test result reports across laboratories so that they are directly comparable regardless 
of the device or process used at each laboratory. An HL7 message with a device identifier, LOINC code, and 
normalized test result would thus become easier to collate and compare between patients across regions, devices, 
and time periods. Data from tests measuring the same value should be able to be charted together so medical 
practitioners and patients can assess laboratory values over time.  

Recommendation 5: Assign responsibility to appropriate groups to identify gaps and weaknesses in laboratory data 
standards and establish a reporting channel for problems related to them. 
 

A central entity must be assigned the responsibility to continuously identify potential gaps in laboratory data 
standards, inconsistencies between standards, or outdated standard usage. Reference libraries, who would manage 
the knowledge base proposed in recommendation 4, are a potential candidate to perform such a task, as it would aid 
them in curating the knowledge base and proactively addressing any identified problems. 

The central entity must proactively seek to identify gaps through independent research, reports from standards 
users, collaboration with regulatory agencies, and SDOs themselves. This entity must not participate in the standards 
development process in the same way that other regulatory authorities do, such as CMS or ONC, but must operate 
independently to actively monitor the development of new standards, make safety-critical gaps publicly available, 
and evaluate that they are addressed appropriately by SDOs.  
 
Recommendation 6: SDOs must continuously support users by identifying and eliminating ambiguities in 
implementation guides for HIT standards 
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Another element of removing ambiguities is ensuring that the guidance for implementing standards is 
consistent. SDOs must actively collect feedback on implementation guides and document any identified ambiguities 
or other problems. Future implementation guides should eliminate any ambiguities identified in previous guides 
and inform users of how to appropriately modify their systems if implemented incorrectly.  

Additionally, SDOs must not release standards or implementation guides without formalized two-way 
communication channels between implementers of the standards and the SDOs. System hazards resulting from 
implementation guide optionality should be identified and eliminated whenever possible. 

 
5.3. Inaccurate perceptions of risk 

A common causal factor observed in multiple scenarios is a flawed perception of risk in diagnostic healthcare. 
Many stakeholders in the ecosystem hold assumptions about the safety-criticality of laboratory data and HIT that 
affect decisions made across the system. As a result, laboratory data and HIT problems are not prioritized when 
designing and implementing solutions. In fact, misperceived risk is a common cause of accidents in all industries. 

Misconceptions regarding the laboratory data and the HIT software are distinct. Each is directly addressed in 
the following sections.  

 
5.3.1. Inaccurate perceptions of risk involving laboratory data 

Most preventable harm patients experience occurs at the point of care. As a result, in-vitro diagnostic testing is 
generally viewed as low-risk and not a significant contributor to safety-related events (beyond harm to patients 
during specimen collection). A common argument used to defend this position is that treatment decisions are 
ultimately made by medical practitioners, and diagnostic data is only one component in the decision-making 
process. However, taking a systems-theoretic approach reveals that control actions and feedback are closely linked, 
and it is unreasonable to criticize the action without also considering the information available and used to inform 
that action.  

This nuance is particularly clear in scenarios 1-1, 1-13 and 1-14, which deal with medical practitioners 
providing treatment that does not match a patient’s condition. Though it is ultimately the treatment decision that 
harms the patient, feedback in the form of diagnostic data is what informs that decision. In scenario 1-1, that 
feedback is missing entirely. In that case, the medical practitioner is unaware of results shared in an unstructured 
format and does not have sufficient information to make a safe decision. In scenarios 1-13 and 1-14, the diagnostic 
data is inaccurate or misleading because it is presented poorly. Poor data presentation can easily cause an incorrect 
interpretation to appear perfectly reasonable to a practitioner. Medical practitioners operate in fast-paced and high-
stress environments [16] where missing or inadequate data may not be recognized or questioned. 

 Missing data can be particularly difficult to identify and is thus a particular risk to patient safety [17]. For 
example, if a physician is expecting a particular test result but they do not see it displayed in a patient’s profile. 
Recognizing the missing data, they may expend additional time to try to identify hidden information (like unmapped 
PDF reports). However, if the test was ordered by another physician or was shared a long time ago, the physician 
may have no reason to expect that the structured data they see is incomplete.  

Thus, the contents and presentation of laboratory data plays a significant role in the decision-making process 
for medical practitioners, even if test results themselves do not harm patients directly. However, the minimized 
perception of the safety of diagnostic data means that many care facilities lack either proactive or reactive safety 
teams that focus on investigating sources of diagnostic error [16]. 

Furthermore, reporting structures for problems involving laboratory data are not well established. CLIA does 
require that laboratories have procedures in place to collect and address complaints submitted by medical 
practitioners. However, such complaints do not need to be reported anywhere outside of the laboratory or to the 
provider whose test result report was affected by a problem. As a result, there is no regulatory body that keeps 
records of problems involving laboratory data in order to determine whether regulatory requirements need to be 
changed or added.  

Gaps in reporting of laboratory data-related problems are also shown particularly clearly in scenario 25-1. In 
this scenario, the FDA does not issue corrective action to device manufacturers providing diagnostic equipment 
with safety flaws because of inadequate reporting of these flaws. Many existing reporting structures only require 
that events involving direct patient harm get reported to regulatory bodies. When IVD devices and laboratory data 
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as a whole are not considered safety-critical, their contributions to adverse events may go underreported in favor of 
placing responsibility on the providers at the point of care.  

Additionally, under section 522 of the Federal Food, Drug, and Cosmetic Act, the FDA can only require post-
market surveillance studies of class II and III medical devices. Post-market studies that have been performed on 
devices beyond just IVDs, have been found to produce little clinical data on device performance, with many devices 
being weeded out before the studies could be completed and published [18]. Until feedback in the form of laboratory 
data is recognized as an important contributor to unsafe decisions at the point of care and is included in reporting 
requirements, regulatory bodies will not have sufficient information on the ways in which data impacts the safety 
of the healthcare system. 

Recommendation 7 addresses inaccurate perceptions of risk involving laboratory data by considering the role 
of laboratory data more explicitly in adverse event investigation. 

 
Recommendation 7: Proactively and retroactively investigate systemic sources of diagnostic error. 
 

To address inaccurate perceptions of risk involving laboratory data, care facilities must proactively and 
retroactively investigate potential systemic sources of diagnostic error, including laboratory data. 

When patient harm occurs, care facilities must have the responsibility to explicitly consider whether diagnostic 
error was a contributing factor to the adverse event. Often, care decisions made by clinicians, laboratorians, or other 
controllers may have appeared reasonable despite being unsafe in hindsight. It is unreasonable to criticize an 
inappropriate decision by a medical practitioner without considering what information was available to inform that 
decision. 

Care facilities must either create investigation teams that are particularly focused on sources of diagnostic error 
or incorporate consideration of diagnostic error into existing adverse event investigation processes. Particular focus 
should be given to systemic sources of diagnostic error (i.e., ways through which the design of systems and 
processes that practitioners use may have contributed to an incorrect decision). 

Teams investigating adverse events must understand and acknowledge the significance of laboratory data in the 
medical decision-making process by framing it as a critical piece of feedback used by clinicians. In particular, the 
teams must consider what pieces of feedback would have been necessary to make a more appropriate decision, and 
why medical practitioners did not appropriately receive them. For example, laboratory data may have been hidden, 
presented in a misleading manner, or missing altogether. Care facilities must also establish a structure of 
accountability, to ensure that teams conducting adverse event investigation have truly considered all potential 
sources of diagnostic error. 

Investigating inappropriate diagnostic decisions by scrutinizing what information was or was not available to 
inform practitioners’ mental models facilitates the creation of recommendations that will improve outcomes across 
the care facility as opposed to focusing on individual practitioners’ aptitude or training. To ensure that sources of 
diagnostic error are identified beyond the actions of just one component of the system, the teams must include 
investigators with clinical, laboratory and informatics backgrounds. Considering the contributions of every element 
in the system that may have contributed to an inappropriate decision also aids in eliminating blame from the process 
and thus encouraging further frontline reporting of safety concerns. 

Care facilities also must ensure there are employees with the responsibility to proactively identifying possible 
sources of diagnostic error by continuously monitoring any updates and changes to care facility systems, particularly 
those that are relevant to the sharing and presentation of laboratory data. Adverse events often follow changes and 
managing change is a basic management function for any organization. 
 
5.3.2. Inaccurate perceptions of risk involving HIT 

Software in general is subject to several inaccurate assumptions and perceptions. HIT software is no different. 
Common incorrect assumptions about HIT include that HIT systems are not safety-critical and that they are easier 
to implement and maintain than they actually are.  

The assumption that HIT systems are not safety-critical is apparent in how HIT systems are sold and regulated. 
EHRs and LIS systems are labeled as “health management” [19] tools by the FDA and ONC. This view of EHRs 
and LISs as “health management” tools asserts that medical practitioners are supposed to act as “learned 
intermediaries” between the systems and their patients [20]. Medical practitioners are then seen ultimately 
responsible for patient care decisions regardless of the feedback provided (or not provided) by the system. Treating 
HIT as simple health management tools has consequences for customers (especially clinicians) and patients. 
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 One consequence is the pervasiveness of “hold harmless clauses” in contracts between HIT vendors and their 
customers. “Hold harmless” clauses ensure that vendors are not held responsible for errors resulting from usage of 
their systems, even if the company was aware of the potential risk[20]. Another consequence is how HHS agencies 
treat EHRs. For example, The FDASIA report (a 2014 report by the FDA, ONC, and FCC) concluded that “We 
believe the potential safety risks posed by health management HIT functionality are generally low compared to the 
potential benefits.” [19] This low risk-rating enables HIT to escape rigorous oversight regarding safety concerns 
and belies the role of software in adverse events in healthcare (and most every other industry).  

Scenario 13-1 is a good example of how the belief that the physician is ultimately responsible for safe decisions 
can lead to unsafe outcomes. In that scenario, a HIT company does not release updates to address potentially safety-
critical flaws because of the belief that the flaw emerged from the clinician not using the system as designed, even 
if the software design was counterintuitive or misleading.  

In addition to the assumptions about safety, HIT suffers from assumptions about the ease of maintainability. 
Frequently, care facility management and others have the idea that HIT software packages are “turnkey,” and are 
easily implementable in new contexts.  

Unfortunately, the process of implementing a new EHR in a care facility is often much more difficult, time 
consuming, and expensive than expected. HIT vendors benefit from these assumptions. HIT vendors and care 
facilities often push aggressive timelines for EHR implementation, which often create situations where groups in 
charge of implementing HIT systems select inaccurate or inadequate options or settings. One example of an unsafe 
implementation selection, detailed in Scenario 2-10, is implementing a test order menu in a care facility EHR that 
shows more or fewer tests available than the partner laboratory offers. An additional example could include a care 
facility accidentally not turning on a setting that is important for safety critical functionality.  

Recommendation 8 addresses inaccurate perceptions of risk involving HIT by establishing clear mechanisms 
for collecting feedback on HIT safety concerns.  
 
Recommendation 8: Create a consolidated national database for HIT safety reporting that can be used to identify 
trends and opportunities for improving patient safety outcomes. It should include information about HIT not 
behaving as users intended and allow understanding how features of HIT design may have contributed to “user 
errors.” 

 
Rectifying inaccurate perceptions of risk involving HIT requires gaining a better awareness of the specific risks 

generated by usage of HIT products. All reports of HIT and data related safety concerns must be consolidated by 
one organization at the national level to effectively identify trends and opportunities for improving patient safety 
outcomes.  

Users of HIT must have one consolidated platform through which they can report safety concerns involving 
HIT functionality or data. Medical practitioners should not be required to report some HIT problems to care facility 
management, others to HIT vendors, others to ONC-ACBs, and others to the FDA.  

A national repository for HIT and data related problems would allow and require users and care facilities to 
send reports of safety problems they experience to a single authority. As the leading regulatory body overseeing 
HIT systems, ONC is a potential candidate for creating and operating such a repository. The operator of such a 
repository would be responsible for facilitating the capture of information, analyzing it, disseminating information 
from or about the repository, and allowing access to those with legitimate needs for the information. 

Appropriate responsibility, authority, and accountability for a useful and effective repository should be assigned 
throughout the control structure. For example, medical practitioners associated with a particular care facility should 
be responsible to report HIT and data related problems to the care facility administration, who would in turn be 
required to submit every report to the national repository regardless of whether or not they believe “user error” was 
primarily responsible. This repository should be separate from existing pathways for reporting concerns to HIT 
vendors, but care facilities should also transmit all reports of EHR-related problems submitted by medical 
practitioners to HIT vendors. 

HIT companies should develop a safety culture in which both customers and developers are encouraged to ask 
questions about system design, usability, and safety. Healthcare facilities must develop a complementary culture 
where they encourage IT performance reports from medical practitioners. However, the agency that is monitoring 
the repository must ensure that reports are consistently followed up, and the necessary changes are made to affected 
HIT systems. 
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The reporting process should allow medical practitioners to describe the observed problem (including 
screenshots if available) and should require the care facility administration to fill in information regarding the 
particular system involved and associated vendor/version information. Instances of HIT systems not behaving as 
users intended must also be included in the reports submitted to the database, and the procedure for addressing each 
report must explicitly consider how features of the HIT system design contributed to “user errors.”  

The repository should be openly accessible to the public after deidentification of all reports and removal of 
sensitive patient information. Additionally, the organization tasked with managing the repository should have active 
monitoring programs in place that allow for research into trends in HIT or data safety. The managers of the 
repository should also have the responsibility to further investigate any report that is received or transmit reports to 
other agencies that may have structures in place to investigate them.  

 For example, the repository could transmit batches of reports to the ONC’s HIT certification branch that 
describe certified HIT products not meeting certification standards. They might also transmit reports to the CMS 
that describe laboratory HIT systems not meeting data sharing requirements imposed by CLIA.  

The point of this database should not be to identify who to “blame” in any incident or report. Analysis should 
be focused on uncovering industry-wide trends as opposed to identifying whether punishments should be doled out 
to individual vendors or facilities. A similar recommendation was made in 2014 by the FDASIA report and is still 
relevant today. Similar national databases exist in other industries. For example, the NASA ASRS database collects 
de-identified information about safety-related incidents. Although the first reports in ASRS were submitted by pilots 
in both commercial and general aviation, the success of the program led to its extension to include reports from 
almost all participants in the industry.   
 
5.4. Lack of a Systems view 

In conversations with stakeholders from across the system, it became evident that nearly everyone is trying to 
make changes to reduce adverse events. However, without taking a systems’ view, many changes made at the local 
level do not make the system significantly safer. Local “fixes” may just shift the problem to a different part of the 
system or make it worse. It may also cancel an improvement or change made by a different controller.  

In most of the scenarios identified, each controller makes reasonable decisions based on how they believe the 
system or process they are controlling is designed, and on the information available to them. For example, medical 
practitioners are usually making the best treatment decisions they can, given the available information. However, 
after dozens of interviews it became clear that no stakeholder holds a complete view of the entire system and may 
hold assumptions about other components of the system that later we found to be either outdated or mistaken. 

Laboratories are trying to share information that providers can interpret and in ways that conform to regulatory 
requirements. In these situations, making a local change (like adding more physician training) is unlikely to fix 
anything.  

The impact of “locally optimal” solutions is seen particularly clearly in scenario 2-10, where each controller 
behaves in a way that appears optimal to them. The patient’s safety, however, could still be jeopardized. In that 
scenario, the medical practitioner uses the EHR to order a test as specified by procedures and orders the most 
appropriate test to assess the patient’s condition. The laboratory, which did not offer the test that was ordered, makes 
the most reasonable decision as well: to reject the test order and inform the practitioner. The HIT vendor who 
develops the EHR interface also acts reasonably, by installing a “model system” with a default list of available tests: 
the presence of defaults has been shown to improve medical practitioner decision-making. Finally, the care facility 
administration, who may be under resource constraints or may not have enough qualified IT staff, also acts 
reasonably in not requiring further customization that might be expensive or difficult to maintain. Each of these 
locally optimal decisions turns out to be less optimal at the system level. The unintended consequences do not 
become clear unless the decision-makers have a more holistic view of the consequences of local decisions. 

Another scenario where local “fixes” create new problems is scenario 6-2, in which a laboratory or care facility 
does not update their HIT system out of concerns that it will break connections to other safety-critical systems. 
Upgrades to HIT systems may sometimes not be sufficiently tested by the vendor, especially in the many different 
implementation contexts that exist at each individual facility. Therefore, a solution that might appear optimal for a 
“model” HIT system, may actually break connections or disable functionality in a customized system.  

Additionally, many HIT updates do not necessarily come with labels or descriptions of the implications of not 
implementing the update. Most updates are discussed internally and the decision to proceed with the update or not 
is made in the context of available resources and competing priorities. Also, many update decisions are made by 
administrative teams with varying input from the medical practitioners and laboratorians who will be the end users 
of the system. Particularly if systems have been in place for a long time in a facility with rapid staff turnaround, 
many stakeholders may be unaware of how an update will impact their tools and workflows [21].  
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Without a wide-ranging, systemic view of the consequences of installing or not installing a system update, a 
facility may install a fix that creates more problems or may not address an existing problem out of fear of creating 
more. Note that this same general causal factor, that is, problems in updating software, has led to accidents in 
aviation [22] and other high-risk industries. 

Because the laboratory data ecosystem is so complex, each controller may have a hard time understanding the 
system as a whole. The problems identified here can be addressed by educating the healthcare community on system 
engineering approaches to problem-solving (recommendation 9), as well as by strengthening controls on particular 
processes that often result in local solutions being developed (recommendation 10). Recommendation 10 
specifically addresses the issue of HIT updates affecting other systems. This recommendation also addresses the 
problem of outdated systems and standards, discussed in section 5.2.3. 

 
Recommendation 9: Educate the healthcare community on systems engineering and systemic approaches for 
solving problems, including tools to accomplish this goal.  

 
Healthcare education must adapt their curricula to utilize and teach more advanced hazard analysis techniques 

developed in systems engineering. Healthcare management must have the skills to proactively and retroactively 
assess the performance of systems and to identify areas for potential improvement. 

Healthcare professionals must be educated to treat their surroundings as engineered systems that may not be 
perfectly designed. Systems engineering must be utilized in the process of designing healthcare systems and 
processes, as well as evaluating them to identify and address safety concerns. Many healthcare organizations are 
attempting to incorporate “just culture” principles, but without incorporating systems engineering principles as well, 
it will be difficult to productively move beyond blame when identifying areas that need to be improved.  

These educational programs should also teach healthcare professionals about tools for incorporating systems 
engineering principles into processes like hazard analysis and system design. Different organizations throughout 
the healthcare ecosystem could be responsible for developing and disseminating educational programs, including 
patient safety organizations, professional associations, and quality organizations (e.g., Institute for Healthcare 
Improvement, CAP, etc.).  

 
Recommendation 10: Establish appropriate control loops for updates to standards and HIT systems. 

 
Fixing the problem of HIT updates breaking other systems also requires gaining a better awareness of the 

specific risks posed by updates. Regulatory authorities (for example, ONC) must collect feedback on the prevalence 
and safety effects of using outdated laboratory data standards and HIT systems. Corresponding control mechanisms 
to increase adoption of updated standards and systems must also be developed. 

The HHS administration must determine the most appropriate agency to collect data on the updates to certified 
HIT systems that are released and whether care facilities or other HIT users are implementing these updates in a 
timely manner.  

With this information, further research should be undertaken to identify whether additional regulatory action 
must be taken to encourage HIT users to update their systems on a regular basis. Further research is also needed to 
identify barriers to updating beyond those identified in this report, as well as the implications for not installing 
particular updates. 

In the interim, within care facilities, there should be clear assignment of roles and responsibilities regarding 
updating both HIT systems and laboratory data standards. Organizations releasing updates must provide two-way 
support in addition to clearly indicating the safety-criticality of an update and any known implications of not 
updating a system in a timely manner.  

 
5.5. Inadequate regulatory emphasis on the safety of HIT 

Beyond gaps stemming from decentralization, gaps in the regulatory environment also stem from a historical 
deemphasis on safety within HIT certification. Regulatory directives to the ONC have historically been driven by 
increasing the usage and capabilities of HIT. Therefore, the ONC has focused on certifying the functionality of 
EHR systems, not their safety. There were assumptions made that safety would automatically follow from high 
EHR usage without specific regulatory oversight. However, this assumption has not proven to be the case in practice 
[26]. 
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Designs that meet ONC certification requirements frequently have significant safety risks. For example, EHRs 
often merge test results that used different test methods within a patient’s record. However, test results from 
different methods may not be directly comparable [27], [28]. This is particularly hazardous in situations where 
EHRs merge test results that have different units of measure or different reference ranges, as seen in scenario 1-13. 
Inappropriately merged test results presented together may cause the physician to draw incorrect conclusions about 
a patient’s condition. For example, the physician may see a graph that appears to show that a measure is trending 
downward, when in reality it is flat.  

Another example of an unsafe EHR design that passes ONC certification is how units of measure are displayed 
to a physician. Units of measure are often transmitted ambiguously and get misinterpreted by EHRs when they 
automatically aggregate patient data. Despite standards such as the unified code for units of measure (UCUM) 
establishing a code system for electronic communication of units, laboratories may use unit terminologies as 
provided by IVD manufacturers as opposed to UCUM specifications [9]. It becomes difficult for medical 
practitioners to uncover these discrepancies themselves when the visual interfaces that they use to access patient 
data within EHRs do not explicitly display units or reference ranges [29], or require additional steps/clicks to access 
them [27].  

Furthermore, no one is currently required to use certified HIT. Use of certified HIT is promoted through the 
Medicare “Promoting Interoperability” (previously “Meaningful Use”) programs where participants only get full 
funding if they use certified HIT. However, not everyone in the system is eligible to participate in that program or 
does so. 

Recommendations 11 and 12 call for additional safety controls to be enacted on HIT systems. Their goal is to 
address existing safety concerns within HIT systems, as well as to further adjust users’ and developers’ perceptions 
of the safety-criticality of these systems. 
 
Recommendation 11: Assign regulatory oversight of HIT safety to ONC or another appropriate group. Include the 
explicit directive to develop and include safety-related certification criteria for HIT and the ability to limit the 
inclusion of “hold harmless” clauses in HIT contracts. 

 
ONC must be assigned additional regulatory authority regarding oversight of HIT safety, including the explicit 

directive to create and enforce safety-related certification criteria for HIT systems and the ability to limit the 
inclusion of “hold harmless” clauses in HIT contracts. Ensuring that HIT systems are viewed in the same way as 
other safety-critical components of the healthcare ecosystem requires enforcing safety controls on HIT systems that 
is similar to the way they are enforced on devices and processes. 

The perception that HIT systems do not play a significant role in adverse events must be changed. These systems 
have evolved from electronic analogs of paper records to complex software implementations that aid practitioners 
in medical decision making. As the leading regulatory body currently overseeing HIT systems, ONC must be given 
additional responsibilities regarding control of HIT safety.  

Certification criteria for HIT systems, which have historically been driven by a need to increase usage of HIT, 
must include safety criteria as well. Some of the information for generating such criteria could come from the 
repository of HIT safety incidents in recommendation 8. Sophisticated and modern hazard analysis techniques are 
also important to include in the certification process.  

The mistaken perception that HIT is not safety-critical should not be instantiated by “hold harmless” clauses in 
HIT contracts. ONC must include limits on “hold harmless” clauses in its certification programs. Additionally, 
ONC must be given the authority to require HIT companies to address problems that are identified as safety-critical, 
regardless of maintenance contracts between HIT companies and customers.  
 
Recommendation 12: Establish incentives for using certified HIT throughout the entire healthcare ecosystem 

 
If more HIT systems are subject to the controls proposed in recommendation 11, safety constraints on HIT in 

general can be better enforced. Therefore, a wider range of users of HIT must be required or incentivized to use 
certified HIT products. 

Usage of certified HIT systems should be required or incentivized beyond the subset of care facilities, clinicians, 
and critical access hospitals that are currently participating in the Medicare “Promoting Interoperability” programs. 
For example, laboratories that operate outside of care facilities must be incentivized to use certified HIT systems. 
Without requirements or incentives to use certified HIT, any improvements to the certification will not be adopted 
ecosystem wide. 
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More stakeholders in the healthcare ecosystem could be required to use certified HIT by expanding existing 
regulatory frameworks (e.g., CLIA) or accreditation programs (e.g., CAP accreditation). Additionally, adoption of 
certified HIT could be encouraged by private institutions such as professional societies. Payors, both public and 
private, could also require or incentivize users to adopt certified technology in order to receive payments.  

However, usage of certified HIT will only increase patient safety if certification criteria place patient safety as 
a priority, as recommendation 11 suggests.  
 
5.6. Flawed Communication and Coordination 

One of the most common causal factors observed throughout the system is the lack of formal communication 
and coordination channels between controllers. Many regulators do not have the information they need to change 
or update regulatory standards. 

Even between medical practitioners and care facilities, safety concerns regarding HIT systems are often 
underreported [56], [57]. Medical practitioners may be reluctant to report occurrences out of fear of not being 
considered knowledgeable or competent [16] in operating the system, or because of fear of being punished [58]. 
Additionally, filling out error reports may be time consuming. A medical practitioner may not know what errors are 
reportable and may not trust that reporting will be worth the effort.  

Without strong feedback, care facility administrations may not attribute particular importance or priority to HIT 
related usability or safety concerns when they do arise. Instead, care facilities may believe that the systems were 
operated incorrectly by the practitioners. Given the high cost and effort expended to implement or customize HIT 
systems, it is not unreasonable for management to be reluctant to uncover and acknowledge problems that would 
require significant resources to address. Care facilities may not have maintenance contracts with their HIT vendor 
so they may use workarounds that are more immediately cost-efficient, such as trying to change a medical 
practitioners use of a system rather than the system itself [59]. Furthermore, if HIT related safety concerns are not 
identified at the care facility level, they will never reach the vendors or regulatory authorities that could enact further 
controls on the systems. 

Even if a care facility has good internal records of safety problems with HIT, there is no federal repository for 
this data. The ONC directs care facilities and medical practitioners to send reports of problems involving HIT to 
the HIT company, then to the ONC-Authorized Certification Bodies and then finally to the ONC if they do not get 
a response from the other two parties. The ONC, however, is only looking for information on whether or not certified 
HIT products are meeting certification standards in the field. Some reports get sent to the FDA Maude database, 
but as HIT is not under their purview, they get few results and cannot take much action on them. The 2014 FDASIA 
report recommended the creation of an agency under the ONC for this purpose, but it was never created. 

Lack of quality feedback also contributes to a positivity bias for scientific publications surrounding HIT [55], 
[60]. The positivity bias might influence decisions made by care facility administrations when it comes to acquiring 
and utilizing HIT. Positivity bias is a good example of circular causality in accidents, where lack of feedback leads 
to weak controls, leading in turn to even less feedback. Because of widespread assumptions regarding the safety of 
HIT, real problems are underreported and assigned low priorities. As a result, few safety controls are enacted on 
HIT systems and stronger controls are enforced on medical practitioners that operate these systems. This circular 
causality perpetuates the idea that practitioners should be responsible for compensating for flaws in HIT and leads 
them to report these flaws less often. 

Inadequate communication and coordination channels between data users may also contribute to patient harm. 
Many unsafe situations arise because physicians and laboratorians are expected to perfectly execute tasks that 
require data that is not consistently provided in many current systems.  

For example, as described in scenario 2-21, laboratories are typically responsible for communicating quickly 
and directly to the physician when a notable result is identified. This notification allows physicians to be alerted to 
results that require an immediate response. Without the notification, physicians may be unaware that a critical and 
time-sensitive result was obtained until the next time they open that patient’s record. Unfortunately, laboratorians 
may not have sufficient clinical context to identify all critical results. 

Reference ranges, the numerical bounds that determine if a lab value is “normal” or “out of range,” are essential 
elements for interpreting a test result. Reference ranges may vary based on demographic factors like age and sex, 
as well as specific preconditions patients might have [30], [31]. The laboratory often does not receive sufficient 
clinical context to know which reference range is most applicable to a patient, and therefore whether a diagnostic 
test result is critical or time-sensitive [32]. For example, orders sent from a medical practitioner to a lab may not 
include the age, gender, weight, or previous diagnosis of a patient. An oncology patient may need a transfusion for 
a higher platelet test value, whereas, for an otherwise healthy individual, the critical platelet value may be much 
lower [33].  
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If medical practitioners are not prompted to enter relevant clinical context—through automatic prompts in the 
lab order process or by other means—laboratorians will not consistently receive the required information. Medical 
practitioners cannot be expected to remember what clinical context is needed for every single test they may order. 
Often the only way for the lab to obtain missing information is to contact the ordering provider, which may be 
difficult under time or resource constraints. Furthermore, physicians may not have access to the information the 
laboratorian needs if the call comes after the patient has left the care environment.  

One reason both parties may not have access to necessary data is because HIT implementation teams may have 
made decisions regarding needs, representations, and interfaces for laboratory data without sufficient input from 
laboratorians.  

Recommendations 5 and 8, described earlier, address the flawed communication and coordination channels in 
the laboratory data ecosystem through creating the infrastructure needed to collect reports on HIT safety and gaps 
in laboratory data standards. Recommendation 13, below, aims to address the problem of inclusion of laboratorians 
in decisions regarding laboratory data infrastructure.   

 
Recommendation 13: Develop formal processes for inclusion of laboratorians in the multidisciplinary teams 

responsible for decisions about laboratory data needs, representations, and interfaces at care facilities. 
 

Care facilities, especially those with integrated laboratories, may consider opportunities for laboratorians to 
support decision making regarding laboratory data components in HIT. Laboratorians should help support decision 
making in the initial implementation, utilization, and maintenance of relevant HIT.  

Determining what specific form that support should take is beyond the scope of this study, but one potential 
example could include ensuring laboratorians are part of the multidisciplinary teams that determine how laboratory 
tests are presented to practitioners both on the test order and test result views. 

 
 

 
  



 
System Safety within Laboratory Data Exchanges Report 

 

 Page 41 

6. Conclusions 
 
This study used a system-theoretic modeling and analysis approach to understanding the causes of healthcare 

adverse events related to diagnostic data. Our modeling was aided by interviews with participants in all parts of the 
healthcare system. In our interviews, the participants told us about many, if not most, of the problems that we also 
identified by our formal hazard analysis process. The problems and adverse event causal scenarios we identified 
are not unknown within the healthcare community. What is not understood widely is how to get past the problems 
and effect changes to greatly increase healthcare safety. Our recommendations address potential solutions.  

Once again, we emphasize that our goal was not to focus on what individuals or even individual components 
of the system are doing wrong, but instead on why their actions make sense within the system as it exists today. 
Our recommendations are about how to change the overall system design to allow and encourage safe behavior by 
everyone.  The causal scenarios for adverse events identified by STPA point clearly to actionable recommendations 
that can be linked to the related flaws in the system. A rationale for all the recommended changes to the system is 
provided by the links to adverse events.  

Perhaps the biggest takeaway from our effort and from the application of system theory is that the difficult 
problems in healthcare safety cannot be solved without applying a systems-theoretic approach: major improvements 
will require the system as a whole to be redesigned, not just small tweaks to parts of it. The problems are not so 
much in the individual components of the U.S. healthcare system, where everyone is trying to provide safe and 
effective care. The most serious and persistent problems are instead occurring in the interactions and 
interdependences between the system components. Only by redesigning the system to control these interactions will 
great progress be made.  

This redesign will require, as found in every other industry, some introduction of centralized or governmental 
controls. Local changes, though well meaning, are usually not enough to solve global problems. Local changes may 
have unintended consequences on other parts of the system that result in no overall increase in safety. Sometimes 
local improvement can even lead to decreases in healthcare safety in the system as a whole. Most industries that 
have dealt successfully with ensuring system safety (not just occupational or workplace safety) have found that 
some centralized controls over the behavior of system components and the interactions among components and over 
the collection of the information needed to improve safety is required. The goal should be to introduce the most 
effective and necessary safety controls without eliminating the local autonomy necessary to ensure productivity and 
efficacy. 

While the recommendations in this report represent large changes for the healthcare community, they are 
standard features in other industries that have highly successful safety records. For example, the U.S. has an 
incredibly safe aviation system, which is unparalleled compared to other types of transportation systems. One of 
the reasons is that aviation in the U.S. long ago instituted the type of systemic control of safety recommended for 
healthcare in this report. They do not depend on just one type of control (for example, checklists, information 
collection, or accident investigation), but instead have created a safety management system that emphasizes a set 
of complementary controls to proactively manage hazards. Hazards, including those arising between the different 
system components, are eliminated, or controlled through changes to the national airspace system as a whole and 
to the interactions among the many system components.  

As one example, each airline would like to optimize their schedules to fly whenever they want and wherever 
they want. The problem is that local autonomy leads to accidents and a “wild west” approach where some win but 
more lose because everyone wants to fly direct routes to the most popular airports at the same time. The Air Traffic 
Control System (ATC) was introduced after tragic accidents. The result has been near elimination of collisions for 
the aircraft in the ATC system despite large increases in flights as well as ensuring optimization of overall system 
throughput. 

Finally, changing the current system, as difficult as it will be, is not enough. There also needs to be action to 
control the foreseeable changes in the healthcare industry. One of these is the rapidly growing use of software and 
information technology. We can wait until the inevitable adverse events start to occur widely, or we can take action 
to ensure that new software and advanced automation is introduced from the beginning with acceptable controls 
over patient safety. Other industries, for example automobiles, are rapidly introducing software into their products 
and systems. The automotive industry, however, is simultaneously developing the standards and methodologies 
required to control the new hazards. Healthcare must do the same. 

The types of structural changes recommended in this report may take some time to introduce into the U.S. 
healthcare system. In the meantime, near-term solutions will be required to provide adequate control over hazards. 
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All the changes will require the participation of everyone in the healthcare community to ensure that the most 
effective controls are successfully created and used. Local optimization may in some cases have to be sacrificed for 
overall increases in healthcare safety, quality, and efficiency. 
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Appendix B – Controller Descriptions 
 

• Data Layer: The data layer includes the physical devices and infrastructure used to send, transmit, and receive 
laboratory data. This includes IVD devices, which exchange test order and test result data with laboratory 
information systems (LISs). The LIS typically contains a database that stores the data, as well as a user interface 
that a laboratorian uses to access the data. Data stored within the LIS can be transmitted to other health 
information technology (HIT) systems, such as an electronic health record (EHR) system belonging to a care 
facility. The care facility EHR/HIT system also contains a database and a user interface through which a medical 
practitioner can insert or access health data.  

• Patient: The patient is the individual receiving care, for whom the laboratory tests are conducted. Patients 
receive information about procedures they must follow for diagnostic testing from medical practitioners or 
laboratories, and may contact them to provide personal information, report new symptoms, or ask for 
clarification about testing procedures or treatment. Patients may directly provide the laboratory with the sample 
for laboratory testing, or the sample may be collected by a medical practitioner. Once the laboratory test is 
conducted, patients may be able to directly access their test results within a care facility’s EHR/HIT system 
through a patient portal, and those results may be shown to them in a raw or processed (trended) format. Patients 
can also update their own personal information through the portal, as well as make or modify appointments for 
consultation, treatment, or diagnostic testing. Patients interacting directly with IVD devices (such as at-home 
test kits) can also voluntarily report issues with the devices to the FDA through the MedWatch platform. 

• Medical Practitioner: Medical practitioners (e.g., clinicians) interact directly with patients in the form of 
consultations, ordering and interpreting diagnostic tests, collecting test samples, and providing treatment/care. 
Medical practitioners provide instructions to patients about the procedures they must follow to ensure accurate 
results of a laboratory test, and to ensure their treatment progresses as intended. In turn, they collect information 
from patients, including their clinical history or symptoms observed. Practitioners may operate independently, 
or as part of a larger care facility, and are typically subject to the procedures and policies in place at that facility. 
Practitioners usually interact with an EHR/HIT system to input patient information, order tests, and access test 
results. That EHR/HIT system may also provide clinical decision support (CDS) to aid the practitioner in 
providing the best care for the patient. Though policies differ at different institutions, medical practitioners 
encountering errors or adverse events may report those instances to the care facility administration, or directly 
to the FDA through the MedWatch platform. Practitioners are also credentialed by payors and may receive 
additional coverage from the Centers for Medicare and Medicaid Services (CMS) for having achieved a set of 
interoperability metrics when it comes to using EHRs/HIT systems. 

• Laboratory: Laboratories are the facilities where the diagnostic testing within scope of this study takes place. 
Laboratories acquire and maintain in vitro diagnostic (IVD) devices, which they use to analyze the samples 
collected by medical practitioners for diagnostic testing. Though policies also differ at different institutions, 
laboratories encountering issues with IVD devices may report those issues to the manufacturer, or directly to 
the FDA through the MedWatch platform. Laboratories also acquire and maintain laboratory information 
systems, through which they receive, process, and store test orders from care facilities and medical practitioners, 
and share test results back to them. Laboratories update LISs following releases of new reference terminologies, 
messaging standards, or software functionality provided by the LIS vendor. Laboratories are also responsible 
for testing their LISs following updates and after the initial installation. Laboratory operations are regulated by 
CMS through the Clinical Laboratory Improvement Amendments (CLIA), whose requirements are typically 
enforced and expanded upon by accreditation and quality organizations like the College of American 
Pathologists (CAP). Laboratories are also required to report diagnostic data to public health agencies (PHAs) 
according to standards provided by those agencies.  

• Care Facility: Care facilities are the institutions (e.g., hospitals or clinics) where patients go to receive medical 
care. Care facilities acquire and maintain EHR systems, through which they store and access patient clinical 
and billing data, as well as submit diagnostic test orders and receive the associated test results. Care facility IT 
teams update EHRs following releases of new reference terminologies, messaging standards, or software 
functionality provided by the EHR vendor. Part of the responsibilities of maintaining EHR systems include 
mapping local codes to reference terminologies for processing of diagnostic test orders and results. Care 
facilities are also responsible for testing their EHRs following updates and after the initial installation. The care 
facility administration provides instructions and procedures to the medical practitioners that work there, as well 
as process any reports about errors or adverse events observed and reported. Those reports can be addressed 
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internally or escalated to regulatory bodies or EHR vendors. Like laboratories, care facilities are also required 
to report diagnostic data to PHAs according to standards provided by those agencies.  

• EHR/HIT Companies and LIS Companies: EHR/HIT companies, along with LIS companies, provide 
software resources that care facilities and laboratories use to manage healthcare data. These companies provide 
software tools to their customers, as well as support for building, maintaining, and testing the tools. Customers 
may share particular needs or requirements with HIT companies, who then work with the customer to modify 
the default implementation of a software tool (known as the “model system”) to fit the customer’s particular 
use case. Customers may also report problems with HIT systems to HIT companies, who may address the issue 
directly or require the customer to address it themselves. HIT companies developing systems for use in care 
facilities (like EHRs) may have their systems certified according to the ONC’s certification criteria outlined in 
the final rule of the 21st Century Cures Act. Utilization of certified EHR systems is required in order for care 
facilities to receive certain funding incentives from CMS. 

• IVD Manufacturers/Importers: IVD manufacturers develop and market in vitro diagnostic devices that 
laboratories use to run tests. IVD manufacturers must obtain approval for all IVD devices from the FDA through 
one of several pathways before a device may be used in a commercial laboratory. Manufacturers are also subject 
to quality control mechanisms from the FDA and are required to report to the FDA any complaints they may 
have received of device malfunctions, serious injuries or deaths associated with medical devices. In such cases, 
the FDA may issue corrective action to the manufacturer, or the manufacturer may voluntarily recall products 
that present a risk of injury. When laboratories acquire IVD devices, manufacturers also provide instructions 
on how the devices should be used. IVD importers act as representatives of IVD manufacturers that are based 
outside the United States. Manufacturers based outside the United States must still meet applicable U.S. 
regulations in order to import devices into the country. IVD importers are also required to report to the FDA 
any complaints they may have received of device malfunctions, serious injuries or deaths associated with 
medical devices. 

• Laboratory/Personnel Accreditation Organizations: Laboratory and personnel accreditation organizations 
are independent organizations that act on behalf of government agencies to provide certification and 
accreditation to different components of the laboratory data ecosystem. Examples include the College of 
American Pathologists (CAP), American Society for Clinical Pathology (ASCP), among others. These 
organizations accredit laboratories and laboratory personnel based on requirements imposed by regulation, such 
as the Clinical Laboratory Improvement Amendments (CLIA). Requirements imposed by laboratory and 
personnel accreditation organizations must be at least equivalent to regulatory requirements but are often more 
stringent.  

• EHR/HIT Certification Organizations: EHR/HIT certification organizations are third-party entities that work 
under the purview of the ONC to test and certify electronic health record (EHR) and health information 
technology (IT) products and services [61]. These organizations, known as ONC-Authorized Certification 
Bodies (ONC-ACBs), are authorized by the ONC to make certification decisions and conduct surveillance on 
HIT companies. HIT certification organizations may also receive reports from users of HIT systems regarding 
potential safety risks or violations of certification criteria. 

• Naming, Coding, and Messaging Standards Development Organizations (LOINC, SNOMED, HL7, etc.): 
Naming, coding, and messaging (NCM) standards development organizations (SDOs) create standards to 
support interoperability of electronic data between healthcare systems. Each organization has a different focus. 
Organizations like the Regenstrief Institute and SNOMED International develop particular terminology 
standards for representing medical concepts, like LOINC (Logical Observation Identifiers Names and Codes) 
and SNOMED CT (Systemized Nomenclature of Medicine-Clinical Terms). These organizations may 
collaborate to further standardize terminologies, such as a recent agreement to develop a LOINC extension that 
will create both LOINC and SNOMED CT codes for all concepts that are shared between the terminologies 
[62]. HL7 (Health Level Seven) provides a common language around content and structures for clinical data 
classes (e.g. diagnoses, allergies, procedures) [63]. There are many other naming, coding, and messaging 
organizations, but this report will focus on LOINC, SNOMED, and HL7. These organizations periodically 
release updates of their standards, to be utilized by HIT companies, care facilities and laboratories. Users of 
laboratory data standards may request new reference terminology codes through the standards organization’s 
website portals.  

• Payors: Payors in the U.S. laboratory data ecosystem include Preferred Provider Organizations (PPOs), Health 
Maintenance Organizations (HMOs), healthcare service contractors, state insurance agencies, claim handlers, 
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and others. Payors enter into data sharing agreements with care facilities, medical practitioners, and laboratories 
(recipients). For the payors to send payments, the recipients (care facilities, medical practitioners, and 
laboratories) need to send petitions for coverage, claims, performance reports, and accreditation status. 
Recipients are required to be accredited to receive payment.  Based on what they decide to pay, Payors influence 
the access to care that a patient will receive. CMS is the largest payor for healthcare in the U.S. and may provide 
additional funding to payors that meet a set of quality criteria imposed by CMS. 

• Public Health Agencies: Public health agencies (PHAs) are official agencies established by a state or local 
government for the purpose of maintaining the health of their population by providing certain environmental 
health, medical, and sometimes therapeutic services. PHAs impose particular requirements on laboratories 
within their jurisdiction to report test results and disease patterns.  

• FDA: The Food and Drug Administration (FDA) is an operating division of HHS. It consists of the Office of 
the Commissioner and four directorates overseeing the core functions of the agency. The FDA regulates foods, 
drugs, biologics, medical devices, electronic products that give off radiation, cosmetics, veterinary products, 
and tobacco products [64]. The FDA interprets laws given by Congress and carries out (regulates) the intent of 
those laws. The FDA will sometimes send out guidance to the industry to clarify certain aspects of the laws. 
FDA guidance is not legally binding [65]. The FDA approves medical devices through the 510(k) clearance 
process before manufacturers can sell them in the U.S [66]. The FDA monitors the ongoing safety and efficacy 
of regulated medical devices through MedWatch, the FDA Safety Information and Adverse Event Reporting 
Program [67]. They also conduct audits on approved devices and require recalls, injunctions, and seizure notices 
on devices that are discovered to be unsafe or ineffective. They also send out import alerts on devices that are 
manufactured outside the U.S. when necessary. The FDA’s Digital Health Center of Excellence (DHCoE) 
provides regulatory advice and support to the FDA’s regulatory review of digital health technology [68]. 

• CDC: The Centers for Disease Control and Prevention (CDC) is an Operating division of the HHS. The CDC 
fights disease and supports communities and citizens to do the same. The CDC is the United States 
government’s health protection agency. It CDC conducts critical science and provides health information to 
protect the U.S. against health threats and responds when threats arise [69].   The CDC has over 200 laboratories 
across the U.S. that specialize in research, surveillance, and reference diagnostic testing [70]. The CDC 
launched the Data Modernization Initiative in 2020 [71].  CDC’s Division of Laboratory Systems Informatics 
and Data Science Branch develops, maintains, and evaluates informatics and data science approaches to 
strengthening laboratory information systems for improved clinical and public health outcomes. This includes 
coordination of regional and national systems, reporting of laboratory diagnostic information to electronic 
health records, decision-making tools for healthcare providers, research and application of laboratory-related 
data, and informatics solutions for improved laboratory management, practice, and emergency preparedness 
[72]. The CDC may also serve as a reference laboratory for particular tests, and may conduct proficiency testing 
on laboratories to maintain the quality and accuracy of particular types of results, such as newborn screening 
[73]. 

• ONC: The Office of the National Coordinator for Health Information Technology (ONC) operates under the 
Office of the Secretary of HHS, to support the adoption of health information technology and the promotion of 
nationwide, standards-based health information exchange to improve healthcare. ONC develops regulations for 
the certification of HIT systems, engages public input, and implements grant programs, such as those to initiate 
state health information exchanges and the Regional Extension Centers that provide technical assistance to 
reach meaningful use of EHRs [74], [75]. The ONC authorizes ONC-ACBs to make certification decisions and 
conduct surveillance on HIT companies. The ONC may also receive reports from users of HIT systems 
regarding potential safety risks or violations of certification criteria. 

• CMS: The Centers for Medicare and Medicaid Services (CMS) is an Operating division of the HHS. The CMS 
provides health coverage to more than 100 million people through Medicare, Medicaid, the Children’s Health 
Insurance Program, and the Health Insurance Marketplace. CMS seeks to strengthen and modernize the United 
States’ healthcare system, to provide access to high quality care and improved health at lower costs [76]. CMS 
works closely with the Office of the National Coordinator for HIT (ONC) for the purpose of health data 
interoperability with the Medicare Promoting Interoperability Program [77]. CMS regulates all laboratory 
testing (except research) performed on humans in the U.S. through the Clinical Laboratory Improvement 
Amendments (CLIA) to ensure quality laboratory testing [78]. The CMS authorizes laboratory accreditation 
organizations to perform inspections and accredit laboratories according to their own set of requirements, as 
long as those requirements are equivalent or more stringent than those imposed by CLIA. The CMS also sets 
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particular quality assurance standards, which other payors must meet in order to receive additional funding from 
CMS.  

• Reference Libraries: Reference libraries are government agencies who curate and release compendia of 
healthcare terminology, including the National Library of Medicine (NLM) or the National Cancer Institute 
(NCI), both a part of the National Institutes of Health (NIH). NLM is the world’s largest biomedical library and 
aims to make biomedical data and information more accessible. NLM enables researchers, clinicians, and the 
public to use the vast wealth of biomedical data to improve health [79]. NLM publishes the Unified Medical 
Language System (UMLS), which integrates and distributes key terminology, classification and coding 
standards, and associated resources to promote creation of more effective and interoperable biomedical 
information systems and services, including electronic health records.  

• Department of Health and Human Services (HHS) Administration: HHS is responsible for the day-to-day 
enforcement and administration of federal health laws [80]. The mission of the U.S. Department of Health and 
Human Services (HHS) is to enhance the health and well-being of all Americans by fostering sound, sustained 
advances in the sciences underlying medicine, public health, and social services [81]. The HHS has twelve 
Operating divisions, including the Centers for Disease Control and Prevention (CDC), the Centers for Medicare 
and Medicaid Services (CMS), the Food and Drug Administration (FDA), and the National Institutes of Health. 
The Office of the National Coordinator for HIT (ONC) is also under the authority of the HHS, listed under the 
Office of the Secretary [82].  HHS provides administrative oversight of the FDA and other HHS divisions. The 
leadership structure within HHS determines, assigns, and enforces the responsibilities of the different operating 
divisions and offices within the department. 

• The White House: The White House is responsible for implementing and enforcing the laws written by 
Congress. The White House also appoints the Cabinet, which is composed of the heads of the 15 federal 
agencies, including HHS. The President submits to Congress the recommended budget for the federal agencies 
[83]. The White House Office of Information and Regulatory Affairs (OIRA), an agency within the Executive 
Office of the President, reviews draft proposed and final regulations [84].  

• Congress: Congress creates and passes the laws that give the Department of Health and Human Services 
(HHS), the Food and Drug Administration (FDA), and other healthcare-associated federal regulatory agencies 
their authority [85]. Congress may pass down legal requirements, funding allocations, and determinations of 
responsibilities to regulatory agencies (such as those under HHS) and their affiliates. Congress also provides 
its opinion on healthcare-associated regulations. 
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Appendix C – Complete list of UCAs 
 
This list of unsafe control actions includes all UCAs identified during the course of this study. The 42 UCAs shown in Table 3 are indicated with a 

number, an asterisk and are highlighted.  
 

Controller: Medical Practitioner 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Provide treatment 
to patient 

UCA: Medical practitioner 
does not provide treatment 
when patient needs treatment 
to avoid harm 
 

UCA: Medical practitioner 
provides treatment when 
patient does not need any 
treatment 
 
UCA-1*: Medical 
practitioner provides 
treatment that does not 
match the patient’s condition 

UCA-2*: Medical 
practitioner provides 
treatment too late to avoid 
patient harm 
 
UCA: Medical practitioner 
provides treatment too early 
before patient condition has 
been identified 

UCA: Medical practitioner 
stops providing treatment too 
early before patient condition 
has been resolved 
 
UCA: Medical practitioner 
provides treatment for too long 
after patient condition has been 
resolved 
 

Communicate 
laboratory pre-test 
instructions or test 
procedures to 
patient 

UCA: Medical practitioner 
does not communicate 
laboratory pre-test 
instructions or test procedures 
to patient when specific 
actions are required from 
patient and patient has not 
already received that 
information 

UCA: Medical practitioner 
communicates laboratory 
pre-test instructions or test 
procedures to patient in a 
language/terminology 
patient does not understand 
 
UCA: Medical practitioner 
communicates laboratory 
pre-test instructions or test 
procedures in a way that is 
not repeatedly accessible to 
patient (not in writing, etc.) 

UCA: Medical practitioner 
communicates laboratory 
pre-test instructions or test 
procedures to patient too 
early before test will be 
conducted 
 
UCA: Medical practitioner 
communicates laboratory 
pre-test instructions or test 
procedures too close to 
when test is being 
conducted 

N/A 
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Medical Practitioner (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Communicate 
laboratory pre-test 
instructions or test 
procedures to 
patient (continued) 

 UCA: Medical practitioner 
communicates laboratory 
pre-test instructions or test 
procedures that patient is 
incapable of following 
 
UCA: Medical practitioner 
communicates incorrect 
laboratory pre-test 
instructions or test 
procedures to patient 
 
UCA: Medical practitioner 
communicates incomplete 
laboratory pre-test 
instructions or test 
procedures to patient 
 
UCA: Multiple medical 
practitioners communicate 
conflicting laboratory pre-
test instructions or test 
procedures to patient 
 

  

Collect patient 
specimen 

UCA: Medical practitioner 
does not collect patient 
specimen that is needed for a 
test 

UCA: Medical practitioner 
collects incorrect patient 
specimen that is needed for a 
test 
 
UCA: Medical practitioner 
collects specimen from 
incorrect patient 

UCA: Medical practitioner 
collects patient specimen 
too soon before test needs 
to be run 
 
UCA: Medical practitioner 
collects patient specimen 
too late after sample was 
requested 

UCA: Medical practitioner 
stops collecting patient 
specimen too soon before full 
specimen has been collected 
 
UCA: Medical practitioner 
continues collecting patient 
specimen for too long after full 
specimen has been collected 
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Medical Practitioner (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Collect patient 
specimen 
(continued) 

 UCA: Medical practitioner 
follows incorrect procedure 
in collecting patient 
specimen 
 
UCA: Medical practitioner 
collects patient specimen 
when patient has not 
followed test requirements 
 
UCA: Medical practitioner 
harms patient during 
specimen collection 

UCA: Medical practitioner 
collects patient sample too 
late after patient conditions 
change 
 
UCA: Medical practitioner 
collects patient specimen 
too early before patient 
conditions change 

 

Label patient 
specimen 

UCA: Medical practitioner 
does not label patient 
specimen that is needed for a 
test 

UCA: Medical practitioner 
labels patient specimen with 
incorrect description of 
sample 
 
UCA: Medical practitioner 
labels specimen with one 
patient’s name when sample 
belongs to another patient 
 
UCA: Medical practitioner 
labels specimen without 
following proper labeling 
procedure 
 

UCA: Medical practitioner 
labels patient specimen too 
late after specimen has been 
collected 
 
 

N/A 

Enter patient data 
into HIT system 

UCA: Medical practitioner 
does not enter new patient 
data into HIT system when 
patient communicates new 
data with them 

UCA: Medical practitioner 
enters incorrect patient data 
into HIT system 
 

UCA: Medical practitioner 
enters patient data into HIT 
system too late after data 
has been obtained 

UCA: Medical practitioner 
stops entering patient data in 
HIT system too soon before full 
set of data has been entered  
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Medical Practitioner (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Enter patient data 
into HIT system 
(continued) 

UCA: Medical practitioner 
does not enter new patient 
data into HIT system when 
patient condition has changed 
 

UCA: Medical practitioner 
enters incomplete patient 
data into HIT system 
 
UCA: Medical practitioner 
enters patient data into HIT 
system under one patient’s 
name when data belongs to 
another patient 
 

  

Order laboratory 
test 

UCA: Medical practitioner 
does not order laboratory test 
when patient needs that test to 
diagnose/monitor a condition 
 

UCA: Medical practitioner 
orders laboratory test when 
patient does not need that 
test to diagnose/monitor a 
condition 
 
UCA-3*: Medical 
practitioner orders 
laboratory test that is not the 
best/most appropriate test to 
diagnose a disorder/disease 
 
UCA-4*: Medical 
practitioner orders 
laboratory test that is not 
covered by patient’s health 
insurance 
 
UCA-5*: Medical 
practitioner orders 
laboratory test for patient 
that has already been done 

UCA: Medical practitioner 
orders laboratory test too 
late after it is determined 
that patient needs that test 
to diagnose/monitor a 
condition 
 
UCA: Medical practitioner 
orders laboratory test too 
early before it is determined 
that patient needs that test 
to diagnose/monitor a 
condition 

UCA: Medical practitioner 
stops ordering laboratory test 
too soon before order has been 
completed 
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Medical Practitioner (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Order laboratory 
test (continued) 

 UCA: Medical practitioner 
orders laboratory test 
without providing necessary 
clinical context (e.g., ask at 
order entry questions) about 
patient 
 
UCA: Medical practitioner 
orders test from laboratory 
when laboratory does not 
offer that test 
 
UCA: Medical practitioner 
orders test that patient 
cannot complete 
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Controller: Laboratory/Care Facility 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Update HIT system UCA-6*: Laboratory/care 
facility does not update HIT 
system when safety-critical 
HIT system update is released 
 
 
 

UCA: Laboratory/care 
facility updates HIT system 
without following correct 
update procedures 
 
UCA-7*: Laboratory/care 
facility updates HIT system 
to version that is 
incompatible with other 
systems 
 
UCA: Laboratory/care 
facility updates only one of 
multiple modules of a HIT 
system that depend on each 
other 
 
UCA: Laboratory/care 
facility updates HIT system 
without directly informing 
system users of implications 
of update 
 

UCA: Laboratory/care 
facility updates HIT system 
too late after update is 
released 
 
UCA: Laboratory/care 
facility initiates HIT system 
update outside of scheduled 
timeslot 
 

UCA: Laboratory/care facility 
stops HIT system update too 
soon before update is complete 

Update reference 
terminology in HIT 
system 

UCA-8*: Laboratory/care 
facility does not update 
reference terminology in HIT 
system when safety-critical 
reference terminology update 
is released. 

UCA: Laboratory/care 
facility updates reference 
terminology in HIT system 
without following correct 
update procedures 
 
UCA: Laboratory/care 
facility updates reference 
terminology in HIT system 
to version that is 
incompatible with other 
systems 

UCA: Laboratory/care 
facility updates reference 
terminology in HIT system 
too late after update is 
released 
 

N/A 
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Laboratory/Care Facility (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Update reference 
terminology in HIT 
system (continued) 

 UCA: Laboratory/care 
facility updates reference 
terminology in HIT system 
without directly informing 
system users of implications 
of update 
 

  

Map local codes to 
reference 
terminology 

UCA-9*: Laboratory/care 
facility does not map local 
codes to reference 
terminology when safety-
critical reference terminology 
update is released 

UCA-10*: Laboratory/care 
facility maps local codes to 
reference terminology 
incorrectly/ inconsistently 

UCA: Laboratory maps 
local codes to reference 
terminology too late after 
reference terminology is 
released and local codes are 
already in use 
 

N/A 

Enable software 
feature in HIT 
system 

UCA-11*: Laboratory/care 
facility does not enable 
safety-critical software 
feature on HIT system 
 

UCA: Laboratory/care 
facility enables only one of 
multiple modules of a HIT 
system that depend on each 
other 
 
UCA: Laboratory/care 
facility enables functionality 
in a HIT system that 
overrides safety controls 
 
UCA: Laboratory/care 
facility enables functionality 
in a HIT system that is not 
meant to be used in a 
specific context 

N/A N/A 
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Controller: Laboratory 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Calibrate IVD 
devices 

UCA: Laboratory does not 
calibrate IVD devices when 
they lose calibration 

UCA: Laboratory calibrates 
IVD devices to incorrect 
setting 

UCA: Laboratory calibrates 
IVD devices while time 
critical samples are waiting 
to be processed 
 
UCA: Laboratory calibrates 
IVD devices before device 
update is complete 

UCA: Laboratory stops 
calibration routine on IVD 
devices before routine is 
complete 

Transfer laboratory 
results to ordering 
practitioner’s HIT 
system 
 

UCA: Laboratory does not 
transfer laboratory results to 
ordering practitioner’s HIT 
system 
 

UCA: Laboratory transfers 
laboratory result to ordering 
practitioner’s HIT system 
without necessary data 
elements 
 
UCA: Laboratory transfers 
laboratory result to ordering 
practitioner’s HIT system 
using invalid/ inconsistent 
message structure 
 
UCA: Laboratory transfers 
laboratory result to ordering 
practitioner’s HIT system 
using invalid/ inconsistent 
reference terminology 
 
UCA: Laboratory transfers 
laboratory result to ordering 
practitioner’s HIT system in 
unstructured format (e.g., as 
a PDF) 

UCA: Laboratory transfers 
laboratory result to ordering 
practitioner’s HIT system 
too soon before realizing 
test results contained 
inaccuracies 
 

N/A 
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Laboratory (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Run laboratory test UCA: Laboratory does not 
run test ordered by physician 
 
 

UCA: Laboratory runs test 
without following 
appropriate test procedures 
 
UCA: Laboratory runs test 

on inadequate specimen 
 
UCA: Laboratory runs test 

on uncalibrated IVD device 
 
UCA: Laboratory runs test 

that does not match test 
ordered 

UCA: Laboratory runs test 
too late after test order is 
received 
 
UCA: Laboratory runs test 

too late after specimen is 
received 
 
UCA: Laboratory runs test 

too early before necessary 
patient information is 
received 
 
UCA: Laboratory runs test 

too early before calibration 
routine is complete 

UCA: Laboratory stops 
running test before results are 
obtained  
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Controller: Care Facility 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Acquire an EHR 
system 

UCA-12*: Care facility does 
not acquire an EHR system 
when patient data needs to be 
shared electronically from 
other facilities or laboratories 

UCA: Care facility acquires 
a non-certified EHR system  
 
 

UCA: Care facility does 
not acquire an EHR system 
too late after patient data 
would have needed to be 
shared electronically from 
other facilities or 
laboratories 

N/A 

Provide operational 
procedures/ 
policies to medical 
practitioners 

UCA: Care facility does not 
provide updated 
procedures/policies to 
medical practitioners 
following a HIT system 
update 
 
UCA: Care facility does not 
provide updated 
procedures/policies to 
medical practitioners 
following change in facility 
operations/logistics 
 
UCA: Care facility does not 
provide updated 
procedures/policies to 
medical practitioners 
following change in test 
availability or protocol (ref. 
ranges, etc.) 

UCA: Care facility provides 
incorrect procedures/policies 
to medical practitioners 
following an HIT system 
update, change in facility 
operations/logistics, or 
change in test availability/ 
protocol  
 
UCA: Care facility provides 
incomplete procedures/ 
policies to medical 
practitioners following an 
HIT system update, change 
in facility 
operations/logistics, or 
change in test availability/ 
protocol  
 
 

UCA: Care facility 
provides procedures/ 
guidelines to medical 
practitioners too late 
following an HIT system 
update, change in facility 
operations/ 
logistics, or change in test 
availability/ 
protocol  
 

N/A 

Assign laboratory 
result messages for 
manual review 

UCA: Care facility team does 
not assign laboratory result 
messages for manual review 
that cannot be automatically 
interpreted by HIT systems 
 

UCA: Care facility team 
assigns laboratory result 
messages for manual review 
without informing the 
appropriate stakeholders that 
need to review the results 

UCA: Care facility team 
assigns laboratory result 
messages for manual 
review too late after 
receiving message 
 

N/A 
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Care Facility (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Assign laboratory 
result messages for 
manual review 
(continued)) 

 UCA: Care facility team 
assigns laboratory result 
messages for manual review 
in a system that is 
inaccessible to the people 
assigned to review it 
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Controller: HIT Company 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Release HIT 
system update 

UCA-13*: HIT company 
does not release HIT system 
update following safety-
critical reports from 
customers 
 

UCA: HIT company 
releases HIT system update 
that does not sufficiently 
address error reports from 
customers 
 
UCA-14*: HIT company 
releases HIT system update 
that has been insufficiently 
tested 
 
UCA: HIT company 
releases HIT system update 
without providing sufficient 
build support for customers 
 
UCA: HIT company 
releases HIT system update 
without informing customers 
of the implications of 
updating or not updating 

UCA: HIT company 
releases HIT system update 
too late after receiving error 
reports from customers 
 
 

N/A 

Provide build 
support and 
maintenance for 
HIT system 
customers 

UCA-15*: HIT company 
does not provide sufficient 
build support or maintenance 
when customer does not have 
the resources to build or 
maintain HIT System 
 

UCA: HIT company 
provides incomplete build 
support or maintenance to 
customers 
 

UCA: HIT company 
provides build support and 
maintenance for HIT 
system customers too late 
after systems would need to 
be built/maintained (e.g., 
after hospital has already 
done it themselves) 

UCA: HIT company stops 
providing build support and 
maintenance to customer before 
system is operating as intended 
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HIT Company (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Roll back HIT 
system update 

UCA: HIT company does not 
roll back HIT system update 
that included safety-critical 
flaws  

UCA: HIT company rolls 
back HIT system update that 
included safety-critical 
functionality without 
providing alternatives to 
enforce safety controls 

UCA-16*: HIT company 
rolls back HIT system 
update with safety-critical 
flaws too late after update 
is released 

N/A 

Require non-
disclosure 
agreement from 
HIT system 
customers 

UCA: HIT company does not 
require non-disclosure 
agreement to customers 
regarding patient data stored 
in HIT system (potential for 
patient privacy concerns) 

UCA: HIT company 
requires non-disclosure 
agreement to customers 
regarding safety outcomes of 
HIT systems  

N/A UCA: HIT company requires 
non-disclosure agreement to 
customers regarding safety 
outcomes of HIT systems for 
too long after safety concerns 
have been identified by 
customers 

Select data 
standards to 
implement in HIT 
system 

UCA: HIT company does not 
select a particular set of data 
standards to implement in 
HIT system  

UCA-17*: HIT company 
selects data standard that is 
not compatible with data 
standards used in HIT 
systems from competitors 

N/A N/A 
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Controller: CMS 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Set laboratory 
safety and 
certification 
requirements 
(CLIA) 

UCA: CMS does not set 
requirement for preventing a 
particular safety-critical issue 
in laboratory ecosystem 
 
 

UCA: CMS sets laboratory 
safety and certification 
requirements that are too 
stringent for laboratories to 
realistically comply with 
(e.g., requiring electronic 
reporting even for labs that do 
not possess electronic 
reporting systems) 
 
UCA: CMS sets laboratory 
safety and certification 
requirements that do not 
consider safety-critical issues 
(e.g., test naming 
conventions, test context) 
 

UCA: CMS sets laboratory 
safety and certification 
requirements too late after 
laboratories are already 
performing a particular 
practice 
 

N/A 

Provide approval 
for laboratory 
based on CLIA 
criteria 

UCA: CMS does not approve 
laboratory that is compliant 
with CLIA criteria at the 
requested level 
 

UCA: CMS approves 
laboratory that is not 
compliant with CLIA criteria 
at the requested level 
 
UCA: CMS approves 
laboratory without 
performing appropriate 
inspections or delegating it to 
an approved body 
 

UCA: CMS approves 
laboratory that is compliant 
with CLIA criteria too late 
after compliance is 
demonstrated 
 
UCA: CMS approves 
laboratory too early before 
compliance with CLIA 
criteria is demonstrated 
 

UCA: CMS maintains approval 
for laboratory for too long after 
non-compliance with CLIA 
criteria has been discovered 

Inspect/audit 
laboratory 

UCA: CMS does not 
inspect/audit laboratory that 
is not complying with CLIA 
requirements 

UCA: CMS selects only a 
limited subset of test cases for 
which to inspects/audits 
laboratory 

UCA: CMS inspects/audits 
laboratory too late after 
scheduled inspection/audit 
date 

N/A  
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CMS (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Inspect/audit 
laboratory 
(continued) 

UCA: CMS does not 
inspect/audit laboratory that 
is not being inspected/  
audited by a CMS-approved 
accreditation program 
 

 UCA: CMS inspects/audits 
laboratory too late after 
significant change in 
laboratory equipment/ 
procedures 
 

 

Provide approval 
for laboratory 
/personnel 
accreditation 
organizations 

UCA: CMS does not approve 
an accreditation organization 
whose capabilities are equal 
or greater than those of CMS 
 

UCA: CMS approves an 
accreditation organization 
whose capabilities are not 
equal or greater than those of 
CMS 
 

UCA: CMS approves an 
accreditation organization 
whose individual criteria do 
not satisfy CLIA criteria 
 

N/A N/A 

Change 
requirements for 
“Promoting 
Interoperability” 
participants to 
avoid a negative 
payment 
adjustment 

UCA: CMS does not change 
requirements that are no 
longer relevant for current 
HIT systems 

UCA-18*: CMS changes 
requirements for “Promoting 
Interoperability” participants 
in a way that negatively 
impacts safety outcomes for 
program participants  

UCA: CMS changes 
requirements too early 
before users can adopt 
necessary changes 
 

UCA: CMS changes 
requirements too late after 
funding requirements that 
no longer become relevant 
for current HIT systems 

N/A 

Provide hardship 
exception for 
“Promoting 
Interoperability” 
program 
participant 

UCA: CMS does not provide 
a hardship exception for a 
requirement that has been 
deemed too stringent for care 
facilities to comply with 

UCA-19*: CMS provides a 
hardship exception for a 
requirement that allows 
hospitals to operate EHRs 
with known safety risks [86]. 
 

UCA: CMS provides a 
hardship exception for a 
requirement too late after 
the requirement is deemed 
too stringent for care 
facilities to comply with 

N/A 
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CMS (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Provide negative 
payment 
adjustment to care 
facility 

UCA-20*: CMS does not 
provide negative payment 
adjustment to care facility 
that did not meet funding 
requirements and is using 
systems that do not meet 
minimum safety requirements 

UCA: CMS provides 
negative payment adjustment 
to care facility that meets all 
funding requirements 

N/A UCA: CMS provides 
interoperability incentive 
funding for too long to care 
facility that did not meet 
funding requirements 
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Controller: ONC 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Adopt technical 
standards in HIT 
certification criteria 

UCA: ONC does not adopt 
technical standards in HIT 
certification criteria when 
standards would be useful for 
sharing of laboratory data 
 

UCA: ONC adopts technical 
standards in HIT certification 
criteria that are too stringent 
for HIT systems to 
realistically comply with 
 

UCA: ONC adopts technical 
standards in HIT certification 
criteria that do not fulfill 
needs of HIT system 
customers 
 

UCA-21*: ONC adopts 
technical standards in HIT 
certification criteria that are 
insufficient to create 
interoperable HIT systems 
 

UCA-22*: ONC adopts 
technical standards in HIT 
certification criteria too 
late after HIT systems are 
already deployed 
 

N/A  

Certify EHR as 
meeting current 
certification 
requirements  

UCA: ONC does not certify 
EHR that meets current 
certification requirements 

UCA-23*: ONC certifies 
EHR that does not meet 
current certification 
requirements 

N/A UCA: ONC maintains 
certification for too long for an 
EHR that no longer meets 
current certification 
requirements 
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Controller: FDA 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Approve IVD 
device 

UCA: FDA does approve an 
IVD device that is adequate 
or better than other IVD 
devices available on the 
market 

UCA-24*: FDA approves an 
IVD device that does not 
perform to expected 
performance levels 

UCA: FDA takes too long 
to give approval for a 
device for which there is 
no adequate replacement 
in the market 

UCA: FDA maintains approval 
for too long of an IVD device 
that does not perform to 
expected performance levels 

Issue corrective 
action to IVD 
manufacturer 

UCA: FDA does not issue 
corrective action to IVD 
manufacturer following a 
series of inappropriate results 
from IVD device  

UCA: FDA issues corrective 
action to IVD manufacturer 
whose device is performing 
according to regulation 

UCA-25*: FDA issues 
corrective action to IVD 
manufacturer too late 
following a series of 
inappropriate results from 
IVD device 

UCA: FDA issues corrective 
action to IVD manufacturer for 
too long following the 
resolution of a problem with an 
IVD device 

Audit/inspect IVD 
manufacturer 

UCA: FDA does not audit an 
IVD manufacturer whose 
IVD devices do not perform 
to expected performance 
levels 

UCA: FDA audits a 
manufacturer that has safe 
practices (wastes time on 
FDA and lab) 

UCA: FDA audits an IVD 
manufacturer too late after 
significant changes have 
occurred in IVD regulation  

N/A 

Require post-
market performance 
study on IVD 
device 

UCA: FDA does not require 
a post-market performance 
study of an IVD device 
whose results are used for 
high-risk diagnoses 

UCA: FDA requires 
excessive post-market 
performance study of IVD 
devices whose results are not 
used for high-risk diagnoses 

UCA: FDA requires a 
post-market performance 
study of an IVD device too 
late after the device’s 
results have begun being 
used for high-risk 
diagnoses 

UCA: FDA does not complete 
a post-market performance 
study of an IVD device whose 
results are used for high-risk 
diagnoses 
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Controller: IVD Manufacturer/Importer 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Issue recall of IVD 
device 

UCA: IVD manufacturer 
does not issue recall of IVD 
device that does not perform 
to expected performance 
levels 

UCA: IVD manufacturer 
issues recall on device that 
performs to expected 
performance levels and for 
which there is no adequate 
replacement in the market 
 

UCA: IVD manufacturer 
does issues recall of IVD 
device that does not 
perform to expected 
performance levels too 
late after performance 
problems are detected 

UCA: IVD manufacturer lifts 
recall of IVD device too soon 
before the resolution of a 
problem with the device 
 
UCA: IVD manufacturer does 
not lift recall of IVD device 
following the resolution of a 
problem with the device 
 

Release IVD 
device and 
associated 
procedures 

UCA: IVD manufacturer 
does not release IVD test to 
laboratories for which there is 
no adequate replacement in 
the market 

UCA: IVD manufacturer 
releases device that has been 
insufficiently tested on 
particular demographics (e.g., 
children) 
 
UCA: IVD manufacturer 
releases device that was 
approved with inadequate 
validation data 
 

UCA: IVD manufacturer 
releases device too soon 
before sufficient testing 
has been performed on 
particular demographics 
(e.g., children) 

N/A 

Release IVD 
device updates 

UCA: IVD manufacturer 
does not release IVD device 
update following safety-
critical reports from device 
users 

UCA: IVD manufacturer 
releases IVD device updates 
that renders device 
incompatible with other 
systems or procedures in place 
at a laboratory 
 
UCA: IVD manufacturer 
releases IVD device updates 
that do not sufficiently address 
safety-critical reports from 
device users  

UCA: IVD manufacturer 
provides IVD device 
updates too frequently 
such that device users 
cannot keep up to date 
 
UCA: IVD manufacturer 
releases IVD device 
updates too late after 
receiving safety-critical 
reports from device users 

N/A 
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IVD Manufacturer/Importer (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Associate IVD 
device output to 
reference 
terminology codes 

UCA-26*: IVD manufacturer 
does not associate device 
output to reference 
terminology codes when 
device output needs to be 
shared with external facilities 

UCA: IVD manufacturer 
associates device output to 
reference terminology codes 
incorrectly or inconsistently as 
compared to manufacturers of 
equivalent devices 

UCA: IVD manufacturer 
associates device output 
to reference terminology 
codes too late after device 
output would need to be 
shared with external 
facilities 

N/A 
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Controller: Payor 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Provide coverage/ 
reimbursement for 
laboratory test 

UCA-27*: Payor does not 
provide coverage for a 
laboratory test that may 
provide value to an individual 
patient’s case 
 

N/A UCA: Payor provides 
coverage for diagnostic 
test that is needed to 
diagnose a patient’s 
condition too late after 
coverage is requested 
 

UCA: Payor stops providing 
coverage for a series of 
diagnostic tests that is needed 
to diagnose a patient’s 
condition before all necessary 
results are obtained 
 

Provide data 
sharing agreement 
to provider/ 
laboratory 

UCA: Payor does not provide 
data sharing agreement to 
provider/laboratory that 
shares patient data with them 
 

UCA: Payor provides data 
sharing agreement that does 
not include all data that payor 
needs to meet quality criteria 
 
UCA: Payor provides data 
sharing agreement to provider/ 
laboratory that provider/ 
laboratory cannot fulfill 
 

N/A N/A 

Provide additional 
preventative 
healthcare/well-
being services to 
patients 

UCA: Payor does not provide 
additional preventative 
healthcare/well-being 
services that may provide 
value to an individual 
patient’s case 

N/A N/A  UCA-28*: Payor stops 
providing additional 
preventative healthcare/well-
being services that patients are 
actively utilizing  

 
  



 
System Safety within Laboratory Data Exchanges Report 

 

 Page 75 

Controller: Naming/Coding/Messaging (NCM) Standards Development Organizations (SDOs) & Reference Libraries 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Create/release new 
reference 
terminology  

UCA: SDO does not 
create/release new reference 
terminology after a new type 
of diagnostic test is developed 
 

UCA: SDO does not 
create/release new reference 
terminology after a new 
disease/ condition is 
identified 
 

UCA: SDO does not 
create/release new reference 
terminology when requested 
by stakeholder (lab, 
practitioner, etc.) 
 

UCA-30*: SDO 
creates/releases reference 
terminology or messaging 
standard that does not 
sufficiently standardize 
communication between users. 
 

UCA: SDO creates/releases 
reference terminology that 
conflicts or overlaps with 
existing terminology 
 

UCA: SDO creates/releases 
reference terminology without 
appropriate implementation 
documentation 

UCA-29*: SDO 
creates/releases new 
reference terminology too 
late after a new type of 
diagnostic test is 
developed or disease/ 
condition is identified 
 

UCA: SDO stops providing 
updates for outdated reference 
terminology standard when 
some facilities still utilize the 
standard 

Create new data 
messaging 
standards 

UCA: SDO does not create a 
new data messaging standard 
format when the current 
standard format is insufficient 
to capture results from new 
laboratory tests 

UCA: SDO creates additional 
data messaging standard 
formats when the current 
standard format is sufficient to 
capture results from laboratory 
tests  
 

UCA: SDO creates additional 
data messaging standard 
formats when a different SDO 
has already created a sufficient 
standard 

UCA: SDO creates a new 
data messaging standard 
format too late after 
safety-critical changes in 
the laboratory data 
ecosystem are released 

 

Provide release 
notes for reference 
terminology update 

UCA: SDO does not provide 
release notes for safety-
critical reference terminology 
update 
 

UCA: SDO provides 
incomplete or ambiguous 
release notes for safety-critical 
reference terminology update 
 

UCA: SDO provides 
release notes too late after 
releasing safety-critical 
reference terminology 
update 

N/A 
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Naming/Coding/Messaging (NCM) Standards Development Organizations (SDOs) and Reference Libraries (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Provide release 
notes for reference 
terminology update 
(continued) 

 UCA: SDO provides release 
notes that do not emphasize 
safety-criticality of reference 
terminology update 
 

UCA: SDO provides release 
notes without guidelines for 
how to perform safety-critical 
reference terminology update 
 

UCA: SDO provides release 
notes without informing 
customers of the implications 
of adopting or not adopting a 
reference terminology update 

  

Provide reference 
terminology 
mapping guidelines 

UCA: SDO does not provide 
reference terminology 
mapping guidelines following 
safety-critical terminology 
release 
 

UCA-31*: SDO provides 
conflicting or ambiguous 
reference terminology 
mapping guidelines following 
safety-critical terminology 
release 
 

UCA: SDO provides 
incomplete reference 
terminology mapping 
guidelines following safety-
critical terminology release 
 

UCA: SDO provides 
reference terminology 
mapping guidelines too 
late after safety-critical 
terminology release 
 

N/A 

Provide messaging 
standard 
implementation 
guides 

UCA: SDO does not provide 
messaging standards 
implementation guides 
following safety-critical 
messaging standards update 
 

UCA-32*: SDO provides 
conflicting or ambiguous 
implementation guides 
following safety-critical 
messaging standards update  

UCA: SDO provides 
messaging standards 
implementation guides 
too late after safety-
critical messaging 
standards update 

N/A 
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Naming/Coding/Messaging (NCM) Standards Development Organizations (SDOs) and Reference Libraries (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

  UCA: SDO provides 
implementation guides without 
two-way communication with 
implementers following 
safety-critical messaging 
standards update 
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Controller: Patient 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Follow laboratory 
pre-test instructions 
or test procedures 

UCA-33*: Patient does not 
follow laboratory pre-test 
instructions or test procedures 
when procedures are 
necessary for validity of test 
results (e.g., does not fast, 
etc.) 
 
 

UCA: Patient follows incorrect 
laboratory pre-test instructions 
or test procedures when 
procedures are necessary for 
validity of test results  
 
UCA: Patient follows 
laboratory pre-test instructions 
or test procedures when those 
procedures can harm their 
health  

UCA: Patient follows 
laboratory pre-test 
instructions or test 
procedures too soon 
before test is to be 
conducted, when timing 
of procedures is crucial 
for validity of test results  
 
UCA: Patient follows 
laboratory pre-test 
instructions or test 
procedures too late 
before test is to be 
conducted, when timing 
of procedures is crucial 
for validity of test results  

UCA: Patient stops following 
laboratory pre-test instructions 
or test procedures too soon 
before test is to be conducted, 
when timing of procedures is 
crucial for validity of test 
results 

Access test results UCA: Patient does not access 
test results when test results 
are not directly 
communicated to them by 
their medical practitioner 
 

UCA: Patient accesses wrong 
person’s test results 
 
UCA: Patient accesses wrong 
test result (e.g. test from the 
wrong date, etc.) 

UCA: Patient accesses 
test results too late after 
their condition has 
changed 
 

N/A 

Make/attend 
laboratory 
appointment 

UCA-34*: Patient does not 
make/attend laboratory 
appointment when laboratory 
results are necessary to 
inform care plan 

UCA: Patient makes/attends 
laboratory appointment for 
wrong test 

UCA: Patient makes/ 
attends laboratory 
appointment too late 
after laboratory results 
would be necessary to 
inform care plan 

N/A 
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Controller: CDC/PHAs 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Set standards for 
reporting of 
diagnostic data 
from laboratories 

UCA: CDC/PHAs do not set 
standards for reporting 
diagnostic data from 
laboratories when data needs 
to be aggregated for use by 
the agencies 

UCA-35*: CDC/PHAs set 
standards for reporting of 
diagnostic data that laboratories 
are unable to comply with 
 
UCA: CDC and different PHAs 
set conflicting standards for 
reporting of diagnostic data 
from laboratories 

UCA: CDC/PHAs do 
set standards for 
reporting diagnostic data 
too late after laboratories 
have already 
implemented other 
standards 

N/A 

Provide healthcare 
guidance 

UCA: CDC/PHAs do not 
provide healthcare guidance 
that may provide value to 
patients’ cases 
 
 

UCA-36*: CDC/PHAs provide 
healthcare guidance that 
conflicts with current/previous 
guidance 
 
UCA: CDC/PHAs provide 
health guidance that is too 
stringent for institutions or 
individuals to follow 

UCA: CDC/PHAs do 
provide healthcare 
guidance too late after 
data is received 
 
UCA: CDC/PHAs do 
provide healthcare 
guidance too early 
before sufficient data is 
received 

UCA: CDC/PHAs remove 
healthcare guidance when the 
guidance is still relevant for 
patient safety outcomes 
 
UCA: CDC/PHAs maintain 
healthcare guidance when it is 
no longer relevant for patient 
safety outcomes 
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Controller: Laboratory/Personnel Accreditation Organization 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Provide 
accreditation to 
laboratory 

UCA: Laboratory 
accreditation organization 
does not accredit laboratory 
that is compliant with CLIA 
criteria at the requested level 
 
UCA: Laboratory 
accreditation organization 
does not accredit laboratory 
when that laboratory is the 
only facility capable of 
performing a necessary test 

UCA: Laboratory accreditation 
organization accredits laboratory 
that is not compliant with CLIA 
criteria at the requested level 
 
UCA: Laboratory accreditation 
organization accredits laboratory 
without performing appropriate 
inspections or delegating it to an 
approved body 
 
UCA-37*: Laboratory 
accreditation organization 
provides accreditation to 
laboratory without being able to 
enforce minimum 
interoperability requirements 
 

UCA: Laboratory 
accreditation 
organization accredits 
laboratory that is 
compliant with CLIA 
criteria too late after 
compliance is 
demonstrated 
 
UCA: Laboratory 
accreditation 
organization accredits 
laboratory too early 
before compliance with 
CLIA criteria is 
demonstrated 
 

UCA: Laboratory 
accreditation organization 
maintains accreditation for 
laboratory for too long after 
non-compliance with CLIA 
criteria has been discovered 

Inspect/audit 
laboratory 

UCA: Laboratory 
accreditation organization 
does not inspect/audit 
laboratory that is not 
complying with CLIA 
requirements 
 
UCA: Laboratory 
accreditation organization 
does not inspect/audit 
laboratory that is not being 
inspected/ audited by a CMS-
approved accreditation 
program 
 

UCA: Laboratory accreditation 
organization inspects/audits 
laboratory for compliance with 
incomplete set of CLIA 
requirements  
 
 

UCA: Laboratory 
accreditation 
organization 
inspects/audits 
laboratory too late after 
scheduled 
inspection/audit date 
 
UCA: Laboratory 
accreditation 
organization 
inspects/audits 
laboratory too late after 
change in laboratory 
equipment/procedures 

UCA: Audit ends too early to 
collect sufficient information 
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Controller: Department of Health and Human Services (HHS) Administration 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Determine 
responsibilities of 
component 
agencies 

UCA-38*: HHS  does not 
give any agency 
responsibility over safety-
critical component of 
laboratory data ecosystem 
 
UCA: HHS does not assign 
responsibility to a new 
agency when regulatory need 
is outside the scope of an 
existing agency 

UCA-39*: HHS assigns 
agencies overlapping regulatory 
responsibilities 
 
UCA: HHS assigns 
responsibility to a new agency 
when regulatory need is within 
the scope of an existing agency 

N/A UCA: HHS removes safety-
critical responsibility from 
agency without reassigning it  
 
UCA: HHS assigns a  
responsibility for longer than 
is relevant and helpful 
(resource waste) 
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Controller: Congress/White House 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Update Federal 
regulatory 
authority’s statutory 
boundary 

UCA: Congress/ White 
House do not update a 
Federal regulatory 
authority’s statutory 
boundary when it is 
insufficient to enforce safety 
control loops 

UCA-40*: Congress/White 
House update a Federal 
regulatory authority’s statutory 
boundary in a way that removes 
components that were critical for 
safe control loop design 
 

UCA: Congress/ White House 
update a Federal regulatory 
authority’s statutory boundary 
too frequently, causing 
confusion regarding regulatory 
scope 

UCA: Congress/ White 
House update a Federal 
regulatory authority’s 
statutory boundary too 
soon after another 
regulatory boundary 
change 
 

UCA: Congress/ White 
House update a Federal 
regulatory authority’s 
statutory boundary too 
late after it is deemed 
insufficient to enforce 
safety control loops 

N/A 

Expand Federal 
regulatory 
authorities’ statutory 
boundaries 

UCA-41*: Congress/the 
White House do not expand 
federal regulatory agencies’ 
statutory boundary to cover 
technologies that have 
emerged or undergone 
significant changes since 
previous statutory 
boundaries were enacted. 

UCA: Congress/ White House 
expand the statutory boundary of 
multiple regulatory agencies to 
cover the same regulatory gap in 
a way that is not meaningfully 
different 
 

UCA-42*: Congress/White 
House expands regulatory 
authority’s statutory boundaries 
in a way that diminishes the 
safety of the regulated industry 

UCA: Congress/the 
White House expand 
federal regulatory 
agencies’ statutory 
boundary too late after 
technologies have 
emerged or undergone 
significant changes 
since previous statutory 
boundaries were 
enacted 

N/A 

Allocate funding to 
HHS and 
component agencies 

UCA: Congress/White 
House do not allocate 
sufficient funding to 
agencies whose services 
support safety-critical 
processes (or their oversight) 

N/A 
 
 

N/A UCA: Congress stops issuing 
funding to agencies whose 
services support safety-critical 
processes (or their oversight) 
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Congress/White House (continued) 
 

Control 
Action 

Not providing 
causes hazard 

Providing 
causes hazard 

Too early, too late, 
out of order 

Stopped too soon, 
applied too long 

Allocate funding to 
HHS and 
component agencies 
(continued) 

UCA: Congress/White 
House do not issue sufficient 
funding for agencies to 
address safety-critical 
reports 
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Appendix D – Complete list of Loss Scenarios 
 
This list of loss scenarios is categorized as A, B, and C, and are color-coded as follows: 
 

Category Explanation 
  A* In scope, directly related to issues of laboratory data, high explanatory power, worth a deep dive  

B 
Generally in scope, contain data-related contributions but are primarily driven by out-of-scope 
elements, data-related components likely addressed in recommendations for mitigating A-level 
scenarios 

C Out of research scope, do not contain data-related contributions, but worth a mention for research 
completeness 

*Some A-level scenarios include a visualization that traces the path of the scenario through the control structure and 
highlights the contributions of several controllers. 
 
Controller: Medical Practitioner 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Provide treatment to patient 

UCA Type: Providing causes hazard 

UCA: Medical practitioner provides treatment that does not match the patient’s condition 

Scenario  
1-1: (A) 
 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they did not have the diagnostic information to 
inform their mental model of the patient’s condition. The diagnostic information may not be 
observed by the medical practitioner because they may be accustomed to using their routine 
process to access results in the EHR, which only displays laboratory data that has been 
previously mapped to the care facility’s EHR system (e.g., mapped to a LOINC code or local 
code representation).  

In some cases, additional unmapped test results are shared by the laboratory as a PDF and 
the physician may not notice the PDF due to its lack of salience in the EHR process flow. 
Physicians who are not expecting and looking for the test results may not know to look for 
additional, unmapped information in a patient profile, particularly if the unmapped results 
were ordered by another physician or a long time ago.  

The results may have been shared as a PDF because they pertained to a new or uncommon 
test whose format could not be represented in the messaging standard available to that 
laboratory-care facility pair.  

Standards for new and complex tests (e.g., genomics) are not yet tightly constrained. See 
scenario 30-1 for a discussion of this. 

The results are able to be shared as PDFs because CLIA only requires that the data that is 
sent gets received, and it does not specify the method of transmission nor impose any 
requirement or confirmation that the information is observed by the medical practitioner. 
CLIA was drafted and approved in 1988, before EHRs were widely adopted and modifications 
to CLIA require Congressional approval.  

 
Scenario 
1-2: (A) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that their mental model of the patient’s condition was 
informed by diagnostic information presented in a misleading way. That may occur if the 
medical practitioner uses test result data that has been mapped incorrectly to the care facility’s 
EHR system.  
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Category/ 
Scenario # 

Scenario Description 

The practitioner may have ordered the test from the standard laboratory available to the 
care facility, but the test may actually have been conducted at a more specialized reference 
laboratory. The result may have been mapped incorrectly if the test was new and did not yet 
possess appropriate reference terminology, so the results were shared by the reference 
laboratory to the standard laboratory using local codes, and the local codes were mapped to 
the closest reference terminology available for transmission to the care facility. Standards for 
new and complex tests (e.g., genomics) are not yet tightly constrained. See scenario 31-1 for 
a discussion of this. 

Scenario 
1-3: (B) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they had insufficient diagnostic information 
available to inform their process model of the patient’s condition. That may occur if laboratory 
results for a patient are not transferred into that patient’s medical record. 

This may occur if the patient was unable to be associated with their medical record upon 
arrival at a care facility, such as if the patient is obtunded, cannot be identified, and a new 
medical record must be created for them. The patient’s test results may be logged in a 
temporary record that is not later merged with the patient’s permanent record.  
 

Scenario 
1-4: (B) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they had incorrect diagnostic information 
available to inform their process model of the patient’s condition. That may occur if the 
diagnostic test result was influenced by the procedure used to conduct the diagnostic test on 
the laboratory and provider side.  

That may occur if the specimen was not collected or stored using the appropriate 
procedure/equipment. This may occur if the medical practitioner collecting and storing the 
patient specimen is unaware of additional restrictions beyond standard protocol at the facility, 
if the specimen collection facility does not have the package insert for diagnostic devices that 
will be used in the laboratory.  

This is able to occur because although CLIA does require that laboratories establish and 
follow procedures for specimen collection and transport [42 CFR 493.1242], laboratories often 
receive specimens with little information about how they were collected or stored.  

Scenario 
1-5: (C) 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they had incorrect diagnostic information 
available to inform their process model of the patient’s condition. That may occur if the 
diagnostic test result was entered manually into the LIS, and this was done incorrectly (e.g., 
typo, wrong patient, etc.), because that specific test kit required manual resulting. The system 
may not be coded to flag if a manually entered test result appears outside the reasonable range 
for that test.  

Scenario  
1-6: (C) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they had incorrect diagnostic information 
available to inform their process model of the patient’s condition. That may occur if the 
diagnostic test result was influenced by the procedure used to conduct the test on the patient 
side. The patient may not have followed the appropriate procedures in preparation for the 
diagnostic test (fasting, etc.). This may have occurred due to a miscommunication of the test 
procedures to the patient, as a result of a language or literacy barrier.  
 

Scenario  
1-7: (B) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they had incorrect diagnostic information 
available to inform their process model of the patient’s condition. That may occur if the 
diagnostic test result was influenced by the procedure used to conduct the test on the patient 
side. The patient may not have followed the appropriate procedures in preparation for the 
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Category/ 
Scenario # 

Scenario Description 

diagnostic test (fasting, etc.). This may have occurred due to a miscommunication of the test 
procedures to the patient, as a result of an inability to access necessary instructions in written 
form through paper communications or a patient portal.  
 

Scenario 
1-8: (C) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they had incorrect diagnostic information 
available to inform their process model of the patient’s condition. That may occur if the 
diagnostic test result was inaccurate due to a design flaw in the test itself, or a sensitivity too 
low to detect the condition present. This may occur as a result of insufficient post-market 
surveillance or performance studies conducted on the test. See scenario 25-1 for a deeper 
discussion of post-market surveillance of devices. 
 

Scenario 
1-9: (A) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they had insufficient diagnostic information 
available to inform their process model of the patient’s condition. That may occur if the 
medical practitioner was unaware of additional clinical history of the patient or prior test 
results that were stored in a legacy system.  If the care facility transitioned or is transitioning 
between HIT systems they may have applied one of the following conversion strategies: 

A) Converted all data, however the data could be in a different format or location in the 
new HIT system. 

B) The healthcare system may decide to do a partial conversion (e.g., 5 years of “X” type 
of results, 10 years of “Y” type of results, etc.). 

C) No conversion was done, and the legacy system remains the source of truth for 
historical results 

Currently, regulatory or statutory incentives are inadequate for HIT vendors of legacy 
systems to facilitate data transfers to new systems. Data conversions can be complicated 
because formats from one system to another can vary greatly. 

 
Scenario  
1-10: (A) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they had insufficient diagnostic information to 
inform their process model of the patient’s condition. That may occur if the medical 
practitioner was unaware of additional clinical history of the patient or prior test results that 
were stored in a different representation (such as a local code) in their EHR.  

That may occur if a test or condition is new and cannot be represented in current reference 
terminology, so the care facility or laboratory must create a local code for it. It may also occur 
if the facility or laboratory has not yet mapped its local code to an appropriate standard that is 
recognized by the EHR. Once the reference terminology is released, results already stored with 
the local code may not be retroactively mapped to the terminology. The reference terminology 
for the test or condition may also have changed, and the care facility may be storing clinical 
history using deprecated terminology that will not trigger a response from a practitioner’s 
query. 

 
Scenario  
1-11: (A) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they had insufficient diagnostic information to 
inform their process model of the patient’s condition and treatment. That may occur if the 
clinical decision support provided by the EHR did not trigger to warn the practitioner of 
additional information that would be needed to inform treatment or of additional interventions 
needed based on existing information (such as laboratory results). That may occur if the 
reference terminology for a test or condition may has changed, and the care facility may be 
storing that data using deprecated terminology that will not trigger clinical decision support.  

 
Scenario  
1-12: (B) 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they received inappropriate clinical decision 
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Category/ 
Scenario # 

Scenario Description 

 
 

support from the EHR system. The clinical decision support may be inappropriate due to 
inappropriate coding of the condition or test result on which the decision support is acting. It 
may also be inappropriate if the system has not been updated to adequately address a change 
in the protocol for ordering a test result or diagnosing a condition.  

 
Scenario  
1-13: (A) 

 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that their mental model of the patient’s condition was 
informed by diagnostic information presented in a misleading way. That may occur if the EHR 
automatically aggregated or trended test results that were obtained from different facilities 
with critical differences in interpretation such as reference ranges, units, or specific test 
methodology (e.g., specifying that a COVID-19 test was a PCR test vs. just indicating it as a 
generic, methodless COVID-19 test). Furthermore, results from different laboratories utilizing 
the same device may be reported as direct numeric instrument values or as a categorical 
interpretation of the numeric values (e.g., none, few, many). Each laboratory may use different 
bins or cutoffs to categorize numerical results, so qualitative categories may not be suitable to 
be charted/trended together.   

While CLIA regulations require that labs send appropriate reference ranges and units of 
measure, they do not specify a standard format for sharing this data. Furthermore, upon arrival 
at the care facility EHR, test result data are no longer under the purview of the interface 
regulations imposed by CLIA. Data in the care facility EHR are not subject to regulations that 
control how they may be automatically trended or aggregated. Additionally, there may be other 
uses of laboratory test results and their values (e.g., algorithms, displays used by health 
professionals other than the ordering practitioner) and regulatory requirements ensuring data 
elements are preserved across different internal HIT interfaces are inadequate.  

 
Scenario  
1-14: (A) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that their mental model of the patient’s condition was 
informed by diagnostic information presented in a misleading way. That may occur if the EHR 
aggregated (e.g., placed in the same field) noncomparable test results that were derived using 
different methodologies that have not been harmonized to give comparable results. 

That may occur if two different tests that use the same or similar approaches for different 
conditions are mapped to the same reference terminology (i.e., LOINC code, etc.). It may also 
occur if two tests that use different methodologies for the same condition are mapped to the 
same reference terminology. 

This could happen because mapping different formats is a manual process, subject to the 
interpretation of the individual mapper, who may be an IT professional rather than a medical 
professional. It may also be the other way around, where a medical professional without 
reference terminology experience is tasked with mapping codes following an update.  

Tests using different methodologies and producing noncomparable results may also be 
appropriately mapped to the same reference terminology, as the terminology structure may 
not support sufficient granularity to distinguish results performed on different noncomparable 
instrumentation. On the other hand, there can be multiple appropriate codes for a given test, 
so different users may not always select the same code.  

Implementation/mapping guidelines cannot anticipate every system and source data upon 
which the terminology or messaging standards would be implemented. Therefore, guidelines 
cannot provide specific mapping of proprietary data to standards. Inconsistent mapping is 
more likely to occur if implementers are unable to access support resources to clarify 
ambiguities in implementation/mapping guidelines or standards themselves. 

 
Scenario  
1-15: (A) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that their mental model of the patient’s condition was 
informed by diagnostic information presented in a misleading way. That may occur if the EHR 
presented the results of a confirmatory test in a different view than the original test ordered to 
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Category/ 
Scenario # 

Scenario Description 

diagnose a condition. When the confirmatory test is reflexed (i.e., ordered by the testing 
laboratory based on the outcome of the first test) and is sent in a result message as a parent-
child link, the EHR may not be able to retain that linkage and both results may not appear in 
the same view.  

 
Scenario  
1-16: (A) 
 
 

The medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that their mental model of the patient’s condition was 
informed by diagnostic information presented in a misleading way. That may occur if the 
diagnostic information was provided through an HIE, using a different value set than what is 
defined in the exchange. That value set may have been translated into the required codes 
through translational fields, but the practitioner may not know how to check those fields for 
the appropriate codes, or the EHR may map the results automatically using the inappropriate 
codes.  

 
Scenario  
1-17: (A)  
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they received insufficient diagnostic information 
available to inform their process model of the patient’s condition. That may occur if laboratory 
results for a patient are corrupted or information is lost during the transfer from the LIS to the 
EHR.  

This may occur due to a number of errors in the laboratory result message (e.g., wrong 
patient ID, test ID and result ID don’t match, etc.) or if the result message is structured in a 
format the EHR cannot process (e.g., the result is for a new test with a nonstandard format). 
The message may be allowed to go through in this format because the care facility and 
laboratory chose to override the functionality that blocks an interface if a message cannot go 
through, so that results from new/uncommon tests are able to be shared.  

CLIA inspections that occur every two years may only consider some of the interfaces the 
LIS possesses and may not consider integrity of data shared to all systems (e.g., different HIT 
vendor, physician’s office laboratory, etc.).  

 
Scenario  
1-18: (A) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they received insufficient diagnostic information 
available to inform their process model of the patient’s condition. That may occur if different 
laboratory results for a single patient specimen are disconnected from each other. Result 
turnaround times may be delayed if a patient test order is split into multiple tests with varying 
turnaround times. Results of the tests are often delivered to the EHR in the order received and 
a physician may mistakenly think the order is complete even though one or more of the tests 
has not yet been resulted. This could happen between LIS systems of different laboratories in 
the case of referral testing or from the LIS to the care facility EHR.  

 
Scenario  
1-19: (A) 

The medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that their mental model of the patient’s condition was 
informed by diagnostic information presented in a misleading way. That may occur if 
laboratory results are corrupted, or information is lost in an interface engine software while 
being transmitted from an LIS to an EHR.  

CLIA and CAP accreditation do cover that messages arrive at the first downstream 
interfaced system appropriately. The interfaced system may be a care facility EHR, a public 
health system, data warehouse, ambulatory provider EHRs, etc. Internal interfaces between 
instruments, middleware, interface engines and other laboratory systems with the LIS are also 
checked. However, laboratories may miss problems with interface engines if verification tests 
are insufficient, especially after updates to laboratory tests and/or system software. A CLIA 
inspection may not catch the problem if that particular test is not selected for review during 
the inspection.  
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Scenario # 

Scenario Description 

Scenario  
1-20: (C) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they received insufficient diagnostic information 
to inform their process model of the patient’s condition. That may occur if a test was conducted 
and results were interpreted with inaccurate clinical context (e.g., date of last drug 
administration, last menstrual period, etc.) about the patient. This may occur because the 
clinical context had to be self-reported, and the patient misreported that information. That 
might happen due to a patient not possessing their medication list, overall health literacy, etc. 

  
Scenario  
1-21: (B) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they received insufficient diagnostic information 
to inform their process model of the patient’s condition. That may occur if a test was conducted 
and results were interpreted with inaccurate or insufficient clinical context (e.g., date of last 
drug administration, last menstrual period, etc.) about the patient. This may occur because the 
patient’s prior medical history has been in another facility or state, and those non-affiliated 
institutions are unable to share that data due to issues of interoperability or data 
ownership/sharing rights.  

 
Scenario  
1-22: (B) 
 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they incorrectly interpreted the diagnostic 
information available to inform their process model of the patient’s condition. That may occur 
if the medical practitioner received a test result relative to a new reference range or test 
methodology, without being aware of that change, and interpreted the result as they previously 
would have.   

Care facilities should have a process for notification to practitioners of a new or updated 
reference range, but due to the immense volume of alerts practitioners receive and the wide 
variety of laboratory tests that are available, the practitioner may not have necessarily updated 
their mental model after the notification.  

Scenario  
1-23: (B) 
 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they incorrectly interpreted the diagnostic 
information available to inform their process model of the patient’s condition. That may occur 
if the medical practitioner received a test result from a different facility, without being 
informed that that result was not comparable to results produced in their care facility. This 
may occur if those results still appear in the patient’s medical chart in the practitioner’s EHR 
system, even if they were performed on different instrumentation with different reference 
ranges, units of measure, or sensitivity and specificity. 

 
Scenario  
1-24: (B) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they were unaware of the best treatment options. 
This may be because the lack of good consistent healthcare data encoding of rare conditions 
makes it difficult for researchers and practitioners to understand how the existing data may 
compare in order to better inform care decisions. This could also be for conditions that are 
more common but better data availability could also inform better care opportunities. There is 
no regulatory authority on the part of the CDC to require that specific data elements be shared, 
so that they may provide better guidance to medical practitioners (e.g., knowing whether the 
patient was pregnant or not along with a Zika result). 

 
Scenario  
1-25: (A) 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they received incorrect or insufficient diagnostic 
information available to inform their process model of the patient’s condition.  

The diagnostic data may have been entered with missing fields that created a parentless 
node. Therefore, while the data was technically “in” the EHR, the physician does not know 
that the data exists and would have to use highly technical data querying tools to find it. 
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Scenario # 

Scenario Description 

However, there is nothing to signal the physician that there is hidden data so the physician 
would not know to look for it even if they had the skills to do so.  

 
Scenario  
1-26: (B) 
 
 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they had insufficient diagnostic information 
available to inform their process model of the patient’s condition. This might occur if 
additional diagnostic information was available but could not be shared with the medical 
practitioner or used for treatment decisions, because it was obtained through a test method that 
has not been certified for treatment (such as sequencing).  

 
Scenario  
1-27:(B) 

A medical practitioner may provide treatment that does not match the patient’s condition 
(UCA). One contributing factor may be that they were unable to ascertain the true condition 
of the patient. This may be because the physician was unable to look at multiple pieces of 
diagnostic data at the same time in an EHR display. It may have been difficult for the physician 
to remember critical pieces of information from one screen to another. This may allow 
physicians to miss trends and make it harder for them to connect information from different 
laboratories. Features may exist to help physicians make these decisions but physicians may 
not have the time or technology literacy to learn them. [87] 
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Figure 10. Visualization of scenario 1-1 
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Figure 11. Visualization of scenario 1-13 
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Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Provide treatment to patient 

UCA Type: Too early / too late / out of order 

UCA: Medical practitioner provides treatment too late to avoid patient harm 

Scenario  
2-1: (A) 
 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not have sufficient diagnostic information available 
to inform their process model of the patient’s condition. That may occur if laboratory results 
for a patient are never transferred into the patient’s medical record.  

This may occur even if the test result is transmitted successfully from the LIS to the EHR 
but is erroneously placed in a file or data field that is inaccessible to the practitioner without 
database-specific tools. Because a practitioner sees many patients and may not be able to 
remember the status of every test they order, the practitioner may not realize that they are 
missing the requested test results for a particular patient.  

 
Scenario  
2-2: (A) 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not have sufficient diagnostic information available 
to inform their process model of the patient’s condition. That may occur if the laboratory 
results for a patient are at another care facility and the transfer of these results into the patient’s 
medical record in the new facility is delayed.  

The sending facility may not select all relevant clinical information to be exchanged when 
using a health information exchange (HIE). That may happen because of configuration 
choices in the sending facility’s EHR or in the HIE system, which are compliant with 
standards but insufficient to provide all contextual information. Content certification for HIEs 
is limited, and often involves demonstrating compliance with a few test cases that do not 
generalize the situations encountered. Development of additional standards for what data 
elements are needed in test results may require facilities to update a large number of 
interfaces, for which they may see little return on investment without a financial/regulatory 
incentive.  

 
Scenario  
2-3: (A) 
 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not have sufficient diagnostic information available 
to inform their process model of the patient’s condition. That may occur if laboratory results 
for a patient are never transferred into the patient’s medical record (or transferred too late).  

This may occur if the result message never makes it from the LIS to the EHR because the 
interface crashes due to a messaging error in the laboratory result message (e.g., wrong patient 
ID, test ID and result ID don’t match, etc.). This may occur if the order message indicates the 
test type using a care facility local code, but the laboratory internally uses LOINC codes to 
differentiate tests, and the result message includes only a LOINC code, which has not been 
(or been inappropriately) mapped to the local code on the care facility side. 

  
Scenario  
2-4: (A) 
 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not have sufficient diagnostic information available 
to inform their process model of the patient’s condition. That may occur if laboratory results 
for a patient are never transferred into the patient’s medical record (or transferred too late).  

This may occur if the result message never makes it from the LIS to the EHR because the 
interface crashes due to a messaging error in a previous laboratory result message (e.g., wrong 
patient ID, test ID and result ID don’t match, etc.). The messaging error may occur for the 
same reasons as scenario 2-3, and that one incorrect message may repeatedly cause the 
interface to crash as it attempts to be sent, thus preventing other messages in the queue from 
being sent as well.  
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Category/ 
Scenario # 

Scenario Description 

Scenario  
2-5: (A) 

 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not have sufficient diagnostic information available 
to inform their process model of the patient’s condition. That may occur if laboratory results 
for a patient are never transferred into the patient’s medical record (or transferred too late).  

This may occur if the laboratory result message makes it from the LIS to the EHR, but 
not into the patient’s record, because the message gets placed in a queue for manual review 
by care facility staff. This may occur if the message cannot be directly mapped to the EHR 
(e.g., new/uncommon test with results in a different format than the system was built to 
receive, results come in as PDF, etc.). The message may be allowed to go through in this 
format because the care facility and laboratory chose to override the functionality that crashes 
an interface if a message cannot go through so that results from new/uncommon tests are able 
to be shared. The care facility staff may not know how to review the queue or may have 
procedures for reviewing the queue that do not consider the time-sensitivity of test results 
waiting in the queue. 

  
Scenario  
2-6: (A) 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not have sufficient diagnostic information available 
to inform their process model of the patient’s condition. That may occur if laboratory results 
for a patient are transferred into the wrong patient’s medical record. This may occur if the 
laboratory result message contains incorrect patient identifiers as compared to the order 
message.  

The patient identifiers may be incorrect if there are multiple patients with the same name, 
or if a patient’s name is changed in the EHR after a test has been ordered and before the result 
arrives. The message may be allowed to go through in this format because the care facility 
and laboratory chose to override the functionality that crashes an interface if a message cannot 
go through, so that other (correct) results waiting in the queue are able to be shared.  

 
Scenario  
2-7: (A) 
 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not have sufficient diagnostic information available 
to inform their process model of the patient’s condition. That may occur if the diagnostic test 
was never carried out (or carried out too late), because the order message never makes it from 
the EHR to the LIS. That may occur because the interface crashes due to a messaging error 
in the order message. 

  
Scenario  
2-8: (A) 
 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not have sufficient diagnostic information available 
to inform their process model of the patient’s condition. That may occur if the diagnostic test 
was never carried out (or carried out too late), because the order message makes it from the 
EHR to the LIS, but not directly to the staff that will perform the test, as its gets placed in a 
queue for manual review before approval.  

This may occur if the message cannot be directly mapped to the LIS (e.g., test ordered 
with local code that the laboratory cannot process, ordered in a different format than the 
system was built to receive, etc.). The message may be allowed to go through in this format 
because the care facility and laboratory chose to override the functionality that crashes an 
interface if a message cannot go through, so that orders for new/uncommon tests are able to 
be shared. The laboratory staff may not know how to review the queue or may have 
procedures for reviewing the queue that do not consider the time-sensitivity of test orders.  

 
Scenario  
2-9: (C) 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not have sufficient diagnostic information available 
to inform their process model of the patient’s condition. That may occur if the diagnostic test 
was never carried out, for reasons including diagnostic testing facilities or equipment are not 
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Scenario # 

Scenario Description 

available due to geographic isolation, patient cannot access test due to limited mobility, 
patient cannot afford test which is not covered by payor, among others. 

 
Scenario  
2-10: (A) 

 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not have sufficient diagnostic information available 
to inform their process model of the patient’s condition. That may occur if the diagnostic test 
was never carried out, because the laboratory does not offer the test ordered by the 
practitioner.  

That may occur if the care facility’s EHR was designed with a default set of tests that 
may be ordered, without consideration for what tests are actually available at the laboratory 
to which the patient specimen is sent. That may occur in an attempt by the EHR vendor to 
standardize the tests that may be ordered in a “model system”, without consideration of the 
different laboratory test menus for the laboratories to which the provider/health entity is 
contracted to perform laboratory testing. 

 
Scenario  
2-11: (B) 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not have sufficient diagnostic information available 
to inform their process model of the patient’s condition in a timely manner. That may occur 
if the diagnostic test results are found to not be acceptable or representative of the patient’s 
true condition. This may occur if there exists a limited time window during which test results 
are valid, and they are not accessible or interpretable by the medical practitioner during that 
window. 

  
Scenario  
2-12: (B) 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that the patient is in critical condition and diagnostic information 
is available to determine appropriate treatment, but that information cannot be easily/rapidly 
shared between facilities due to issues of data ownership or patient data privacy. That may 
occur if a diagnostic test was performed at a different facility (or state) and permission could 
not be obtained to request that information of that facility.  

 
Scenario  
2-13: (A) 
 
 
 

A medical practitioner may provide treatment too late to avoid patient harm because they 
have to duplicate testing prior to providing treatment. That may occur if a test was performed 
at a laboratory associated with a different care facility. The test result data shared from the 
different facility may not contain enough information for accurate determination of whether 
the test is comparable to one that would be performed at the receiving facility.  

That may occur if the test result was mapped by the sending facility to a reference 
terminology that does not match the terminology used at the receiving facility. Two different 
tests that use the same or similar approaches for different conditions may have been mapped 
to the same reference terminology (i.e., LOINC code, etc.), or two tests that use different 
methodologies for the same condition may have been mapped to the same reference 
terminology. 

This could happen because mapping different formats is a manual process, subject to the 
interpretation of the individual mapper, who may be an IT professional rather than a medical 
professional. It may also be the other way around, where a medical professional without 
reference terminology experience is tasked with mapping codes following an update. Even 
when correct reference terminology codes are selected, there can be multiple appropriate 
codes for a given test, so users may not select the same code. 

Implementation/mapping guidelines cannot anticipate every system and source data upon 
which the terminology or messaging standards would be implemented. Therefore, guidelines 
cannot provide specific mapping of proprietary data to standards. Inconsistent mapping is 
more likely to occur if implementers are unable to access support resources to clarify 
ambiguities in implementation/mapping guidelines or standards themselves. 
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Scenario  
2-14: (A) 

 
 
 

A medical practitioner may provide treatment too late to avoid patient harm because they 
have to duplicate testing prior to providing treatment. That may occur if a test was performed 
at a laboratory associated with a different care facility. The test result data shared from the 
different facility may not contain enough information for accurate determination of whether 
the test is comparable to one that would be performed at the receiving facility.  

This may occur if the test performed at the other facility does not contain sufficient 
contextual information for interpretation and comparability determination, such as specimen 
source, reference range and type of testing (e.g., device identifiers, antigen testing versus a 
molecular assay, etc.). The results may not include sufficient information because the ability 
to transfer that information may be dependent on additional EHR settings each party needs to 
have selected or differences in data standards used. Development of additional standards for 
what data elements are needed when exchanging test results may require facilities to update 
a large number of interfaces, for which they may see little return on investment without a 
financial/regulatory incentive. 

 
Scenario  
2-15: (C) 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that they did not trust or were unaware of data that was self-
reported from an over-the-counter test. The patient may have had no way of submitting data 
from an at home test. The test may have provided early and accurate results, but the 
practitioner may not trust or may not be allowed to trust them based on organizational policies. 

  
Scenario  
2-16: (C) 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that a laboratory called to attempt to notify the practitioner of an 
abnormal laboratory result, but the person who answered the phone did not pass the message 
directly to the physician and simply updated the patient’s chart. The practitioner may not 
realize that an abnormal result was recorded until the next time the patient comes in and they 
look at the chart. 

 
Scenario  
2-17: (A) 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that the diagnostic information available did not emphasize the 
time-criticality of the result. That may occur if unmapped test results were shared by the 
laboratory as a PDF, which does not trigger time-critical alerts in the EHR system. The results 
may have been shared as a PDF because they pertained to a new test whose format could not 
be represented in the messaging standard (e.g., HL7 v2) available to that laboratory-care 
facility pair.  

Standards for new and complex tests (e.g., genomics) are not yet tightly constrained. See 
scenario 31-1 for a deeper discussion of this. 

The results are able to be shared as PDFs because CLIA only requires that data sent is 
received and does not specify the method of transmission. CLIA was drafted and approved in 
1988, before EHRs were widely adopted and modifications to CLIA require Congressional 
approval.  

 
Scenario  
2-18:  
(B) 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that the test order sent did not have sufficient information about 
how quickly the test ordered needed to be done. The medical practitioner may have assumed 
the test would be done in a certain time window, but may not have had a way to communicate 
that to the recipient of the order [88]. 

 
Scenario  
2-19:  
(C) 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that the alert notifying the provider of a significant result was one 
of many dozen or more alerts in the providers EHR account. This could happen because there 
is limited prioritization of alerts, out of date alerts (for example, a patient who died or is 
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otherwise not needing immediate response) don’t clear the queue [89], or an overabundance 
of unnecessary alerts [90]. 

 
Scenario  
2-20: (B) 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor could be that the alert notifying the provider of a significant result was 
only sent to the practitioner who initially ordered the test. The initial practitioner may have 
been a transient employee like a resident, or else someone who was not responsible for follow 
up care of the patient. This person may either not know how to forward the result, not be able 
to forward the result, or be out of the system all together when the result arrives. This may 
happen if the patient does not have a primary physician who is designated to receive all order 
results regardless of the ordering physician or other safeguard to ensure that the recipient of 
test results is correct [89], [91]. 

 
Scenario  
2-21: (A)  
 
 
 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor to this could be that they did not have the diagnostic information available 
to inform their mental model of the patient’s condition in time. That may occur if the 
laboratory did not immediately notify the physician of an abnormal or time-sensitive lab 
result. 

The lab may not have notified the physician of a notable lab result because they did not 
believe the result to be notable. They may not have believed the result to be notable because 
it fell within the test's reference range, but different reference ranges could exist for a single 
test based on demographic factors.  

The laboratory may be using a reference range that is not compatible with the test being 
performed or the patient being examined, such as using a reference range for a demographic 
that does not represent the patient. This may occur due to inadequate contextual information 
transmitted alongside the specimen. Critical demographic context may include treatment 
status, disease progress[33], age, gender, height, weight, ethnicity, etc. [92].  

Detailed clinical context may not have been included in the test order if the EHR interface 
makes it too time consuming or onerous for the practitioner to include. Additionally, the test 
order may have been filled out by a member of the health staff who did not know the patient’s 
clinical context.  

    CLIA requires that laboratory orders contain “Any additional information relevant and 
necessary for a specific test to ensure accurate and timely testing and reporting of results, 
including interpretation, if applicable” (§493.1241 (c)(8)). However, there are no standards 
or requirements that control what context should be shared for each specific test.  

If the order does not have the required information, the laboratory will usually try to 
contact the ordering physician but may or may not be successful. Even if the laboratorian 
reaches the ordering physician, the contextual information may not be obtainable if the patient 
is no longer at the care facility and cannot be reached directly. 

 
Scenario  
2-22: (B) 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor to this could be that they did not have the diagnostic information available 
to inform their mental model of the patient’s condition in time. That may occur if the 
laboratory did not immediately notify the physician of an abnormal or time-sensitive lab 
result. 

The lab may not have notified the physician of a notable lab result because they did not 
believe the result to be accurate. They may not have believed the result to be accurate because 
it was so far outside the expected range that it is deemed more likely that the test was flawed 
than that the result is accurate. This may occur due to a lack of standardized procedures for 
determining the “valid range” of a diagnostic test as opposed to just the reference range. 

 
Scenario 
2-23: (C) 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor to this could be that they did not have the diagnostic information available 
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to inform their mental model of the patient’s condition in time. That may occur if the 
laboratory did not immediately notify the physician of an abnormal or time-sensitive lab 
result. 

The lab may not have notified the physician of a notable lab result because they believed 
the physician would already have access to that information. They may believe that because 
a standard procedure exists for communicating lab results to physicians and that is considered 
sufficient by the lab. They may also believe it is not their responsibility to notify the physician 
directly if other standardized means of communication exist. 

 
Scenario  
2-24: (C) 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor to this could be that they did not have the diagnostic information available 
to inform their mental model of the patient’s condition in time. That may occur if the 
laboratory did not immediately notify the physician of an abnormal or time-sensitive lab 
result. 

The lab may have attempted to notify the physician of the notable lab result but may have 
been unable to reach the physician. They may have been unable to reach the physician because 
they only attempted one method of communication (telephone, email, etc.) and the physician 
did not respond to that method of communication in time. 

 
Scenario  
2-25: (B) 

A medical practitioner may provide treatment too late to avoid patient harm (UCA). One 
contributing factor to this could be that they did not have the diagnostic information available 
to inform their mental model of the patient’s condition in time. That may occur if the 
laboratory did not immediately notify the physician of an abnormal or time-sensitive lab 
result. 

The lab may have attempted to notify the physician of the notable lab result, but the 
information may have been lost or corrupted while going through a “middleman”. They may 
have been able to reach someone affiliated with the physician, but not the physician directly, 
and the information is logged incorrectly or incompletely by that liaison.  
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Figure 12. Visualization of scenario 2-10  
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Figure 13. Visualization of Scenario 2-21 
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Control 
Action: 

Order laboratory test 

UCA Type: Providing causes hazard 

UCA: Medical practitioner orders laboratory test that is not the best/most appropriate test to 
diagnose a disorder/disease 

Scenario  
3-1: (B) 
 

A medical practitioner may not order the best/most appropriate lab test to diagnose a 
disorder/disease (UCA). One contributing factor may be that the EHR autosuggested the test, 
or dropdown menu options look similar but are not the test the practitioner actually intended 
to order [90]. The name of the incorrect test may be too similar for the physician to notice. 
This is because there is often a limited amount of space on a screen and not all text is displayed 
in every section. Additionally, if the practitioner believes they selected the right order, they 
may not go back and look at that field a second time. The physician may not notice that an 
incorrect order was placed until the results come back for a test that does not make sense.  

Even if this error is reported the EHR vendor may not prioritize fixing it as they may 
attribute it to physician error. See scenario 13-1 for a deeper discussion of this. 

 
Scenario  
3-2: (C) 
 

A medical practitioner may not order the best/most appropriate lab test to diagnose a 
disorder/disease (UCA). One contributing factor may be that they are unfamiliar with the best 
available tests. This may occur because the practitioner is not familiar with the interpretation 
of various lab tests used to diagnose and/or follow specific disorders/diseases. Certain 
laboratory tests have additional requirements (e.g., may only be ordered in conjunction with 
other lab test results or in specific clinical contexts), and that information may not always be 
conveyed to the ordering practitioner. While practitioners could consult a laboratorian/ 
pathologist to determine the most appropriate lab test, they may not be aware they are 
selecting a potentially inappropriate test, or do not have the time to consult them for every 
test order.  

 
Scenario  
3-3: (C) 
 
 

A medical practitioner may not order the best/most appropriate lab test to diagnose a 
disorder/disease (UCA). One contributing factor may be that the test is accurate in adults but 
has not been suitably tested on children or a different unique demographic. The EHR may not 
warn the practitioner because this distinction has not been noticed by their health system or 
by the device manufacturer. The FDA does not require data from pediatric patients before 
approving IVDs [93]. This may be due to a general belief that controlled trials are already 
difficult to perform for IVDs and that requiring test populations of specific demographic 
groups would be too onerous of a burden on the IVD manufacturers. 

 
Scenario  
3-4: (B) 
 
 

A medical practitioner may not order the best/most appropriate lab test to diagnose a 
disorder/disease (UCA). One contributing factor may be inappropriate clinical decision 
support provided by the EHR system. The clinical decision support may be inappropriate due 
to inappropriate coding of the condition or test result on which the decision support is acting. 
It may also be inappropriate if the system has not been updated to adequately address a change 
in the protocol for ordering a test result or diagnosing a condition.  

 
Scenario  
3-5: (B) 
 
 

A medical practitioner may not order the best/most appropriate lab test to diagnose a 
disorder/disease (UCA). One contributing factor may be inconsistent test naming in EHR user 
interfaces (e.g., “hypertension” vs “essential hypertension”). This may occur because it is up 
to the care facility administration or IT team to adequately program the EHR to practitioners’ 
needs, which may often be conflicting (e.g., two practitioners want the same test named 
differently).  
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Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Order laboratory test 

UCA Type: Providing causes hazard 

UCA: Practitioner orders laboratory test for patient that is not covered by patient’s health 
insurance 

Scenario  
4-1: (C) 

A medical practitioner may order a test that is not covered by the patient’s health 
insurance if that information was not relayed to the practitioner in the ordering menu.  

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Order lab test 

UCA Type: Providing causes hazard 

UCA: Medical practitioner orders laboratory test for patient that has already been done 

Scenario  
5-1: (B) 
 

A medical practitioner may order a laboratory test for a patient that they already had done 
in a different hospital network. Because there is no way for all of a patient’s data to be stored 
together, the physician is unaware of the previous test. The patient may be unaware that the 
test the physician ordered is the same one they had done previously.  

 
Scenario  
5-2: (B)  
 

A medical practitioner may order a duplicate test intentionally because their hospital 
system does not trust results from outside facilities. That may occur if the care facility was 
unable to demonstrate compliance of that test with the facility’s quality standards. This may 
occur if the test performed at the other facility did not achieve the sensitivity required at this 
facility. 

 
Scenario  
5-3: (A) 
 
 

A medical practitioner may order a duplicate test intentionally because their hospital 
system does not trust results from outside facilities. That may occur if the original test was 
performed at a laboratory associated with a different care facility. The test result data shared 
from the different facility may not contain enough information for accurate determination of 
whether the test is comparable to one that would be performed at the receiving facility.  

This may occur if the test performed at the other facility does not contain sufficient 
information for interpretation and comparability determination such as specimen source, 
reference range and type of testing (e.g., device identifiers, antigen testing versus a molecular 
assay, etc.). The results may not include sufficient information because the ability to transfer 
that information may be dependent on additional EHR settings each party needs to have 
selected or differences in data standards used. Development of additional standards for what 
data elements are needed when exchanging test results may require facilities to update a large 
number of interfaces, for which they may see little return on investment without a 
financial/regulatory incentive. 

 
Scenario  
5-4: (B)  

A medical practitioner may order a duplicate lab test if a specific test needs to be ordered 
within a certain amount of time from when the patient arrives at the care facility, so a “stat” 
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Category/ 
Scenario # 

Scenario Description 

order is placed immediately, and that test ends up being ordered again as part of an order set 
that gets placed later in the patient visit. 

Scenario 
5-5: (B)  
 

A medical practitioner may order a duplicate lab test if they believe the test order may 
not have gone through the system if it has been a long time since the order was filed and the 
results have not been delivered. For the ordering practitioner, there is no easy way to track at 
what stage of the process the laboratory test is, and when they can expect to receive results.  

 
 
 

Controller: Laboratory/Care Facility 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Update HIT system  

UCA Type: Not providing causes hazard 

UCA: Laboratory/care facility does not update HIT system when safety-critical HIT system 
update is released 

Scenario  
6-1: (B) 
 
 

A laboratory/care facility may not have updated their HIT system because they did not 
believe the update was safety critical. The update may not have necessarily come with labels 
or descriptions of the implications of not implementing the update.  

The decision to proceed or not with the update may have been made in the context of 
available resources and competing priorities. Facilities may update systems based on 
perceived relevance. For example, care facilities may update code sets that impact a broader 
range of users (like SNOMED CT or billing codes) more frequently than they update code 
sets regarding specific use cases (like LOINC codes for laboratory data). Additionally, the 
team that makes the decision to upgrade the system may not be the end users of that system.  

Regulatory or statutory incentives are inadequate when it comes to ensuring that 
laboratories and care facilities remain up to date with their HIT systems. Regulatory or 
statutory incentives are also inadequate when it comes to informing laboratories of 
implications for not proceeding with HIT system updates.  
 

Scenario  
6-2: (A) 
 
 

A laboratory/care facility may not have updated their HIT system because they believed 
the update would interfere with other IT systems the laboratory/care facility uses. The 
laboratory/care facility may have this belief if prior system updates resulted in other IT 
systems encountering problems. They may also have received information from other 
facilities with the same software system that may have already taken the update and 
experienced problems.  

Some HIT system updates may have an impact on 3rd party HIT systems as well as 
downstream instruments. Software code changes may not be implemented successfully 
without thorough validation testing and coordination between HIT system vendors and users.  

Currently, regulatory or statutory incentives ensuring safety-critical updates do not affect 
other safety-critical functionality are inadequate. Maintaining up to date LIS systems 
depends on vendors working in partnership with users when new code releases are coming, 
which may not occur without dedicated maintenance contracts.  
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Category/ 
Scenario # 

Scenario Description 

Scenario  
6-3: (A) 
 
 

A laboratory/care facility may not have updated their HIT system because they did not 
have adequate resources (budget, manpower, or technical expertise) to install the update in 
a timely manner.  

Many HIT software updates also require hardware replacement, configuration, or re-
calibration of instrumentation. The combination of additional software and hardware cost to 
upgrade HIT systems may create a budgetary strain for healthcare organizations. In addition, 
resources needed to implement and maintain HIT upgrades may be scarce as a result of 
economic factors.  Financial incentives to defray cost for laboratories/care facilities to remain 
up to date with their HIT systems are non-existent.  

Scenario  
6-4: (B) 

 

A laboratory/care facility may not have updated their HIT system because they believed 
that the HIT system was “turnkey” and did not require active maintenance. This may occur 
if the HIT system was marketed to the laboratory/care facility by the vendor as not needing 
active maintenance. The facility may be too small to have an IT team, or the team may be 
too small or lack the resources to fully tackle the task of maintaining the HIT system. 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Update HIT system 

UCA Type: Providing causes hazard 

UCA: Laboratory/care facility updates HIT system to version that is incompatible with other 
systems 

Scenario  
7-1: (B) 
 
 
 

A laboratory/care facility may have updated their HIT system to a version that is 
incompatible with other equipment because previous updates did not break any existing 
connections, and they trusted that this one would behave similarly. They may have believed 
so because they received testing routines from the vendor which they believed to be 
sufficient in capturing all interactions of the system. The testing routine may not have taken 
into consideration every possible software or hardware the HIT system is expected to interact 
with, due to the high amount and variability of connections the system has. The 
laboratory/care facility may not have enough experts who understand the software 
connections on the team responsible for updates. This can happen if the IT team is 
completely disconnected from the lab in a system where the lab is within a larger healthcare 
facility.  

Currently, regulatory or statutory incentives ensuring safety-critical updates do not affect 
other safety-critical functionality are inadequate. Maintaining up to date LIS systems 
depends on vendors working in partnership with users when new code releases are coming, 
which may not occur without dedicated maintenance contracts.  

 
Scenario  
7-2: (C)  
 

A laboratory/care facility may have updated HIT system to version that is incompatible 
with other equipment because they were under pressure to update within a certain window 
of time and did not have time, resources, or expertise to run necessary testing.  

 
Scenario  
7-3: (B) 
 
 

A laboratory/care facility may have updated HIT system to version that is incompatible 
with other equipment because the middleware facilitating information transfer was unable to 
update their infrastructure in time. The middleware company may only find out about the 
HIT system update once that update has broken a connection the middleware software uses. 
Though there may be contractual clauses requiring middleware companies to be informed of 



 
System Safety within Laboratory Data Exchanges Report 

 

 Page 105 

updates in the systems with which they interact, regulatory or statutory requirements are 
inadequate.  

 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Update reference terminology in HIT system  

UCA Type: Not providing causes hazard 

UCA: Laboratory/care facility does not update reference terminology in HIT system when 
safety-critical reference terminology update is released. 

Scenario  
8-1: (B) 
 

A laboratory/care facility may not have updated the reference terminology in their HIT 
system because they did not believe the update was safety critical. The decision to proceed 
or not with the terminology update may have been made in the context of available resources 
and competing priorities. Facilities may update systems based on perceived relevance. For 
example, care facilities may update code sets that impact a broader range of users (like 
SNOMED CT or billing codes) more frequently than they update code sets regarding specific 
use cases (like LOINC codes for laboratory data). 

Regulatory or statutory incentives are inadequate when it comes to ensuring that 
laboratories and care facilities remain up to date with their reference terminologies. Neither 
standards development organizations nor government agencies like NLM track whether 
users are going through with terminology updates. SDOs do not track their users in general 
or share user logs due to logistical and privacy concerns. 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Map local codes to reference terminology 

UCA Type: Not providing causes hazard 

UCA: Laboratory/care facility does not map local codes to reference terminology when 
safety-critical reference terminology update is released 
 

Scenario  
9-1: (A) 
 
 

A laboratory/care facility might not map local codes to reference terminology because 
the regulation that required them to do the mapping elapsed or ended (See UCAs for CMS, 
ONC, Federal Government). The laboratory/care facility may not see keeping mapped codes 
updated as a priority, especially if there is no tangible benefit for doing so and there are no 
regulatory incentives or repercussions for failing to do so.  

Current standard ontology mapping strategies may not contain sufficient granularity to 
support interoperability, and care facilities or laboratories may choose to not utilize reference 
terminologies for particular tasks (e.g., comparability determination for exchange of results) 
because they are aware of these shortcomings. Additionally, it may not be necessary to have 
reference terminology mapped to local codes if the facilities sharing data have already built 
an interface that can interpret each facility’s local codes.  
 

Scenario  
9-2: (A) 
 
 

A laboratory/care facility may not map local codes to new reference terminology because 
of time or resource constraints. Facilities may make decisions on terminology mapping based 
on perceived relevance. For example, care facilities may update code sets that impact a 
broader range of users (like SNOMED CT or billing codes) more frequently than they update 
code sets regarding specific use cases (like LOINC codes for laboratory data). Due to the 
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Category/ 
Scenario # 

Scenario Description 

immense volume of tests and possible test results, labs may not have the staffing resources to 
review newly released terminology mappings in a timely fashion. 

Neither standards development organizations nor government agencies like the NLM 
track whether users are mapping to new terminology releases. SDOs do not track their users 
in general or share user logs due to logistical and privacy concerns. 
 

Scenario  
9-3: (B) 
 
 
 
 

A laboratory/care facility may not map local codes to new reference terminology because 
of insufficient support in the mapping process. The facility may have had initial support 
setting up a mapping routine, but no longer receives sufficient support to continue to make 
those adjustments in the long term.  

Implementation/mapping guidelines cannot anticipate every system and source data upon 
which the terminology or messaging standards would be implemented. Therefore, guidelines 
cannot provide specific mapping of proprietary data to standards. Inconsistent mapping is 
more likely to occur if implementers are unable to access support resources to clarify 
ambiguities in implementation/mapping guidelines or standards themselves. 

 
Scenario  
9-4: (A) 

 
 
 

A laboratory/care facility may not map local codes to new reference terminology because 
of unclear or conflicting guidelines for mapping reference terminology. It may be the case 
that multiple SDOs developing different reference terminologies disagree on the best 
approach to mapping new terminologies, and each SDO releases mapping guidelines for their 
own terminology that conflict with the guidelines of the other SDO. There may be no 
formalized line of communication between different SDOs to ensure consistency in mapping 
guidelines.  

 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Map local codes to reference terminology 

UCA Type: Providing causes hazard 

UCA: Laboratory/care facility maps local codes to reference terminology incorrectly/ 
inconsistently 

Scenario  
10-1: (A) 

A laboratory/care facility may map local codes to reference terminology incorrectly or 
inconsistently because mapping different reference terminologies is a manual process, subject 
to the interpretation of the individual mapper, who may be an IT professional rather than a 
medical professional. It may also be the other way around, where a medical professional 
without reference terminology experience is tasked with mapping codes following an update.  

Tests using different methodologies and producing noncomparable results may also be 
appropriately mapped to the same reference terminology, as the terminology structure may 
not support sufficient granularity to distinguish results performed on different noncomparable 
instrumentation. On the other hand, there can be multiple appropriate codes for a given test, 
so different users may not always select the same code.  

 
Scenario  
10-2: (A) 
 
 

A laboratory/care facility may map local codes to reference terminology incorrectly or 
inconsistently if the facility does not update their reference terminology base frequently 
enough as new codes are released and maps their local codes to outdated (deprecated) 
terminology. Facilities may make decisions on terminology mapping based on perceived 
relevance. For example, care facilities may update code sets that impact a broader range of 
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Category/ 
Scenario # 

Scenario Description 

users (e.g., SNOMED CT or billing codes) more frequently than they update code sets 
regarding specific use cases (e.g., LOINC codes for laboratory data). 

Neither standards development organizations nor government agencies like the NLM 
track whether users are mapping to new terminology releases. SDOs do not track their users 
in general or share user logs due to logistical and privacy concerns. 

 
Scenario  
10-3: (A) 

A laboratory/care facility may map local codes to reference terminology incorrectly or 
inconsistently because they do not have systems in place for verifying mapping after mapping 
occurs. Current guidance from the ONC for safe EHR use does not require checking this 
(SAFER). Even if added to guidance like SAFER, a significant number of regulations from 
the ONC and CMS require simple attestations of adherence to optional or required 
components. Because of the lack of required proof and minimal oversight the care facility 
may believe that it is more cost effective to risk a potential fine than to perform the 
verification procedures. 

 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Enable software feature in HIT system 

UCA Type: Not providing causes hazard 

UCA: Laboratory/care facility does not enable safety-critical software feature on HIT system 

Scenario  
11-1: (B) 
 
 
 

A laboratory/care facility may not enable safety-critical software feature on a HIT system 
because they do not realize the feature has safety-related significance. The HIT company may 
indicate whether a feature is safety-critical in the release notes, but the perception of safety-
criticality may be different between a developer and a user of the system. Facilities with robust 
IT teams may work to review any impacts of not activating a feature, but smaller facilities 
may not have the resources to do so. Additionally, the team that makes the purchasing 
decision to acquire a system or activate a feature may not be the end users of that system and 
may not be aware of the safety-criticality of the feature. Medical director sign-off may be 
required depending on the type of decision that is being made, but the individual practitioner 
signing off may not have the time or resources to conduct an in-depth analysis of the feature. 

The safety-critical feature in the HIT software may have been required by HIT 
certification criteria, but the certification organizations may have certified only a “model” 
software rather than a specific implementation at a site. Though HIT certification 
organizations (ONC-ACBs) can randomly audit HIT implementations “in the field”, ONC 
may not enforce that such audits actually occur. Historically, ONC-ACBs have conducted 
random audits on 2% of accredited programs, but currently audits only occur reactively when 
they receive complaints about particular programs [94].  

 
Scenario  
11-2: (B)  
 

A laboratory/care facility may not enable safety-critical software feature on a HIT system 
because they did not realize they needed to enable the feature. This might be because of the 
intense setup timeline pressure placed on care facilities during initial installation. The team 
that makes the purchasing decision may not be the end users of that system and may opt for 
a setting which may not always reflect the best configuration for the users.  

The configuration may not include a feature that the users deem safety-critical feature 
without a regulatory or financial incentive, or if standards are written in the language of  
“should” rather than “shall”.  
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Category/ 
Scenario # 

Scenario Description 

Scenario  
11-3: (B) 
 

A laboratory/care facility may not enable safety-critical software feature on a HIT system 
because they did not realize that the feature depends upon another feature that the facility does 
not possess. Relationships between HIT modules are typically complex and the decision 
makers at the facility, who may not be the end users of that system, may choose to opt for 
default settings, which may not always be compatible with the small subset of non-default 
settings selected. 

Scenario  
11-4: (B) 
 
 

A laboratory/care facility may not enable safety-critical software feature on a HIT 
system because they do not realize that the feature is safety critical. While the CMS or ONC 
may provide tools that would help facilities verify safety-critical features are working, the 
tools may not be used by all facilities if they are optional and not tied to incentive/ 
disincentive structures [95], [96].  
 

 
 

Controller: Care Facility 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Acquire an Electronic Health Record System 

UCA Type: Not providing causes hazard 

UCA: Care facility does not acquire an EHR system when patient data needs to be shared 
electronically from other facilities or laboratories 
  

Scenario  
12-1: (B)  
 

A care facility may not acquire an EHR system because they were not eligible for EHR 
adoption incentives according to Meaningful Use or 21st Century Cures reimbursement 
requirements. They may not be able to make the switch because of the high initial costs and 
lack of incentives to make the switch. This care facility may then not be able to send useful 
health information to a patient’s other care facilities[97].  

 
 
 

Controller: HIT Company 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Release HIT system update 

UCA Type: Not providing causes hazard 

UCA: HIT company does not release HIT system update following safety-critical reports from 
customers 

Scenario  
13-1: (A) 
 

A HIT company may not release a system update because they believe the reported 
problem to be related to the practitioner’s use of the HIT system, rather than the system 
design. HIT companies will work with care facilities to determine safety concerns and if 
immediate system updates are required. However, the HIT company may rely on a “hold 
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Category/ 
Scenario # 

Scenario Description 

 
 

harmless” clause in their contract with the customer, such that their system cannot be held 
responsible for errors the system introduces, because medical practitioners should be able to 
identify and correct for these errors.  

Additionally, the HIT company may not have received sufficient reports of safety 
concerns, as reports submitted by medical practitioners may be filtered through different 
liaisons such as IT specialists or administrators before being sent to HIT companies. These 
liaisons may also deem the problem to be related to the practitioner’s use of the HIT system, 
rather than the system design. Uncovering and reporting problems with HIT systems may not 
be prioritized if laboratory or care facility management spend large sums of money and time 
acquiring and maintaining these systems.  

Users of HIT products may face additional barriers to reporting. For example, medical 
practitioners and laboratorians may be reluctant to submit reports out of concern they will be 
blamed for not being knowledgeable. Users may also not understand enough about the HIT 
system to be able to articulate a report on the issue they encounter. Additionally, if users have 
previously submitted reports which have not been followed up on, they may not submit 
additional reports.  

Regulatory or statutory incentives to ensure safety-critical reports are addressed on the 
vendor side are inadequate, partly as a result of the belief that the information presented in a 
HIT system is mediated by an expert user and is thus not a closed-loop system by itself. HIT 
certification is primarily geared towards EHR functionality and data exchange capabilities. 
Safety is considered as a factor in HIT certification through user centered design criteria, but 
direct safety-related performance criteria for programmatic activities (e.g., CMS’s promoting 
interoperability programs) are inadequate. Introducing additional safety-specific certification 
criteria without additional financial incentives may lead to backlash from 
developers and users of HIT systems.  
 

Scenario 
13-2: (A)  
 
 
 

A HIT company may not release a system update because they do not believe the reported 
issue to be safety-critical enough to warrant a system update. The company may have only 
received that report from a small subset of facilities, as the build at those facilities may not 
have been the company’s “model system.” Without other facilities reporting that same issue, 
financial incentives may lead the HIT company to require the customer to address the issue 
themselves. Regulatory or statutory incentives to ensure safety-critical reports are addressed 
by vendors or submitted to a regulatory agency are inadequate.  

HIT certification is primarily geared towards EHR functionality and data exchange 
capabilities. Safety is considered as a factor in HIT certification through user centered design 
criteria, but direct safety-related performance criteria for programmatic activities (e.g., 
CMS’s promoting interoperability programs) are inadequate. Introducing additional safety-
specific certification criteria without additional financial incentives may lead to backlash from 
developers and users of HIT systems.  
 

Scenario  
13-3: (B) 
 
 

The HIT company may not release a system update because they do not believe the 
reported issue to be safety-critical enough to warrant a system update. The HIT company may 
not have received sufficient reports of safety concerns, as submitting reports may require 
medical practitioners to stop what they are doing and retrace a problem in HIT system to take 
screenshots, which may not be feasible due to time constraints. 
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Figure 14. Visualization of scenario 13-1 
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Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Release HIT system update 

UCA Type: Providing causes hazard 

UCA: HIT company releases HIT system update that has been insufficiently tested 

Scenario 
14-1: (A)  
 
 
 

The HIT company may release a system update that has been insufficiently tested (UCA). 
One component of insufficient testing may be that the HIT company develops an insufficient 
set of test cases for customers to use to verify the compatibility of an update with their existing 
systems.  

This may occur because the HIT company may not have the information with which to 
develop test cases for each individual user of that system. HIT systems are built for individual 
customers and, if maintenance is not included in the contract, these systems are no longer 
under the purview of the HIT company. The company thus may not sufficiently consider the 
features or connections of each individual build when developing the test cases for an update. 
Regulatory or statutory requirements for testing of HIT systems, other  
than those embedded within medical devices, are inadequate. 
 

Scenario  
14-2: (A)  
 
 

The HIT company may release a system update that has been insufficiently tested (UCA). 
One component of insufficient testing may be that the in-house regression testing performed 
by the HIT company does not sufficiently consider how the new update will interfere with 
existing functionality of the system, or its connections. This may occur because regulatory or 
statutory requirements for testing of HIT systems are inadequate, other than for systems 
embedded within medical devices. 

Even if a customer has a maintenance contract and uses a standard (non-custom) version 
of the software, they may encounter problems if updated systems have not been sufficiently 
tested by the HIT vendor. 
 

Scenario  
14-3: (B)  
 

The HIT company may release a system update that has been insufficiently tested (UCA). 
One contributing factor may be that the extent of the testing performed following a build or 
update was left to the judgment of the client. The client may want to expedite the deployment 
of their HIT system and may not verify that the testing routine developed by the HIT company 
successfully addresses all cases likely to be encountered in that specific environment. This 
may occur because regulatory or statutory requirements for testing of HIT systems are 
inadequate, other than for systems embedded within medical devices. 
 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Provide build support and maintenance for HIT system customers 

UCA Type: Not providing causes hazard 

UCA: HIT company does not provide sufficient build support or maintenance when customer 
does not have the resources to build or maintain HIT System 

Scenario  
15-1: (C) 

 

The HIT company may not provide sufficient build support or maintenance to its 
customers if any of these provisions are not included in the customer contract. They may not 
be included in the customer contract due to financial pressures on the customer’s side. The 
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Category/ 
Scenario # 

Scenario Description 

HIT company may not have incentives to spend its employees’ time on support and 
maintenance of individual HIT systems that were implemented by care facility or laboratory 
IT teams.  
 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Roll back HIT system update 

UCA Type: Too early / too late / out of order 

UCA: HIT company rolls back HIT system update with safety-critical flaws too late after 
update is released 

Scenario  
16-1: (B) 
 
 
 

The HIT company may roll back the HIT system update too late if the system operates 
though a cloud-based implementation, and the safety-critical issue was only reported in a 
small subset of facilities utilizing the system. HIT companies would need to coordinate rolling 
back the HIT system updates, which may take time and would require suspending services 
available to other facilities that may not be encountering the safety-critical issue.  
 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Select data standards to implement in HIT system 

UCA Type: Providing causes hazard 

UCA: HIT company selects data standard that is not compatible with data standards used in 
HIT systems from competitors 

Scenario  
17-1: (A) 
 
 

The HIT company may choose a data standard that is not compatible with data standards 
used in HIT systems from competitors because it wants to make it a challenge for customers 
to switch HIT vendor. They are able to select which standards they use or don’t use as long 
as they can meet certain ONC requirements, however there is regulation that specifies which 
data standards must be used is inadequate. The regulatory/financial incentives that do exist 
require systems to be able to implement some specific standards, but do not 
mandate a specific implementation. 
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Controller: CMS 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Change requirements for “Promoting Interoperability” participants to avoid a negative 
payment adjustment.  

UCA Type: Providing causes hazard 

UCA: CMS changes requirements for “Promoting Interoperability” participants in a way that 
negatively impacts safety outcomes for program participants  

Scenario  
18-1: (B) 
 
 

CMS changes “Promoting Interoperability” program requirements that change safety 
outcomes for program participants by reducing quantity of points allocated to safety-critical 
items. Through the “Promoting Interoperability” program, CMS releases a scoring system 
where program participants must hit a minimum score in order to obtain full reimbursements. 
Care facilities may prioritize components of the program that are allocated more points. 
Therefore, they may deprioritize measures that are allocated fewer points, even if they are 
more safety critical. Components that do not add to the score at all may be particularly de-
prioritized.  

 
Scenario  
18-2: (B) 
 
 

CMS releases new “Promoting Interoperability” program requirements that do not align 
with the most safety-critical issues. This may be because CMS is not aware of the biggest 
issues affecting safety because the data, they receive is not high-resolution and does not allow 
for significant analysis of actual quality/performance versus score for the hospitals. The main 
feedback CMS receives is through questions and comments from care facilities. Care facilities 
have no incentive to provide CMS with information that would increase regulatory oversight. 

 
Scenario  
18-3: (B) 
 

CMS changes “Promoting Interoperability” program requirements to include too many 
optional components which results in fewer hospitals following safety-critical but optional 
requirements. This may be because CMS receives feedback from care facilities that 
previous requirements were too rigid and caused them to lose funding. CMS may get the 
feedback either through direct messaging or through lower program participation [98].  

Scenario  
18-4: (B) 
 

CMS adds “Promoting Interoperability” program requirements that are too difficult for 
participants to adhere to in time. This could cause hospitals to lose critical funding and could 
increase political pressure on CMS to loosen restrictions overall. They may create 
requirements that are difficult to meet because CMS receives feedback from other HHS 
agencies that certain criteria are critical for achieving an interdepartmental goal [99]. CMS 
may receive feedback from hospitals through notice and comment rulemaking procedures. If 
insufficient comments are left, CMS may not realize the rule is too severe. 
 

Scenario  
18-5: (B) 
 

CMS releases “Promoting Interoperability” program requirements with no premarket 
audit plans or other way of tracking honest attestations. The attestation data may then give a 
false sense of security in overall performance on that metric. CMS may not be able to easily 
conduct audit because the data it receives is not detailed enough to critically evaluate 
performance independently. 
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Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Provide hardship exception for “Promoting Interoperability” program participant 

UCA Type: Providing causes hazard 

UCA: CMS provides a hardship exception for a requirement that allows hospitals to operate 
EHRs with known safety risks [86]. 

Scenario  
19-1: (B) 
 

CMS provides too many hardship exceptions for complying with promoting 
interoperability rules such that care facilities wait for multiple years to fix safety-critical 
problems that are out of compliance with the regulations. This may be because too many 
hospitals would fail if they allowed fewer exceptions. High rates of failure could potentially 
disrupt healthcare for many people [99]. 

  
Scenario  
19-2: (B) 

CMS provides too few hardship exceptions such that care facilities lose critical funding 
when a HIT company is found to be out of compliance with the regulations. This could cause 
additional pressures to distort data or otherwise conceal lack of compliance. 

 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Provide negative payment adjustment to care facility  

UCA Type: Not providing causes hazard 

UCA: CMS does not provide negative payment adjustment to care facility that did not meet 
funding requirements and is using systems that do not meet minimum safety 
requirements. 

Scenario  
20-1: (B) 

 
 

CMS may not provide negative payments to care facilities that did not meet regulatory 
requirements because CMS was unaware that the care facility’s attestation was falsely 
attested. CMS has historically relied on “post payment audits” as opposed to pre-payment 
verification [100]. They may rely on post payment audits because CMS does not have the 
funding or statutory ability to properly conduct audits earlier. Additionally, the sheer volume 
of program participants may make proactive action difficult. Furthermore, CMS does not have 
access to data that would allow them to verify attestation data. Adding additional data 
requirements would require funding to analyze it, and additional time and resources on the 
care facility side.  
 

 
 

Controller: ONC 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Adopt technical standards in HIT certification criteria 

UCA Type: Providing causes hazard 
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Category/ 
Scenario # 

Scenario Description 

UCA: ONC adopts technical standards in HIT certification criteria that are insufficient to 
create interoperable HIT systems 

Scenario  
21-1: (A) 
 
 

ONC may adopt technical standards in HIT certification criteria that are insufficient to 
create interoperable HIT systems because they may receive insufficient feedback from HIT 
system users on problems involving healthcare data exchanges. For users of certified systems, 
ONC does not mandate case reports of instances where certified HIT systems don’t 
interoperate. Individual medical practitioners or patient safety organizations may notice 
patterns in poor interoperability of HIT systems but may be unable to understand the full 
scope of the problems and report them in an actionable format.  

Furthermore, not all care facilities and laboratories use certified HIT systems and may 
not use the specific standard(s) adopted by the ONC. There may be nowhere for users of non-
certified HIT to report safety-related concerns. Feedback to the ONC may primarily involve 
their standards and programs and the ONC may not have the capacity to analyze other reports.  
 

Scenario  
21-2: (B) 

 

ONC may adopt technical standards in HIT certification criteria that are insufficient to 
create interoperable HIT systems because not all HIT systems are certified by the ONC. This 
may occur because only certain care facilities and physician practices fell under categories 
that allowed them to get incentives for acquiring certified EHRs [97]. Current programs for 
Promoting Interoperability only apply to clinicians, eligible hospitals and critical access 
hospitals utilizing certified HIT systems. Laboratories, among others, were not included in 
programs that offered financial incentives for adopting certified EHRs and are currently not 
included in programs that tie funding to ONC certified system usage.  

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Adopt technical standards in HIT certification criteria 

UCA Type: Too late/ too early/ out of order 

UCA: ONC adopts technical standards in HIT certification criteria too late after HIT systems 
are already deployed 

Scenario  
22-1: (B) 
 

ONC may adopt technical standards in HIT certification criteria too late because the ONC 
takes 3-5 years to get legislation from mandate from Congress to use in EHRs. The conditions 
that inspired the mandate may have been worsening throughout the time delay. The HIT 
companies may also use the comment periods during that time to weaken any 
regulatory oversight that they view as too onerous.  
 

Scenario  
22-2: (B) 
 

ONC may delay adopting regulatory standards to wait for a sector of industry to develop 
before adopting regulation. The ONC may have sought to give flexibility to industry to gain 
necessary implementation experience given how frequently some standards are updated as 
new technology is developed. 
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Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Certify EHR as meeting current certification requirements 

UCA Type: Providing causes hazard 

UCA: ONC certifies EHR that does not meet current certification requirements 

Scenario  
23-1: (A) 

 

ONC may approve an EHR system that may not meet certification requirements if the 
EHR vendor fraudulently represented their EHR to the ONC / ONC-ACB at the time. For 
example, the EHR may have been hard coded to pass certain certification tests that it could 
not pass in the field.  

The ONC/ONC-ACB may not be aware of deceptive practices unless a user or employee 
alerts them to the fraudulent activity. Users may not be aware of the certification criteria and 
may not know how to report a violation if encountered.   

Additionally, certification organizations may have certified only a “model” software 
rather than a specific implementation at a site. Though health IT certification organizations 
(ONC-ACBs) can randomly audit health IT implementations “in the field”, ONC may not 
enforce that such audits actually occur. Historically, ONC-ACBs have conducted random 
audits on 2% of accredited programs, but currently audits only occur reactively when they 
receive complaints about particular programs [94].  

 
 
 
 

 
 
Figure 15. Visualization of scenario 23-1 
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Controller: FDA 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Approve IVD device 

UCA Type: Providing causes hazard 

UCA: FDA approves an IVD device that does not perform to expected performance levels 

Scenario  
24-1: (C) 
 

The FDA might approve an IVD device that does not perform to expected performance 
levels because they compared it to a previously approved product, where a regulatory 
decision may have been made with inadequate validation data. 

Because approval is often based on comparisons, if another device was approved on 
inadequate validation data, it is now easier for more devices to be approved from that same 
data.  
 

Scenario 
24-2: (B)  
 

The FDA might approve an IVD device that does not perform to expected performance 
levels because there are not enough resources or time to perform controlled clinical trials on 
all IVD devices prior to approval, especially in emergency use authorization situations. 
Additionally, after deployment of the device, data from different facilities utilizing that 
device may have been coded differently and not be aggregable in a way that reveals the 
device’s performance issues, due to lack of standardization for reporting IVD performance 
data to the FDA. 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Issue corrective action to IVD manufacturer 

UCA Type: Too Early, too late, out of order 

UCA: FDA issues corrective action to IVD manufacturer too late following a series of 
inappropriate results from IVD device 

Scenario  
25-1: (A) 

 

The FDA may issue corrective action to IVD manufacturer too late following a series of 
inappropriate results from IVD device (UCA). One contributing factor may be that an IVD 
malfunction may not lead to a safety signal that is detectable or actionable by the FDA.  

This may occur because the FDA are not getting all reports from care facilities about 
invalid or inaccurate results, since this reporting is voluntary and considered passive 
surveillance. The FDA may not be aware that the few reports they do get are indicative of a 
larger trend regarding a device.  

Care facilities or laboratories may not report all errors because they are not required to 
report unless there was clear harm caused. They may also not have realized that the tests were 
providing inaccurate results if the error was subtle enough to not be quickly detectable. Minor 
problems may only be reported to IVD manufacturers, many of whom are based 
internationally and cannot have their quality programs easily inspected by the FDA due to a 
backlog stemming from factors like high demand for diagnostic tests or international border 
restrictions. Even if the FDA can arrange a directed inspection of a manufacturer quickly, 
without appropriate reporting they may not know to prioritize an inspection.  

FDA may also not get all reports from care facilities or laboratories because post-market 
performance studies may not be conducted or completed for all devices. The FDA may not 
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Category/ 
Scenario # 

Scenario Description 

have the ability to fund all post-market studies, so studies may be conducted by industry, 
payors, or academia and results may not reach the FDA in a standardized format.  

Additionally, laboratory data available to care facilities may contain little to no 
information about what specific device/test methodology was used (e.g., through a unique 
device identifier), making further investigation into device performance difficult. Post-market 
performance data collected by IVD manufacturers might use data aggregated from different 
facilities across different geographic or demographic profiles. The data from those different 
facilities may have been coded differently and not aggregated in a way that reveals the 
performance issues, due to lack of standardization for reporting IVD performance data to the 
FDA. IVD manufacturers may also not be incentivized to report negative research findings to 
the FDA. 

 
Scenario  
25-2: (B) 

 
 

The FDA might attempt to issue corrective action to an IVD manufacturer in the form of 
an injunction/recall following a pattern of inappropriate results from IVD device, but that 
action may not go through because the Department of Justice assigns it a low-priority status 
or decides against litigation. This decision may be informed by the volume of devices affected 
or the level of perceived risk. This may occur because of a pattern of treating IVD devices as 
“not directly responsible” for an adverse event, as the incorrect or misleading test result is not 
what directly harms the patient, it is rather the incorrect treatment provided later.  
 

Scenario  
25-3: (B) 

 
 

The FDA might not issue corrective action to an IVD manufacturer following a pattern 
of inappropriate results from IVD device because the invalid or inaccurate results are not 
deemed safety-critical enough to warrant corrective action. This may occur because of a 
pattern of treating IVD devices as “not directly responsible” for an adverse event, as the 
incorrect or misleading test result is not what directly harms the patient, it is rather the 
incorrect treatment provided later. This may also occur because the health hazard analysis 
performed by the IVD manufacturer during development attributed a low risk level to the 
device. The risk threshold set for the device might not match the disease risk level based on 
an incorrect diagnosis. This may be because the form of test is novel (e.g., genomic or 
personalized tests) and their risks are not fully understood by the IVD manufacturer or the 
FDA.  
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Figure 16. Visualization of Scenario 25-1 
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Controller: IVD Manufacturer/Importer 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Associate IVD device output to reference terminology codes 

UCA Type: Not providing causes hazard 
UCA: IVD manufacturer does not associate device output to reference terminology codes when 

device output needs to be shared with external facilities 
Scenario  
26-1: (B) 
 

IVD manufacturer may not associate device output to reference terminology codes 
because different reference terminologies are more widely used in some geographic regions, 
and the manufacturer may export to regions using different reference terminologies. There is 
no regulatory or statutory incentive for IVD manufacturers to associate their device outputs 
to reference terminology, as well as no industry incentive as individual laboratories are 
capable of linking outputs to local codes.  

Scenario  
26-2: (B) 
 
 
 

IVD manufacturer may not associate device output to reference terminology codes 
because associating reference terminology may require software modifications to equipment 
that has been operational for extended periods of time, potentially leading to interruptions in 
service. There is no regulatory or statutory incentive for IVD manufacturers to associate their 
device outputs to reference terminology, as well as no industry incentive as individual 
laboratories are capable of linking outputs to local codes.  

 
 

Controller: Payor 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Provide coverage/reimbursement for laboratory test 

UCA Type: Not providing causes hazard 

UCA: Payor does not provide coverage/reimbursement for a laboratory test that may provide 
value to an individual patient’s case 

Scenario  
27-1: (B) 
 
 

Payor may not provide coverage for a test that may provide value to an individual 
patient’s case if CMS does not cover the lab test, despite it having FDA clearance. The test 
may be the best for the patient’s case, but the CMS may not view it as being enough of an 
improvement over other available options to merit increased costs of covering that test. This 
occurs because the FDA scrutinizes tests based on safety and efficacy, while CMS scrutinizes 
them based on reasonableness and necessity. 
  

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Provide additional preventative healthcare/well-being services to patients 

UCA Type: Stopped too soon / applied too long 
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Category/ 
Scenario # 

Scenario Description 

UCA: Payor stops providing additional preventative healthcare/well-being services that 
patients are actively utilizing 

Scenario  
28-1: (B) 
 
 

Payor may stop providing preventative healthcare/well-being services that patients are 
actively utilizing if the payor does not receive funding from CMS due to not having achieved 
the necessary quality measures. This may occur if the payor does not receive the necessary 
clinical data (e.g., receiving only what kind of test was done and not the result, or patient’s 
clinical context) in order to meet all quality metrics imposed by CMS. This may occur if the 
payor cannot negotiate a data sharing agreement with a laboratory or practitioner due to 
patient privacy concerns or interoperability issues. The laboratory who typically files the 
claim may also not possess all the clinical data that the payor needs for quality purposes. 
There is no regulatory requirement for what data elements need to be shared with payors for 
quality purposes.  

 
 

Controller: Naming/Coding/Messaging (NCM) Standards Development Organizations (SDO) & Reference 
Libraries 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Create/release new reference terminology 

UCA Type: Too early, too late, out of order 
UCA: SDO creates/releases new reference terminology too late after a new type of diagnostic 

test is developed or disease/condition is identified 
Scenario  
29-1:  (B) 

 

The SDO may release the reference terminology too late because some terminologies 
only have regular updates every six months, and there may not be an appropriate system for 
requesting the terminology release to be expedited. The lab/care facility may have needed to 
create temporary local codes in the meantime. Because this happens somewhat regularly, 
labs/care facilities often prefer to keep local code systems in parallel with reference 
terminology codes. 
 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Create/release new reference terminology 

UCA Type: Providing causes hazard 

UCA: SDO creates/releases reference terminology or messaging standard that does not 
sufficiently standardize communication between users. 

Scenario  
30-1: (A) 

 
 

The SDO may release reference terminology that does not sufficiently standardize 
communication between users because their terminology does not capture enough 
information to adequately identify a test/disease. That may occur because the individual 
codes do not capture contextual information regarding a specific instance of a test/disease, 
such as the specific test kit used to perform one instance of a test, or the body site at which a 
condition has manifested.  
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Category/ 
Scenario # 

Scenario Description 

This may occur because reference terminology SDOs are not tasked with capturing all 
contextual information regarding a specific instance of a test/disease, as they operate under 
the assumption that HIT systems and their associated messaging standards will include 
additional fields for contextual information about a specific instance of a test/disease.  

SDOs are typically consensus organizations and ideally, clinical information is modeled 
in a manner that is most efficient for use by implementers for many different use cases with 
a wide range of requirements. Therefore, there is not a single model that is used, and clinical 
information may need to be available in multiple forms. Each member of the consensus 
organization may thus have goals that conflict with those of other members, and standards 
may be written loosely to compromise to each member’s goals. 
 

Scenario  
30-2: (A) 

The SDO may release reference terminology that does not capture enough information 
to adequately identify a test/disease because the reference terminology is made up of multiple 
terminology standards that are poorly integrated. This results in difficulty with determining 
how codes/terms in HIT systems represent equivalent concepts and results in incorrect usage 
of standards due to multiple representations and overlapping concepts, resulting in confusion 
of which standard to use leading to errors of omission and commission which could 
lead to incorrect diagnosis or treatment. 
 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Provide reference terminology mapping guidelines 

UCA Type: Providing causes hazard 

UCA: SDO provides conflicting or ambiguous reference terminology mapping guidelines 
following safety-critical terminology release 

Scenario  
31-1: (B) 
 

 
 

The SDO may provide conflicting or ambiguous reference terminology mapping 
guidelines because they may not be aware that the guidelines are conflicting or ambiguous. It 
may be the case that SDOs developing two or more different reference terminologies disagree 
on the best approach to mapping new terminologies, and each SDO releases mapping 
guidelines for their own terminology that conflict with the guidelines of the other SDO. There 
may be no formalized line of communication between different SDOs to ensure consistency 
in mapping guidelines.  
 

Scenario  
31-2: (A) 

 
 

The SDO may provide conflicting or ambiguous reference terminology mapping 
guidelines because they may not be aware that the guidelines are conflicting or ambiguous. 
This may occur because mapping reference terminology may be subject to different 
interpretations by the individuals performing the mapping. Additionally, there may not exist 
a process for receiving and processing user reports of conflicting or ambiguous reference 
terminology. Regulatory or statutory incentive for SDOs to receive and process user reports 
are inadequate. 
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Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Provide messaging standard implementation guides 

UCA Type: Providing causes hazard 

UCA: SDO provides conflicting or ambiguous implementation guides following safety-critical 
messaging standards update 

Scenario  
32-1: (B) 
 
 
 

The SDO may provide conflicting or ambiguous implementation guides because they use 
inconsistent models for the format and content of recording clinical statements. This may 
occur because, ideally, clinical information is modeled in a manner that is most efficient for 
use by implementers for many different use cases with a wide range of requirements. 
Therefore, there is not a single model that is used, and clinical information may be available 
in multiple model forms. This poses a challenge for analysis of aggregate information because 
meaningful use of the data requires a common format and semantics, but currently, the data 
is highly variable. Additionally, there may not exist a process for receiving and processing 
user reports of conflicting or ambiguous implementation guides, as the guides may have been 
released without direct communication/support from the SDO to the care facility in  
interpreting the guide.  
 

 
 

Controller: Patient 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Follow laboratory pre-test instructions or test procedures 

UCA Type: Not providing causes hazard 
UCA: Patient does not follow laboratory pre-test instructions or test procedures when 

procedures are necessary for validity of test results (e.g., does not fast, etc.) 
 

Scenario 
33-1: (C) 
 

A patient may not follow laboratory pre-test instructions or test procedures because they 
are not aware of the laboratory pre-test instructions or test procedures. This may have 
occurred because the patient was never provided the laboratory pre-test instructions or test 
procedures. This may occur if both the laboratory and the physician believed the other party 
provided the patient the lab pre-test instructions or test procedures. 
 

Scenario  
33-2: (B) 
 

A patient may not follow laboratory pre-test instructions or test procedures because they 
are not aware of the lab pre-test instructions or test procedures. This may have occurred 
because the patient was never provided with the lab pre-test instructions or test procedures. 
This may happen if the lab pre-test instructions or test procedures were provided only through 
an electronic interface that the patient is unable to access. 
 

Scenario  
33-3: (C) 
 

A patient may not follow laboratory pre-test instructions or test procedures because they 
were unable to interpret the instructions. This may have occurred because the patient was 
provided the lab pre-test instructions or test procedures in a language (e.g., English vs. 
Spanish) or in terminology (e.g., using excessive jargon) they are unable to understand.  
 

Scenario  
33-4: (C) 
 

A patient may not follow laboratory pre-test instructions or test procedures because they 
are unaware of the criticality of following instructions. This may have occurred if the 
instructions were only communicated indirectly (e.g., email, portal, etc.), and the criticality  
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Category/ 
Scenario # 

Scenario Description 

 of following such procedures was not emphasized by the ordering physician. 
 

Scenario  
33-5: (C) 
 

A patient may not follow laboratory pre-test instructions or test procedures because they 
are unable to consult test procedures after the individual appointment. This may have occurred 
if the test procedures were only communicated verbally to the patient and not accessible either 
in writing or through an electronic interface. 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Make/attend laboratory appointment 

UCA Type: Not providing causes hazard 

UCA: Patient does not make/attend laboratory appointment when laboratory results are 
necessary to inform care plan 

Scenario  
34-1: (C) 
 

A patient may not attend a laboratory appointment because they cannot access the 
laboratory at which the test is to be performed. This may occur for reasons including 
geographic isolation (e.g., takes too long to get to the lab, lab is not on public transportation 
routes, patient lives in rural environment), limited patient mobility, patient cannot afford test  
which is not covered by payor, among others.  
 

Scenario  
34-2: (C) 
 
 

A patient may not attend a laboratory appointment because they are unaware of the 
criticality of performing the test. This may have occurred if the need for a test was only 
communicated indirectly (e.g., email, portal, etc.), and the criticality of that test result to the 
care plan was not emphasized by the ordering physician. It may also occur if the patient does 
not have the information needed to make the decision to seek care and additional testing. 
 

Scenario  
34-3: (B) 
 

A patient may not attend a laboratory appointment because they do not believe the lab 
results are trustworthy enough to merit the time and cost of performing the test. This may 
occur if the patient has had prior negative experiences with diagnostic test results, or if 
guidance from public health authorities surrounding diagnostic test results has fluctuated in 
the past. That guidance may fluctuate because public health authorities do not collect data on 
specific diagnostic devices used, only on the type of test performed (e.g., COVID test, but not 
what brand/type). Though PHAs may have patient identifiers and may be able to match 
laboratory results to other data elements (e.g., vaccination records), it may take heavy manual 
effort. Additionally, data containing patient identifiers may also not have been collected in a 
format that is shareable while preserving patient privacy.  

Scenario  
34-4: (C) 
 
 

A patient may not make a laboratory appointment because laboratory draw hours do not 
align with patient availability. This might occur if laboratory draw hours do not match the 
clinic hours and this information is not readily accessible to the patient. Additionally, work 
or other personal commitments of the patient may conflict with the laboratory’s draw hours. 
The laboratory may also have high demand such that there are long waits to perform testing, 
or no appointments are available.  
 

Scenario  
34-5: (C) 

 

A patient may not make a laboratory appointment because they are unable to contact the 
care facility or medical practitioner to inquire about their condition and potential treatment 
options. This may occur if patients are unable to contact the practitioner/clinic directly over 
the phone (e.g., can only obtain nurse advice), or if phone wait times are too long.  
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Category/ 
Scenario # 

Scenario Description 

Scenario  
34-6: (C) 

A patient may not make a laboratory appointment because they are unsure of how to make 
the appointment with the lab. This might be because the lab is in a different location than their 
PCP or other healthcare provider. 
 

Scenario  
34-7: (C) 
 

A patient may not attend a laboratory appointment because they realize that CMS does 
not cover the lab test, despite it having FDA clearance. The test may be the best for the 
patient’s case, but the CMS may not view it as being enough of an improvement over other 
available options to merit increased costs. This occurs because the FDA scrutinizes tests based 
on safety and efficacy, while CMS scrutinizes them based on reasonableness and necessity. 
 

 
 

Controller: CDC/PHAs 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Set standards for reporting of diagnostic data from laboratories 

UCA Type: Providing causes hazard 

UCA: CDC/PHAs set standards for reporting of diagnostic data that laboratories are unable 
to comply with 

Scenario  
35-1: (B) 
 

CDC/PHAs may set standards for reporting of diagnostic data that would be helpful for 
identifying trends in diagnostic results, but laboratories are unable to comply because the 
standards are too onerous for labs to follow. The standards may be too onerous if the 
information requested is outside of the scope of normally collected data for diagnostic testing. 
The data might exist on the EHR side of the system but not be transmitted to the laboratory 
or may never have been collected. In addition, even if the requested data exists in the EHR, 
the laboratory may be unable to develop new data sharing protocols that would allow them to 
report the requested data to the CDC/PHA. 
 

Scenario  
35-2: (B) 

 

CDC/PHAs may set standards for reporting of diagnostic data that would be helpful for 
identifying trends in diagnostic results, but laboratories are unable to comply because the 
standards are too onerous for labs to follow. The standards may be too onerous if there is high 
sensitivity to the data being transmitted to and from laboratories out of privacy/social 
concerns (e.g., occupation and place of employment might be useful for tracking disease 
outbreaks, but may raise privacy concerns with patients).  
 

        
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Provide healthcare guidance 

UCA Type: Providing causes hazard 

UCA: CDC/PHAs provide healthcare guidance that conflicts with current/previous guidance 
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Scenario  
36-1: (A) 
 

CDC/PHAs may provide healthcare guidance that conflicts with current/previous 
guidance if they receive conflicting diagnostic data or had originally received insufficient 
diagnostic data with which to provide guidance.  

This may be because the lack of good consistent healthcare data encoding of rare 
conditions makes it difficult for researchers and practitioners to understand how the existing 
data may compare in order to better inform guidance decisions. This could also be for 
conditions that are more common but better data availability could also inform better care 
opportunities.  

 There is no regulatory authority on the part of the CDC to require that specific data 
elements be shared, so that they may provide better guidance to medical practitioners (e.g., 
knowing whether the patient was pregnant or not along with a Zika result). Currently, 
requiring that specific data elements get shared with CDC would require action from ONC 
and CMS as well. Promoting interoperability programs only apply to clinicians, eligible 
hospitals and critical access hospitals and don’t apply to laboratories.  

 
Scenario  
36-2: (C)  

CDC/PHAs may provide healthcare guidance that conflicts with current/ previous 
guidance if they receive conflicting diagnostic data or had originally received insufficient 
diagnostic data with which to provide guidance. This may be because of a lack of diagnostic 
tests being performed for new or uncommon conditions. There may also be a lack of 
diagnostic information available if tests were done in uncommon environments (e.g., drive- 
thru COVID tests, etc.). 
 

Scenario  
36-3: (B) 
  

CDC/PHAs may provide healthcare guidance that conflicts with current/ previous 
guidance if they receive conflicting diagnostic data or had originally received insufficient 
diagnostic data with which to provide guidance. This may be because of an inability to link 
diagnostic test data with immunization data, due to deidentification of patient data at the state 
health agency level for preservation of privacy. This may be a result of existing state laws, or 
perceived requirements at the state level. 
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Figure 17. Visualization of scenario 36-1 
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Controller: Laboratory/Personnel Accreditation Organization 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Provide accreditation to laboratory 

UCA Type: Providing causes hazard 

UCA: Laboratory accreditation organization provides accreditation to laboratory without 
being able to enforce minimum interoperability requirements 

Scenario  
37-1: (B) 
  

A laboratory accreditation organization may provide accreditation to a laboratory without 
being able to enforce minimum interoperability requirements because laboratories are 
accredited according to the requirements enshrined in CLIA, which was written at time when 
laboratory data interoperability was not a major consideration or priority. Therefore, data 
interoperability was not explicitly written into the statute, and inspections are focused only 
on the quality and safety of laboratory testing operations, rather than interoperability 
requirements.  

 
 

Controller: HHS Administration 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Determine responsibilities of component agencies 

UCA Type: Not providing causes hazard  

UCA: HHS does not assign any agency responsibility over safety-critical component of 
laboratory data ecosystem 

Scenario  
38-1: (B) 

HHS may not assign any agency responsibility over a safety-critical component of 
laboratory data ecosystem because they believe industry is self-regulating. This may be due 
to a lack of feedback from care facilities and medical providers of issues that have been 
impacting care.  
 

Scenario  
38-2: (B) 

HHS may not assign any agency responsibility over a safety-critical component of 
laboratory data ecosystem because they believe the gap is covered by existing responsibilities. 
This may be because the feedback they receive is not high enough quality to identify gaps 
that do exist. 
 

Scenario  
38-3: (B) 

HHS may not assign any agency responsibility over a safety-critical component of 
laboratory data ecosystem because they do not believe they have the jurisdiction to assign 
responsibility over that component. This may be because they were sued for prior attempts to 
cover the perceived gaps or because there is direct verbiage in federal laws that prohibit 
certain regulations. 

Scenario  
38-4: (B) 

HHS may not assign any agency responsibility over a safety-critical component of 
laboratory data ecosystem because the gap is new and undetected due to a development of 
novel technology. This may be because HHS is a massive organization and the gap may take 
a while to trickle up from the first person who detects it, to HHS admin, and then to go through 
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Category/ 
Scenario # 

Scenario Description 

the necessary steps to regulate it.  
  

Scenario  
38-5: (B) 

HHS may not assign any agency responsibility over a safety-critical component of 
laboratory data ecosystem because of a lack of funding support to go alongside the new 
responsibility. This may be because funding support decreases across the board or is kept 
level year over year which limits the ability to regulate new areas effectively unless other 
areas are neglected. 
 

Scenario  
38-6: (B) 

HHS may not assign any agency responsibility over a safety-critical component of 
laboratory data ecosystem because the responsibility is outside of the scope of an existing 
agency but is not big enough to merit creating a new agency.  
 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Determine responsibilities of component agencies 

UCA Type: Providing causes hazard 

UCA: HHS assigns agencies overlapping regulatory responsibilities 

Scenario  
39-1: (B)  
 

Overlapping responsibilities may be assigned because of dynamic technological growth 
of industry. Agencies may not have the bandwidth to sufficiently add new requirements as 
they arise. Sometimes agencies may contract with other agencies within HHS to help build 
up new programs. This can help alleviate bandwidth concerns immediately but can hinder  
inter-agency coordination over time. 
 

Scenario  
39-2: (B) 

Overlapping responsibilities may be assigned because they are not seen as overlapping 
due to preexisting expertise of various agencies. This could be because technically the final 
work is different but involves so much similar administrative or technical work that there is 
significant duplicative work being done across agencies. This may be because many agencies 
have similar concerns (like interoperability) and are all trying to use available resources to 
improve it but do not have the ability to know exactly what is happening at all HHS agencies 
at any given time.  

Scenario  
39-3: (B)   

Overlapping responsibilities may be assigned because of insufficient coordination when 
distributing roles across organizations. Allocation of responsibilities may be done project by 
project because there are so many components to HHS that complete redesign would be slow, 
complicated, and expensive. 
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Controller: Congress/White House 
 

Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Update Federal regulatory authority’s statutory boundary 

UCA Type: Stopped too soon/ applied too long 

UCA: Congress/White House updates a Federal regulatory authority’s statutory boundary in 
a way that removes components that were critical for safe control loop design 

Scenario  
40-1: (B)  

Congress/White House updates a Federal regulatory authority’s statutory boundary in a 
way that removes components that were critical for safe control loop functionality. One factor 
that may lead to this change is industry pressure that asserts that the regulations are too taxing. 
The federal government may not realize how important the regulations were for constraining 
behavior in a certain way, and there may be unintended consequences for removing the 
regulations. 
 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Expand Federal regulatory authorities’ statutory boundaries 

UCA Type: Not providing causes hazard 

UCA: Congress/White House do not expand federal regulatory agencies’ statutory boundary 
to cover technologies that have emerged or undergone significant changes since previous 
statutory boundaries were enacted. 

Scenario  
41-1: (B) 
 

Congress/White House may not expand statutory boundaries because they believe the 
technology has not changed sufficiently to require additional regulation. This may be 
influenced by IVD manufacturers having a strong lobbying presence in the Federal 
Government and IVD manufacturers believe stronger regulations would negatively impact 
their commercial success.  
 

Scenario  
41-2: (B) 

Congress/White House may not expand statutory boundaries because they believe the 
current regulations are sufficient despite changes in technology. They may believe this be 
because there is not sufficient data tracking the problems occurring in the new space. Data 
may not be available because it is a new space and data tracking mechanisms are either 
underdeveloped, underfunded, or are suppressed by commercial interests who do not want 
there to be increased interest in new regulations.  
 

Scenario  
41-3: (B) 

Congress/White House may not expand statutory boundaries because they believe that 
would create too big of a burden on industry. This could be because they fear intense 
regulations on a new or small industry could damage innovation potential. This fear may come 
from direct influence from industry, political ideologies, or past experiences.  

Scenario  
41-4: (B) 

Congress/White House may not expand statutory boundaries because they do not want to 
allocate more funds towards that regulatory sector. New regulations may require additional 
funding that is unavailable. 
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Category/ 
Scenario # 

Scenario Description 

Scenario  
41-5: (B) 

Congress/White House may not expand statutory boundaries on emergent technology 
because changes to the regulated industry are so extreme that no current regulatory body is 
set up to regulate the technology. These extreme changes may also make it difficult to pass 
legislation that fully encapsulates the problem, and different groups may disagree on what 
aspects should and can be regulated in addition to if and how regulation should impact growth 
in a new industry. 
 

 
Category/ 
Scenario # 

Scenario Description 

Control 
Action: 

Expand Federal regulatory authority’s statutory boundaries 

UCA Type: Providing causes hazard 

UCA: Congress/White House expand regulatory authority’s statutory boundaries in a way 
that diminishes the safety of the regulated industry 

Scenario 
42-1: (B) 

Congress/White House may expand regulatory authority’s statutory boundaries without 
providing sufficient funding that enables the regulatory body to enforce everything they are 
tasked with enforcing. The agency may not have the resources to create or enforce new 
regulations and attempts to expand their scope may pull resources away from other critical 
regulations. 
  

Scenario  
42-2: (B) 

Congress/White House may expand regulatory authority’s statutory boundaries in a way 
that causes significant slowdown in the development and release of new safety-critical 
technologies. This may be because the regulations had unintended consequences or caused 
inadvertent incentives for malicious conduct.  
 

Scenario  
42-3: (B) 

Congress/White House may expand regulatory one authority’s statutory boundaries in a 
way that creates overlap with other regulatory authority’s boundaries. Assigned overlap may 
stem from disjoint efforts  
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Appendix E – Glossary of Acronyms/Terms 
 

Acronym Definition 

CAP College of American Pathologists provides laboratory accreditation and proficiency testing services. 

CAST Causal Analysis based on System Theory (an MIT Model) is an approach to identify the questions 
that need to be asked during an accident investigation and determine why the accident occurred.  
Additional Resource 

CDC U.S. Centers for Disease Control and Prevention is the United States’ leading science-based, data-
driven, service organization that protects the public’s health. It is a federal agency under HHS. 

CDS Clinical Decision Support provides clinicians staff and patients with knowledge and person specific 
information that is filtered and presented at appropriate times. 
Additional Resource 

CLIA Clinical Laboratory Improvement Amendments, passed by Congress in 1988, ensures quality 
laboratory testing. There are currently 320,865 labs that are CLIA certified. 
Additional Resource 

CMS U.S. Centers for Medicare and Medicaid Services is a federal agency under HHS that provides 
insurance and medical services for the United States’ civilians who might not be able to afford care 
otherwise, including disabled peoples, low-income families, people 65 years old and older, pregnant 
women, and people who need long term care. 

EHR An Electronic Health Record is a digital version of a patient’s medical chart.  

FDA U.S. Food and Drug Administration is a federal agency under HHS that focuses on regulating food, 
drugs, medical devices, radiation-emitting products, vaccines, blood, biologics, animal and 
veterinary products, cosmetics, and tobacco products in the United States. 

FHIR Fast Healthcare Interoperability Resources employs RESTful web services such as JSON and RDF 
data formats. Web services approach that makes it easier for systems to exchange specific 
data/information. 
Additional Resource 

FMEA The Failure Mode and Effects Analysis approach is used to identify all possible failures in a design, 
process, or service. 
Additional Resource 

HHS U.S. Department of Health and Human Services is the parent organization over twelve federal 
divisions, including CDC, CMS, FDA, NIH, and ONC. The mission of the U.S. Department of 
Health and Human Services (HHS) is to enhance the health and well-being of all Americans, by 
providing for effective health and human services and by fostering sound, sustained advances in the 
sciences underlying medicine, public health, and social services. 
Additional Resource 

HIE Health Information Exchange is a process/system that allows clinicians to access and securely share 
patient medical records electronically. 

HIT Health Information Technology Includes electronic health records (EHR), laboratory information 
systems (LIS), etc. 

https://psas.scripts.mit.edu/home/get_file4.php?name=CAST_handbook.pdf
https://www.healthit.gov/topic/safety/clinical-decision-support
https://www.cdc.gov/clia/index.html
https://www.healthit.gov/sites/default/files/2019-08/ONCFHIRFSWhatIsFHIR.pdf
https://asq.org/quality-resources/fmea
https://www.hhs.gov/about/index.html
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Acronym Definition 

HL7 Health Level 7 refers to international standards for transfer of administrative and clinical data 
between software applications used by many different healthcare providers. LOINC codes are 
typically embedded in HL7 messages. 
Additional Resource 

HRO High Reliability Organizations operate in high-hazard domains during extended periods of time 
without failures. Example organizations would be a nuclear power plant or air traffic control 
systems. 
Additional Resource 

IVD In vitro diagnostics are tests conducted in laboratories (i.e., bio samples such as spit or blood). It 
detects diseases and other bodily disorders. 
Note: There are differences in IVD products and calibration techniques which are not reflected in 
current electronic lab data. 
Additional Resource 

LIS Laboratory Information System is a computer system that helps manage aspects of a medical 
laboratory. 

LIDR Laboratory Information Data Repository is a concept promoted in the SHIELD Community 
Roadmap. Objectives include improving data quality in the LIDR, have IVD manufacturers assign 
codes using SHIELD’s direction, and then submitting the codes to the LIDR. 

LIVD LOINC-to-IVD specifications define IVD industry format for use by lab personnel or application 
and focus on describing the same laboratory tests from the same vendor in the same manner across 
all labs. 
Additional Resource 

LOINC  Logical Observation Identifiers Names and Codes is a database and universal standard for 
identifying medical laboratory observations. First developed in 1994, it was created and is 
maintained by the Regenstrief Institute, a US nonprofit medical research organization. LOINC was 
created in response to the demand for an electronic database for clinical care and management and 
is publicly available at no cost. 
Additional Resource 

NIH National Institutes of Health is a federal agency under HHS made up of centers and institutes that 
focus on medical research. 

NLM National Library of Medicine, a part of NIH, is the world’s largest biomedical library. 

ONC Office of the National Coordinator for Health Information Technology is an organization under HHS 
that leads Health IT efforts. 

PHA Public Health Agency  

RCA Root Cause Analysis is the process of discovering the root causes of problems in order to identify 
appropriate solutions. 
Additional Resource  

SDO Standards Development Organizations. Includes LOINC, SNOMED, HL7, etc. 

SNOMED Systematized Nomenclature of Medicine systematically organized computer-processable collection 
of medical terms providing codes, terms, synonyms and definitions used in clinical documentation 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6499745/
https://psnet.ahrq.gov/primer/high-reliability
https://www.fda.gov/medical-devices/products-and-medical-procedures/in-vitro-diagnostics
https://ivdconnectivity.org/livd/
https://loinc.org/get-started/what-loinc-is/
https://www.tableau.com/learn/articles/root-cause-analysis#definition
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Acronym Definition 

and reporting. SNOMED CT is the most comprehensive, multilingual clinical healthcare 
terminology in the world. 
Additional Resource 

STAMP MIT’s System-Theoretic Accident Model and Processes model is a systems approach to safety 
engineering that is founded on the concepts that accidents are part of a process and are control 
problems, which can be avoided by enforcing restraints and improving interactions. 
Additional Resource 

STPA System-Theoretic Process Analysis is a hazard and accident analysis technique built on the STAMP 
model. This technique helps to identify unsafe control actions and causal factors/control flaws. 
Additional Resource 

UCA An Unsafe Control Action is a control action that, in a particular context and 
worst-case environment will lead to a hazard. 
Additional Resource 

USCDI ONC’s United States Core Data for Interoperability is a standardized set of health data classes and 
constituent data elements for nationwide, interoperable health information exchange. 
Additional Resource 

 
 

https://www.snomed.org/snomed-ct/five-step-briefing
https://psas.scripts.mit.edu/home/wp-content/uploads/2014/03/Systems-Theoretic-Process-Analysis-STPA-v9-v2-san.pdf
https://psas.scripts.mit.edu/home/wp-content/uploads/2014/03/Systems-Theoretic-Process-Analysis-STPA-v9-v2-san.pdf
https://psas.scripts.mit.edu/home/wp-content/uploads/2014/03/Systems-Theoretic-Process-Analysis-STPA-v9-v2-san.pdf
https://www.healthit.gov/isa/united-states-core-data-interoperability-uscdi
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